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“The Internet Society is operating on a world  
stage to help all of the stakeholders of the Internet  

to understand what the implications of the  
technology are, what policies are beneficial,  

and what right and freedoms need to be preserved  
in the use of this system.” 

Vint Cerf 
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The Challenge 
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Diminishing trust 
• data breaches 
• uncertain data usage 
• Cybercrime 
• surveillance 
 
 
Policymakers challenge: How to 
embrace digital revolution while 
ensuring safety and security for citizens. 
 

the cornerstone of connectivity 
 

requires collective responsibility and 
collaboration 

TRUST 



Open and Trusted Internet 
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User Trust 
• How and why users – including 

government, private sector and citizens - 
trust the Internet, and how to build that 
trust. 

Technologies for Trust 
• Technical building blocks for trusted 

networks, applications and services. 
Trusted networks 
• The Internet is an ever-evolving collection 

of interconnected networks with 
distributed ownership and control. Trust is 
the glue that keeps networks connected 
and exchanging data. 

Trustworthy ecosystem 
• How the Internet is governed and how it 

deals with Internet issues. 



“The Internet Society recognizes the concerns of law 
enforcement and remains firm in its conviction that 
encryption is an important technical solution that all 
Internet users—individuals, governments, businesses, 
and other communities—should use to protect their 

communications and data. 
Legal and technical attempts to limit the use of 

encryption, well-intentioned or not, will negatively 
impact the security of law-abiding citizens.  
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TimeLine – Manifestly Inadequate 
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Open for submissions Review Submissions Finish 

Dept Home Affairs 
4 weeks (14 Aug – 10 Sep) 
~500 – 800 substantial subs missions 
estimated 

8 bus days Tabled in Parliament, referred to 
PJCIS. 

PJCIS 3 weeks (21-Sep-12-Oct 12pm) 

1 week,  then  1 day hearing ( 4 
further hearing days scheduled  as 
Committee grapples with volume of 
submissions) 

• PJCIS submissions closed Friday 12th October 
• First Public Hearing: Friday 19th October, Canberra 
• Second Public Hearing: Friday 16th November 
• Minister/PM intervention: Friday 23rd November  
 

• BILL:  174 pages, modifying 9 other items of legislation 
• Explanatory Mem:  150 pages  
 



Assistance & Access Bill in a nutshell 
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Purpose Issues 

Sched 1 Industry Assistance 
(expands Telco Act s313) 

TAR – Voluntary Request 
TAN -  Compel Notice to do ‘act or 
thing’ 
TCN – Compel Notice to build a 
new capability 

Sched 2 Computer Access Warrants 
Access a computer remotely 
 
Use a third party’s computer to 
access/infiltrate a computer of a 
target of interest 

Sched 3 Search Warrants (Crimes) 

Sched 4 Search Warrants (Customs) 

Sched 5 ASIO special provisions 



Designated Communications Provider (15) 
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Carrier or Carriage Service Provider Connects a facility to a network In Australia 

Carriage Service Intermediary Manufactures or supplies customer equipment for use 
in, or likely to be used in, Australia 

Provides a service that facilitates, is ancilliary or 
incidental to supply of carriage service 

Manufactures or supplies components  for use in, or 
likely to be used in, manufacture of customer 
equipment for use, or likely to be used, in Australia 

Provides Electronic service with 1 or more users 
in Australia (includes a website.) 

Person who installs or maintains customer equipment 
(not as end-user) 

Provides a service that facilitates, is ancilliary or 
incidental to (electronic service…) 

Person who Connects customer equipment to a 
network (not as end-user) 

Develops, supplies or updates software used, 
for use, or likely to be used, in connection with 
a carriage service or electronic service 

Manufactures, supplies, installs or maintains data 
processing equipment 

Manufactures, supplies, installs or maintains a 
facility 

Develops, supplies or updates software capable of 
being installed on a computer likely to be connected to 
a telecoms network in Australia 

Manufactures or supplies components  for use 
in, or likely to be used in, manufacture of a 
facility 



This Bill is about bypassing security controls 
on components, devices, websites, 
software and apps, and accessing 

everything. 
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The Bill is NOT about ‘Encryption’. 
The Bill is NOT about ‘access to messages’ 

 
This Bill is much deeper and insidious 



Views of international experts in 
submissions to Department. 

International Reaction 
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— these so-called “export grade encryption” 
cipher suites resulted in a class of 
vulnerabilities that caused colossal damage 
to the internet infrastructure. At one point, 
roughly 12% of the top million most visited 
websites were completely interceptable, 
allowing attackers to gain user credentials, 
passwords, and other private data. 
 

— Transparency will be particularly important 
for technical requirements that arise from 
the Bill as such requirements would address 
the very security features upon which lawful 
users depend. As Heartbleed, FREAK and 
DROWN illustrate, system components that 
are designed to provide security features 
are critical pieces of code that can become 
important sources of security vulnerabilities. 

 
  

Security features were only 
recognised as systemic 

vulnerabilities many years after they 
were required by law. 

 
Trust – identifying unintended 
consequences - comes from 

Transparency, not the secrecy 
provisions in the Bill 
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— The Bill risks forcing technology companies 
to create insecure versions of their products 
and services that, while ostensibly limited to 
a single incidence, in fact open the door to 
the very systemic vulnerabilities the Bill 
professes to avoid. 
 

— If passed, then, the Bill will jeopardize the 
personal safety of countless people in other 
countries (including some in Australia’s 
sphere of influence).  

Reducing security of specific devices 
are likely to cause systemic 

vulnerabilities. 
These vulnerabilities will risk causing 

global consequences 
Once our Govt requests a capability,  

other governments will too. 
Dissidents and activists in repressive 

regimes rely on unbreachable 
encryption for personal security, 

safety and anonymity 
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— While we normally do not review proposed 
legislation, We are concerned that this proposal 
might have a serious and undesirable impact upon 
the Internet and, taken as a model, the sum of 
similar legislation may result in the fragmentation 
of the Internet. 
 

— We understand that Australia intends to develop 
appropriate oversight mechanisms to avoid misuse 
or overuse of these instruments within its borders. 
However, as custodians of the Internet’s 
architecture, we are required to take a global view. 
This approach, if applied generally, would result in 
the Internet’s privacy and security being the 
lowest common denominator permitted by the 
actions taken in myriad judicial contexts. From that 
perspective, this approach drastically reduces trust 
in critical Internet infrastructure and affects the 
long term health and viability of the Internet. 

Other countries are likely to copy 
Australia’s approach – good and bad. 

 
Multiple jurisdictions mandating 

these forms of laws risks 
fragmenting the global Internet. 

 
if applied to the standards 

development process, the laws 
themselves form a systemic 

vulnerability 
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— This risk might cause some infrastructure providers 
to relocate, reduce service or even block service 
to Australian users. Such fragmentation of the 
Internet is one of the primary concerns we have 
today as it reduces the value of a global, highly-
connected Internet. 
 

— The ability to compel compromises to the 
mechanisms that provide security, privacy, and 
trust on the Internet erodes trust in the Internet as 
a whole.  That erosion, multiplied by the number of 
political and judicial contexts in which similar 
approaches might be adopted, represents an 
existential threat to both the Internet’s security 
and its integrity.  

International services may stop 
servicing Australians, rather than risk 

having these laws apply to the 
service. 

 
Multiple jurisdictions mandating 

these forms of laws threatens the 
security and integrity of the global 

Internet. 
 
 



I also wish to bring to the attention of the Department some of the provisions of the 
draft Bill that, if adopted, would severely impinge on the rights to privacy and 
freedom of expression and association, as provided by articles 17 and 19 of the 
International Covenant on Civil and Political Rights (“the Covenant”), ratified by 
Australia on 13 August 1980…  
....I am concerned that the draft Bill is inconsistent with Australia’s obligations under 
Article 17 and 19 of the Covenant. I am particularly concerned that the draft Bill gives 
virtually unfettered discretion to agencies to compel providers to modify digital 
security standards or take other action that would effectively weaken encryption.  
 

David Kaye, UN Special Rapporteur on the promotion and protection of the right to freedom of opinion 
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This Bill is extremely complex 
This Bill impacts technology, security, system integrity, human 

rights and erodes trust 
This Bill has global consequences and risks serious unintended 

consequences 
This Bill is likely to be copied across the globe, especially 

within the ‘Five Eyes’ countries.  
We must treat this Bill with respect - very carefully, very 

deliberately, with serious consideration of input from multiple 
stakeholders 
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After just 2 PJCIS hearings over 4 weeks, with additional 
submissions rolling in (80 and counting) and 3 future hearings: 
 

17 

accelerate …  to enable Bill to be passed 
By Thursday week  



Risk to IT export industry 
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— In August, under TSSR legislation, the Australian 
government banned Chinese suppliers from 
participating in 5G network construction, and also 
intervened with the Solomon Islands subsea cable 
project previously awarded to Huawei Marine. 
 

— Concerned about ‘companies “likely subject to 
extrajudicial directions from a foreign government 
that conflict with Australian law” 
 

— This Bill effectively casts the same shadow over 
Australian IT hardware and software companies, 
and every export-oriented ecommerce website, 
from the point of view of non-Australian 
purchasers and governments. 
 

— This Bill risks $3.2 billion (2016-17) of ‘smart, high-
value, export-focussed’  Australian  IT hardware, 
software and services . 
 



https://www.diplomatie.gouv.fr/en/french-foreign-
policy/digital-diplomacy/france-and-cyber-
security/article/cybersecurity-paris-call-of-12-
november-2018-for-trust-and-security-in 
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Search “Paris Call for Trust and Security in 
Cyberspace.” 



https://www.internetsociety.or
g/blog/2018/11/we-wont-save-
the-internet-by-breaking-it/ 
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Thank you. 

Visit us at 
www.internetsociety.org 
Follow us 
@internetsociety 

Galerie Jean-Malbuisson 15,  
CH-1204 Geneva,  
Switzerland. 
+41 22 807 1444 
 
 

1775 Wiehle Avenue,  
Suite 201, Reston, VA  
20190-5108 USA.  
+1 703 439 2120 
 
 

Paul Brooks 
Chair, Internet Australia 
Paul.Brooks@internet.org.au 
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Get Involved. 
https://internet.org.au/membership     
https://internet.org.au/news 
https://www.internetsociety.org/encryption/resources/ 

There are many ways to support  
the Internet. Find out today how  
you can make an impact. 


