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Introduction 
It is appropriate to reprise the historic paper (Blanchfield, 2000) on e-commerce security, 

given the significant number of online scams and fraudulent transactions occurring today. The 

paper was written over twenty years ago and warns of the implications of assuming security is 

someone else’s problem, to be fitted separately outside the usual e-commerce software build 

cycles. 

The paper recommends a pro-active rather than a reactive response to security. Often a 

standard design that is considered safe can contain one or more Achilles’ heels that can be 

exploited by outsiders. Designers need to do more to ensure the security and testing of “our 

new and shiny house of cards”. 

The paper gives examples of contemporary security breaches in both government (Australian 

Taxation Office) and commercial (Sanity Entertainment) e-commerce systems that were 

supported by evidence in external links (which, unfortunately, are no longer working, given 

the age of the original paper).  

However, a search today reveals an SBS news article (Webster, 2024) from August 2024 

describing that the Australian Ombudsman has reported that “hackers were exploiting 

Medicare and Centrelink accounts through the myGov platform by linking them to bogus 

myGov accounts and making bogus tax claims worth thousands of dollars, or falsely claiming 

support payments” (Webster, 2024, second paragraph). 

The historic paper also provides some sobering scenarios related to credit card fraud and the 

hijacking of websites to perpetuate credit card fraud – the takeaway being: it is much easier to 
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secure your e-commerce platform up front, rather than suffering the human resources cost of 

dealing with angry customers and the related fraud investigation and rectification.  

It was difficult for the author to cover the necessary e-commerce security at a technical level, 

given the confines of the paper. However, he hoped to do the next best thing and “change your 

view on the effects of not taking into account the broader security aspects of eCommerce when 

considering planning, designing, and building your current or next exciting project” 

(Blanchfield, 2000, p. 18). 
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