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Abstract: Anomalous events such as link failure, misconfiguration, and Denial of Service 

attacks can affect the Internet inter-domain routing protocol. This effect can range from small 

to large-scale impact. While large-scale events can be detected using one or multiple global 

monitoring points, small-scale events need monitoring at the Autonomous System (AS) level. 

This paper presents a Real-time Detection Tool for Internet routing protocol Disruptions 

(RDTD) at AS-level. RDTD is a black-box statistical approach that detects disruptions based on 

observing changes in the underlying behaviour of a series of inter-domain routing updates 

rather than information contained in inter-domain routing updates. The RDTD can be 

connected to a designated AS to detect disruptions at that AS or to one of the collectors at public 

vantage points to detect the Internet routing disruptions from the public vantage-point’s view. 

The evaluation of the detection tool has been made through replaying route traffic related to 

one of the most well-known events within a controlled testbed. Our evaluation shows the ability 

of the detection tool to detect route leak in near real-time without requiring a long history of 

data. RDTD can also detect hidden anomalous behaviour in the underlying traffic that may pass 

without detection. 

Keywords: Inter-domain routing, route leak, emulation, anomaly detection, testbed. 

1. Introduction 

The Internet is a decentralized global network that consists of tens of thousands of 

Autonomous Systems (ASes); an Internet Service Provider (ISP) is an example of an AS. ASes 

use inter-domain routing protocols such as Border Gateway Protocol (BGP) to communicate 

with other ASes and intra-domain routing protocols such as Open Shortest Path First (OSPF) 

to communicate between routers within an AS (Al-Musawi, Branch, & Armitage, 2017). ISP 
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operators need to monitor their networks including the exchange of information between 

routers within their domain (intra-domain) and with other ASes (inter-domain). In this paper, 

our interest is in the latter. In particular, we are interested in the rapid detection of inter-

domain routing disruptions at the AS-level. 

BGP is the de-facto Internet routing protocol responsible for exchanging Network Reachability 

Information (NRI) between ASes. Although many attempts have been made to improve its 

security, it is still vulnerable to different types of disruptions that threaten its stability. ISPs 

increasingly suffer from large-scale or small-scale route disruptions in recent years. Recent 

statistics on the Internet inter-domain routing protocol performance show approximately 20% 

of the hijackings and misconfigurations lasted less than 10 minutes but were able to pollute 

90% of the Internet within 2 minutes (Shi et al., 2012). These statistics demonstrate the need 

for a new tool that can detect different types of inter-domain routing disruptions in real-time. 

ISP operators need to react quickly by tuning their configuration to eliminate the propagation 

of anomalous inter-domain routing traffic or notify other ISPs about serious reachability 

issues. In this paper, we introduce a Real-time Detection Tool for Internet routing protocol 

Disruptions (RDTD) at AS-level. RDTD is a black-box statistical approach that does not rely 

on the information contained in inter-domain routing updates. Alternatively, it detects 

disruptions based on the key observation that most disruptions correspond to changes in the 

underlying behaviour of a series of inter-domain routing updates. RDTD is based on using 

Recurrence Quantification Analysis (RQA), an advanced non-linear statistical analysis 

technique based on the concept of phase plane trajectory (Trulla et al., 1996; Webber & Zbilut, 

2005). Detecting Internet routing disruption at AS-level helps to mitigate the effect of 

disruptions from propagating to other ASes. In this paper, we do not mainly focus on the 

concept of RQA: Al-Musawi (2018) provides such a study. Instead, we focus on how to 

integrate this technique into a tool that can be used by network operators. 

Inter-domain routing disruptions can result from different sources, such as hijacking, Denial 

of Service (DoS) attacks, hardware failure, software bugs, faulty equipment, and 

misconfiguration by operators. Many types of inter-domain routing disruptions have been 

noticed, such as TMnet route leak (Toonk, 2015) and Moscow blackout (Roudnev, 2005). 

Although these events have been noticed as a result of their size and effect on the inter-domain 

routing traffic and the business relationship among many ASes, other types of events remain 

unreported or even unnoticed. The RDTD was designed to be applied at AS-level so it can help 

ISP operators to detect different types of disruptions before their effect spreads to other ASes. 

The rest of this paper is organised as follows: Section 2 explores related work in the detection 

of inter-domain routing disruptions. In section 3, we introduce the structure and design of the 

RDTD tool. Section 4 shows the operation and configuration setup to run RDTD. Section 5 
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presents the evaluation of RDTD through replaying one of the most recent well-known BGP 

events and compares its performance with other techniques. In section 6, we conclude our 

work and outline future directions. 

2. Related Work 

One of the earliest efforts of identifying inter-domain routing disruptions was by Labovitz, 

Malan & Jahanian (1998). To detect Internet routing disruptions, the authors applied the Fast 

Fourier Transform (FFT) to a series of BGP updates. Although the technique did not provide 

a way to identify the cause or source of routing disruptions, it demonstrated that rapid changes 

in the routing traffic are correlated with disruptions. Following the work by Labovitz, other 

techniques were applied to the problem of inter-domain routing identification. These included 

using statistical analysis techniques (Deshpande et al., 2009; Huang et al., 2007), validation 

of Internet routing traffic based on historical routing data sets (Haeberlen et al., 2009; Shi et 

al., 2012), and tools to detect Internet routing disruptions (Luckie, 2010; Lutu, Bagnulo & 

Maennel, 2013). 

Huang et al. (2007) introduced a technique based on using Principal Component Analysis 

(PCA) and subspace method to detect AS node, link, and peer failure. They used inter-domain 

routing volume as a single feature extracted every 10 minutes with a window size of 200 

minutes. Although the technique can detect and identify the three types of failure, it requires 

information about router configurations. Their technique cannot work in real-time, detecting 

the three types of failures in a range of 9-96 minutes. 

The Generalized Likelihood Ratio Test (GLRT) is a standard statistical technique used in 

hypothesis testing. Deshpande et al. (2009) adopted it as an instability detection technique. 

Their approach used statistical pattern recognition, which incorporated the technique. The 

approach was able to detect different types of inter-domain disruptions such as the Moscow 

blackout, Nimda, and Panix domain hijack. However, it is slow, typically requiring around one 

hour to detect instability. 

Haeberlen et al. (2009) presented a prototype to detect inter-domain routing faults at the AS-

level called NetReview. This prototype uses 1 year of routing data to detect inter-domain 

disruptions, where inter-domain disruptions include node and link failure, misconfiguration, 

policy violations, and attacks. Although NetReview can detect in near real-time different types 

of inter-domain disruptions and identify their source cause, it requires each AS to reveal 

information related to its policy configuration. In addition, it has a scalability problem because 

of the need to store large log files, a particular issue for ISPs. 
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Argus (Shi et al., 2012) is a system to detect prefix hijacking and identify the attacker in real-

time. Argus uses the control plane to detect bogus routes and the data plane to verify anomalies 

through checking their reachability. This system uses more than 2 months of historical inter-

domain routing data to classify new data as normal or suspicious, then checks the reachability 

of prefixes to verify the suspicious updates through using tools such as CAIDA’s Ark. Although 

Argus can detect hijacking and identify the source in near real-time, it cannot detect other 

types of disruptions such as misconfiguration and DoS attacks. 

Scamper (Luckie, 2010) is a packet prober designed to support large-scale Internet 

measurements. It is a tool that implements most of the classical Internet measurement tools 

such as ping and traceroute that supports IPv4 and IPv6 probing. It was mainly designed to 

help researchers for scientific experiments rather than building accurate instrumentation. 

However, Scamper was not designed to detect Internet route disruptions. 

BGP Visibility Scanner (Lutu, Bagnulo & Maennel, 2013) is a tool that can help ISP operators 

to validate the correct implementation of their routing policies through monitoring their 

routes from multiple observation points. However, this tool is not able to detect different types 

of disruptions such as Internet route leaks. Furthermore, it requires using multiple monitoring 

points. 

Cyclops (Chi, Oliveira & Zhang, 2008) is a system that displays AS-level connectivity and 

changes as inferred from Public-View. Cyclops collects data related to AS-level topology from 

different sources such as looking glasses, inter-domain routing tables and updates of hundreds 

of ASes across the Internet. It helps the network operators to view their AS connectivity as 

seen from other ASes, which can provide a comparison between the observed connectivity and 

the intended connectivity. 

Unlike different inter-domain routing disruptions tools, we introduce RDTD, a real-time 

detection tool to detect Internet inter-domain disruptions at AS-level. RDTD is based on using 

non-linear statistical analysis calculations that utilise calculations of hidden information 

occurring in the inter-domain routing traffic to detect disruptions. This information 

represents recurrence features in a series of Internet routing traffic. Our work differs from 

others in that we overcome their drawbacks by detecting disruptions in real-time and without 

requiring a long history of data: our tool requires 1200 seconds of historical data to detect 

disruptions in a range of 1-200 seconds. 

3. Architecture and Design 

Real-time Detection Tool for Internet routing Disruptions (RDTD) enables ISP operators to 

detect different types of Internet routing disruptions in near real-time. Real-time detection 
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enables the operators to mitigate the effect of disruptions to other ASes, which can lead to 

improving global Internet routing stability. RDTD consists of four stages. These are: collector, 

calculating the measurements of the non-linear statistical analysis, moving average and 

detection, as shown in Figure 1.  

Collector
Non-linear 

Statistical Analysis

Moving 

Average
Detection

AS RDTD Tool

Alarm

 
Figure 1. RDTD Structure and Design 

3.1 Collector 

The purpose of this stage is to provide real-time collection of traffic sent by the monitored AS. 

Unlike Quagga (Ishiguro, 2018) which is an open-source routing software suite that can be 

used to establish a connection with the monitored AS and store the inter-domain routing 

traffic in MRT format (Blunk, Karir & Labovitz, 2011), our collector collects inter-domain 

routing traffic in a human-readable format. It also calculates several features. These features 

avoid the need for converting MRT and calculating the features. The outputs of our collector 

are the total number of announcements and withdrawals (𝑇𝐴𝑊) and the average length of AS-

PATH (𝐴𝑉𝑃). These features are calculated every second based on the timestamp of the traffic. 

Our collector uses Net::BGP, a module of Perl software, to implement BGP. Net::BGP provides 

the required functionality to establish AS peering and for exchanging BGP updates. Officially, 

Net::BGP v0.16 does not support IPv6 BGP updates nor IPv6 BGP peer connection. CAIDA 

has developed a patch for Net::BGP that allows a BGP router to send IPv6 announcements 

through Multi-protocol Reachable NLRI, an optional attribute supported as part of Multi-

protocol Extensions for BGP (CAIDA, 2016). However, this patch does not support IPv6 prefix 

withdrawn and requires BGP routers with ADD-PATH capability, an extension to the BGP 

protocol to allow the advertisement of multiple paths for the same prefix. Therefore, we 

implemented the IPv6 route withdrawn through the Multi-protocol Unreachable NLRI 

optional attribute and removed ADD-PATH BGP capability for compatibility purposes (Bates 

et al., 2007). 

3.2 Non-linear Statistical Analysis 

Recurrence Quantification Analysis (RQA) is an advanced non-linear statistical analysis 

technique that uses the concepts of phase plane trajectory, a theoretical space in which every 

state of a system under study is mapped to a unique spatial location (Trulla et al., 1996). RQA 

was introduced by Webber and Zbilut (2005) to quantify structures in Recurrence Plots (RPs), 
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an advanced non-linear analysis tool that measures recurrences of a trajectory in the phase 

plane. RP has been widely used to visualise the time-dependent behaviour of the dynamics of 

a system as a recurrence matrix R 

Rm,n = {
1: xm⃗⃗⃗⃗  ⃗  ≈ xn⃗⃗⃗⃗ ,

0: xm⃗⃗⃗⃗  ⃗  ≉ xn⃗⃗⃗⃗ ,
   𝑚, 𝑛 = 1, . . . . , 𝐽,                                                     (1) 

where {xm⃗⃗⃗⃗  ⃗}𝑚=1
𝐽

 is a trajectory of a system in its phase plane, J represents the number of 

considered states and xm⃗⃗⃗⃗  ⃗  ≈ xn⃗⃗⃗⃗  means equality up to a distance 𝜀; 𝜀 is essential where systems 

show approximate recurrence to a formerly visited state. In other words, the recurrence matrix 

compares system states at time 𝑚 and 𝑛. If the difference between these states is within the 

threshold distance 𝜀, Rm,n = 1; otherwise, Rm,n = 0. Consequently, the recurrence matrix tells 

us when similar states of the underlying system occur (Marwan et al., 2007). 

Although RP is a powerful tool for visualizing system behaviour, it requires considerable 

expertise to interpret and cannot be used for real-time monitoring. Consequently, RQA was 

introduced to overcome these challenges through quantifying structures in RPs and provide 

the corresponding values of measurements (Marwan et al., 2007). RQA provides many 

measurements that are known as RQA measurements. The most well-known RQA 

measurements are recurrence rate, determinism, and trapping time. Each of these 

measurements measures individual characteristics in the RP. For example, the recurrence rate 

refers to the probability that a system recurs after several time states. It represents the number 

of black dots in the RP excluding the black main diagonal line in the RP. 

    𝑅𝑒𝑐𝑢𝑟𝑟𝑒𝑛𝑐𝑒 𝑟𝑎𝑡𝑒 =
1

𝐽2
∑ 𝑅𝑚,𝑛,𝐽

𝑚,𝑛=1                                                                 (2) 

where Rm,n is an element in the RP matrix. 

RQA has been successfully used in different domains, such as Internet of Things (IoT) (Forkan 

et al., 2019) and detecting anomalies in intra-domain routing protocols (Al-Musawi et al., 

2020). We have shown in Al-Musawi (2018) that RQA can distinguish between recurrent 

normal behaviour and other behaviours that identify disruptions. RQA can rapidly detect the 

inter-domain routing disruptions as well as other hidden anomalous periods that may 

otherwise pass without detection. The strength of RQA applied to this approach is in its ability 

to rapidly distinguish between the recurrence behaviour that is a part of normal internet-

domain traffic behaviour and behaviours that indicate disruptions. Furthermore, RQA can 

detect behaviour that cannot be detected with other techniques (Al-Musawi, 2018). 

Before calculating RQA measurements for the two features, (𝑇𝐴𝑊) and (𝐴𝑉𝑃), we normalise 

these features by subtracting the mean value to smooth noisy traces. RQA measurements are 

based on many parameters. These include time delay (𝜏), embedding dimension (𝑚) and 
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recurrence threshold (𝜀). The values of (𝜏) and (𝑚) can be calculated using mutual 

information and false nearest neighbour, respectively. The first minimum values of mutual 

information and false nearest neighbour represent the values of (𝜏) and (𝑚). The value of (𝜀) 

can be calculated using the recommendation from Marwan et al. (2007) by choosing the 

threshold value of less than 10% of the maximum phase plane diameter. We use the TISEAN 

package to calculate the values of (𝜏) and (𝑚) and a Matlab toolbox available online on 

(Marwan, 2015) to calculate the value of (𝜀), which we provide within the RDTD package. In 

this paper, we do not provide a heuristic analysis for selecting the most effective RQA 

measurements: Al-Musawi (2018) provides such a heuristic analysis. Instead, we focus on 

providing a real-time detection tool for detecting Internet routing disruptions. 

3.3 Moving Average 

This stage aims to smooth the values of the RQA measurements to enable the detection of 

notable changes. A notable change in values of the RQA measurements in terms of increment 

or decrement indicates anomalous behaviour in a series of Internet inter-domain routing 

traffic. To identify RQA measurement changes that indicate an anomaly, we apply the moving 

average technique based on the following format: 

𝑅𝐷𝑇𝐷𝑎𝑙𝑎𝑟𝑚 = �̅� ± 𝜎(𝑀) ∗ 𝑇,     (3) 

where (𝑀) is the length of the window size for the detection, �̅� is the mean value of (𝑀), (𝜎) 

is the standard deviation of data with length (𝑀) seconds and (𝑇) is the threshold value, 

expressed as a multiple of the standard deviation. For example, 𝑇 = 5 represents 5 standard 

deviations of data with length (𝑀) seconds. We did a heuristic analysis to select the optimal 

values of the window size (𝑀) and the threshold value (𝑋), as well as (𝑊), the window size for 

calculating RQA measurements: for more details, see Al-Musawi (2018). This included 𝑊 =

200 → 1200 and 𝑀 = 200 → 1200 with an increment of 50 and 𝑇 = 1 → 10 with an increment 

of 1. Our analysis showed that window sizes 𝑊 = 200 seconds and 𝑀 = 1200 seconds, together 

with a threshold value in the moving average stage of 𝑇 = 9, are optimal values to be used in 

our detection scheme. 

3.4 Detection 

In this stage, the detection decision is made. The input to this stage is multiple RQA alarms 

calculated by the moving average stage, while the output is an alarm that identifies the 

detection of the inter-domain routing disruptions. We use all logical ORs based on the need to 

minimise the False Positives (FPs) rate. FP refers to normal events that are classified as 

anomalous, while False Negative (FN) refers to anomalous events that are classified as normal. 
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In this section, we have presented the design of our RDTD tool for detecting the Internet 

routing disruptions. In the next section, we introduce RDTD and discuss its use. 

4. Real-time Detection Tool for Internet routing protocol 
Disruptions (RDTD)  

Real-time Detection Tool for Internet routing protocol Disruptions (RDTD) is a Perl script to 

detect Internet inter-domain routing disruptions in near real-time. RDTD connects to a peer 

AS that is intended to be monitored. Although RDTD logs all detected inter-domain 

disruptions at AS-level with their time stamps and the last 1200 seconds of the traffic features, 

it offers the facility of sending an e-mail notification and real-time plot. These options can be 

activated by enabling -email and -plot command line arguments. The optional and mandatory 

arguments of the RDTD tool are listed in Table 1. A simple example of using RDTD to monitor 

the peer AS65002 is shown in Figure 2, while the necessary command-line arguments can be 

as follows: 

 

In this example, the user enables the options of sending an e-mail notification when a route 

leak is detected and enabling a real-time plot of BGP features and alarm detection. 

Table 1. RDTD tool command-line arguments 

Argument Value Optional Description 

-colas <AS number> No RDTD AS number 

-colip <IP address> No RDTD IPv4 address 

-peeras <AS number> No Peer AS number 

-peerip <IP address> No Peer IPv4 address 

-email <0,1> Yes 1=> send email notification, 0=> don’t 

-plot <0,1> Yes 1 => run real-time plot or 0=> don’t 

-help  Yes Display RDTD tool help 

 

 
Figure 2. A simple example to monitor an AS using RDTD tool 

To run the RDTD tool, RDTD needs some Perl modules and other open-source packages. The 

Perl modules are listed in Table 2. These modules can be downloaded and installed using cpan 

shell. For example, to install Net::BGP the following steps are required: 

# perl RDTD.pl -colas 65003 -colip 10.0.0.49 -peeras 650002 -peerip 10.0.0.20 -email 1 -plot 1 
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Table 2. List of necessary Perl modules 

Perl module Purpose 

Net::BGP Provide the required functionality to establish AS peering and 
receiving inter-domain routing traffic from AS which intended 
to monitor 

Getopt::Long Extend processing of command-line options 

Statistics::Basic Provide a collection of statistics calculations such as mean and 
standard deviation that we need them at moving average stage 

Mail::Sender Sending mails with attachments through an SMTP server 

 
To apply the IPv6 support patch to the Net::BGP module, we provide a patch installation script 

that simplifies the process. This can be done using the following command: 

 

In addition to installing the necessary modules, enabling the e-mail option for sending a 

notification when an anomaly is detected needs extra action. Users need to allow access to less 

secure apps in their e-mail settings. (For example, allowing less secure apps in a Gmail account 

can be activated through the following link https://myaccount.google.com/lesssecureapps.) It 

is important for users to send a test e-mail using the script named test_email.pl in the RDTD 

package. The RDTD package is available online at https://github.com/Bahaaqm/RDDT. 

The RDTD tool also requires the Gnuplot package to be installed. This is necessary if the user 

enables the optional argument of the real-time plot. Gnuplot is an open-source package for data 

visualization. It has the advantages of fewer resource requirements and being easy to use. It 

can be installed in Ubuntu OS as follows: 

 

5. Evaluation 

To evaluate our RDTD detection tool, we replay inter-domain routing traffic related to the 

TMnet event, one of the well-known Internet inter-domain routing disruption events, using 

the BGP Replay Tool (BRT) (Al-Musawi et al., 2017), a tool that we built to replay past Internet 

routing traffic with time stamps. We use the simple topology shown in Figure 2 to monitor 

inter-domain routing traffic sent by a BRT speaker sending route traffic related to the events. 

#perl -MCPAN -e shell 

cpan[1]> install Net::BGP 

# cd patch 

# ./patch.sh 

#apt-get install gnuplot-x11 
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The TMnet event is an example of an Internet route leak that was observed on 12 June 2015 

by TMnet, an ISP owned by Telekom Malaysia. TMnet (AS4788) accidentally advertised 

179,000 prefixes with preferable paths to Level 3, which in turn accepted and propagated 

them, causing significant instability to the global routing system (Al-Musawi, Branch & 

Armitage, 2015). We use BRT to replay inter-domain routing traffic sent by AS10102, a peer 

of the route-views4 collector (Routeviews, 2000), during the TMnet event. As a result of the 

route leak, AS10102 sent a significant amount of inter-domain routing traffic during the event.  

In addition to its ability to rapidly detect the Internet routing disruption caused by a high 

volume of inter-domain routing traffic, RDTD also raises an alarm when AS10102 stops 

sending inter-domain routing traffic. Figure 3 shows that RDTD raised an alarm 196 seconds 

after BRT stopped sending any inter-domain routing traffic; this alarm is not as a result of a 

lost connection. In total, the RDTD tool detected 8 inter-domain routing disruptions during 

the events, as shown in Figure 4. RDTD detected 8 disruptions during the day of the TMnet 

event with a time delay ranging between 1 second and 196 seconds. The first two alarms 

represent an early detection of the TMnet event, before AS10102 was sending a high volume 

of Internet routing updates. 

 
Figure 3. RDTD raised an alarm when the monitored AS stopped sending inter-domain routing traffic 
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Figure 4. Detected inter-domain routing disruptions using RDTD 

Table 3 shows a comparison of techniques described in three papers (Ortiz de Urbina 

Cazenave, Köşlük & Ganiz, 2011; Deshpande et al., 2009; Haeberlen et al., 2009) as well as 

our approach used in the RDTD tool. In Deshpande et al. (2009), the detection mechanism is 

based on an adaptive sequential segmentation which uses GLRT to detect the boundary of 

abnormal behaviours. This mechanism requires 100 minutes of Internet routing history 

updates and can detect anomalies within an hour. NetReview is a prototype that detects 

Internet routing disruptions at the AS level (Haeberlen et al., 2009). This prototype requires 

one year of Internet routing history data to detect BGP disruptions. The framework in Ortiz de 

Urbina Cazenave, Köşlük & Ganiz (2011) uses machine learning algorithms to detect Internet 

routing disruptions. It requires data of past events to detect similar types of events. This 

framework also takes around an hour to detect the disruptions. In contrast, RDTD requires 

only 20 minutes of BGP history updates and can detect Internet routing disruptions within 

200 seconds. 

Table 3. Comparison among BGP disruption techniques 

Technique Time Detection History of Internet routing traffic 

Statistical Analysis 
(Deshpande et al., 2009) 

Around 1 hour 100 minutes 

History of BGP Data 
(Haeberlen et al., 2009) 

Near real-time 1 year 

Machine Learning 
(Ortiz de Urbina Cazenave, Köşlük 
& Ganiz, 2011) 

Around 1 hour 720 minutes per training 

RDTD 1-200 seconds 20 minutes 
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6. Conclusion 

Inter-domain routing disruptions could produce a local impact on the business relationship 

between individual ISPs or even a global impact on Internet routing stability. Detecting 

Internet inter-domain routing disruptions in real-time helps ISP operators to mitigate the 

impact of disruptions. In this paper, we introduced RDTD, a tool to detect inter-domain 

routing disruptions in near real-time. RDTD uses an advanced non-linear statistical analysis 

technique based on the concepts of phase plane trajectory. RDTD has shown its ability to 

rapidly detect inter-domain routing disruptions without requiring a long history of data. The 

evaluation of RDTD has been made using a controlled testbed and injecting inter-domain 

routing traffic related to one of the most well-known Internet route leak events. Our future 

work will involve connecting RDTD with a real AS. 
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