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Abstract: This study examines whether the rise in cybercrime activity in Indonesia is

associated with the perceived benefits, convenience, and risk of a cashless society. In doing so,
we apply Structural Equation Modelling (SEM) to a total sample of 200 Indonesian respondents
who have been victims of cyber fraud. The results indicate that the high cybercrime rate,
including phishing, distributed denial-of-service (DDoS), and social engineering, is positively
associated with the perceived benefits and risks of transacting online. The rise in cases of DDoS
can particularly be linked to consumers’ increasing perceptions of convenience in undertaking
cashless transactions. The findings suggest that more stringent cyber law enforcement needs to
be implemented. Digital technologies will continue to improve, and more consumers will do
transactions digitally. With increasing volumes of cashless transactions, the risk of cyber attacks
will likely increase. Stakeholders need to strengthen data privacy and provide a secure
environment for customers. International cooperation should be promoted through the
establishment of virtual world law as economic activities and cybercrime risks now become

borderless.

Keywords: cybercrime, fraud, cashless society, fintech, digital economy

Introduction

Developments in science and technology have brought tremendous benefits to civilization.
Jobs that previously required considerable physical strength are increasingly replaced by

automated systems (Dwivedi et al., 2021;Malesev & Cherry, 2021;Trinugroho et al., 2017).

Similarly, new technologies are applied to business activities to enhance the consumer

experience (Wohllebe et al., 2021). Rapid incorporation of technologies in new business
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models is likely to encourage the use of digital means by consumers and businesses (Tee &
Ong, 2016). However, as more consumers embrace digital transactions, the risk of exposure
to cybercrime may also increase. Criminal activities target Internet users through hacking,
cracking, and cyber terrorism. Not surprisingly, cybercrime rates have increased substantially

in the last decade (Kemp, Mir6-Llinares & Moneva, 2020).

Fraud cases are increasingly reported worldwide (Ajayi, 2016;Hidayati et al., 2021;Nawang,

2017), with victims reaching millions of Internet users (Hill & Marion, 2016). In the United

Kingdom, a third of the total crimes (nearly 3.8 million in 2019) are related to online activities,

according to the Crime Survey of England and Wales (Office for National Statistics, 2022). In

the United States, cybercrime increased by almost 69% in 2019, with losses equivalent to

US$4.2 billion, a figure three times larger than that for 2018 (Economist, 2021). Cybercrime

has expanded in both advanced and developing countries (Ajayi, 2016; Lubis & Handayani,

2022; Nawang, 2017). In Indonesia, the number of cases is the second highest globally, after

Japan. Akamai International (2013), a security threat report, showed that Indonesia ranked
first in the list of countries at risk of increased cyber-attack. Internet users in Indonesia
reached more than 202 million in 2021, equivalent to nearly 73% of the population

(http://www.datareportal.com). Still, awareness among business people and the general

public about the risk of cybercrimes remains low.

Based on the traffic anomaly data reported by the National Cyber and Crypto Agency

(Indonesia), throughout 2020, Indonesia experienced more than 495 million cyber anomalies,

which is a 41% increase from 2019 (BSSN, 2020), with trojans becoming the most frequent
cyber threat. From the same report, nearly 2,550 cases of email phishing were detected, 79,439
accounts experienced data breaches, and 9,749 sites experienced web defacement.
Educational-related resources saw the largest number of cases in Indonesia in 2020, likely due
to remote schooling due to the COVID19 pandemic. Meanwhile, from January to July 2021,
traffic anomalies/cyber threats reached 741.4 million, with the most frequent being malware,
distributed denial-of-service (DDoS), and trojans. Increasingly, cyber attackers demand

ransom and cause data leaks.

In Indonesia, most cybercrime cases are data hacking, often caused by Internet users’

ignorance and carelessness (Lubis & Handayani, 2022). According to data from the

Indonesian National Police (POLRI), from April 2020 to July 2021, at least 937 cases of
cybercrime were reported, with the highest involving provocative/hate content (473 cases),
fraud (259 cases), and pornographic content (82 cases). Other types of cybercrime in
Indonesia include phishing — i.e., stealing consumer data such as user identification,
passwords, and personal details — and DDoS — i.e., attacks on servers aimed at disturbing

network resources and machines — or website hijacking through web defacement (Ajayi,
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2016;Hidayati et al., 2021; Kemp, Mir6-Llinares & Moneva, 2020). Pirated software and user

ignorance facilitate such cybercrimes (Hidayati et al., 2021; Nawang, 2017).

Companies in Indonesia have been accelerating their digitalization strategies, such as by
implementing e-commerce, expanding social networks and digital infrastructure (Kusmiarto

et al., 2021; Mihardjo et al., 2019; Nasution et al., 2020). Digitalization is reshaping customer

behaviour by increasing the perceived benefits, convenience, and risks when transacting

online (Dwivedi et al., 2021). Non-cash payments are becoming more common among

Indonesians (Salman & Saleem, 2017; Tee & Ong, 2016; Trinugroho et al., 2017). In 2021

alone, digital financial transactions in Indonesia increased by more than 45%, with e-money

expanding by nearly 50% (Bank Indonesia, 2021). However, this expansion was not

accompanied by security system improvements, which leaves users vulnerable to cybercrimes

Astuti, 2020; Hidayati et al., 2021). Moreover, digital mastery among business players and

consumers remains low, and they are not fully aware of privacy issues and security threats

Kusmiarto et al., 2021; Nasution et al., 2020).

In Indonesia, the number of fraud cases has increased in the last decade along with the rapid

technological progress, growth in numbers of financial applications (Suryono, Budi &

Purwandari, 2021), expansion of super apps (Fauzi & Sheng, 2020), and other advances in

digitalization (Esquivias et al., 2020). The Indonesian authorities have started cyber patrols

to minimize cybercrime, but fraud remains pervasive. Prabowo (2012) points out that fraud
prevention related to credit card services is ineffective due to poor mechanisms for collecting,
managing, and distributing data. Kusmiarto et al. (2021) pointed out how government
agencies lack cybersecurity strategies, privacy protection, and cyber resilience, suggesting that

they are not ready for digital transformation.

In the banking industry, Purwanegara, Apriningsih & Andika (2014) noted that regulations
and protection for consumers in Indonesia are low. However, in recent years, financial
authorities in Indonesia have paid more attention to, and deployed resources for, data
protection, privacy frameworks, and more stringent digital finance regulations (Lubis &

Handayani, 2022; Suryono, Budi & Purwandari, 2021). These efforts are expected to enhance

the perceived safety in digital transactions (Ruiz-Real et al., 2021).

This study examines whether the increasing cybercrime rate for phishing, DDoS, and social
engineering is linked to consumers’ perceived benefits, convenience, and risks of cashless
transactions. To test our research hypotheses, we used the results from a survey of 200 users
of cashless services in 2021. In the analysis, we used a Structural Equation Model (PLS-SEM)
to test whether consumer perception of i) benefits, ii) convenience, and iii) risk determines or

influences cybercrime.
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As the cashless society in Indonesia is still young (Esquivias et al., 2020), we aim to show

whether the expansion of digital activities and changes in consumers’ perceptions can be
associated with an increase in cybercrime. This study offers a unique contribution because
access to cybercrime data in Indonesia is difficult to achieve. Moreover, the data collection
period covers the COVID19 pandemic, when online activities were peaking due to the strict
containment measures imposed on citizens. Cyber security shapes consumers’ trust and
determines the future of digital businesses. Since it could also threaten a country’s stability,
governments need to play an active role in cyber security and develop protection policies for

businesses and consumers.

Earlier studies on the cashless economy in Indonesia have examined digital financial practices

(Suryono, Budi & Purwandari, 2021), the links between cashless transactions and financial

inclusion (Bayero, 2015), digital competencies and cashless transactions (Salman & Saleem,

2017), cashless payments, economic growth (Tee & Ong, 2016), and consumers’ digital

readiness for digital finance (Trinugroho et al., 2017). However, little research has examined

the link between cashless transactions and cybercrime. We aim to fill this gap.

The remainder of this paper is structured as follows. Section 2 presents the literature review.
Section 3 outlines the methodology. Section 4 shows the results and discussion. Section 5

concludes the discussion and outlines the limitations of the study.

Literature Review and Hypothesis Development

Most social and economic activities today are assisted by technology. Digital technologies are
not only for communicating and interacting, but are also an integral part of business activities

(Abad-Segura et al., 2020; ACFE, 2018; Njanike, Mutengezanwa & Gombarume, 2011;

Suryono, 2019; Teja, 2017). Worldwide, a transition towards a digital economy is taking place,

with the increasing use of e-money and digital transactions referred to as the cashless society.
Cybercrime in the era of a cashless society

Benefits

Cashless transactions have become increasingly common in the digital era (Malesev & Cherry,

2021; Ruiz-Real et al., 2021; Thaichon, Soutar & Weaven, 2021), including in Indonesia with

its rapid development of digital infrastructure. Cashless transactions are supported by an

entire ecosystem that includes regulators, financial institutions, device manufacturers,

retailers, sellers, and consumers (Tee & Ong, 2016; Trinugroho et al., 2017). A cashless society,

if well-orchestrated, offers many advantages for consumers (Trinugroho et al., 2017).
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Benefits for consumers are revealed in the simplification of transactions when using digital

money (Chang et al., 2016). In the context of the COVID19 pandemic, such benefits were

evident, as digital money became a very helpful means of transacting when governments
imposed restrictions on physical mobility. Besides, a number of consumers opted for digital
transactions during the pandemic as a prevention measure against COVID19. As individuals
increase the frequency of digital payments, and as more businesses provide cashless channels
to consumers, the perception of the benefits of cashless transactions is likely to improve (Fauzi

& Sheng, 2020).

Convenience
A cashless society results in improved convenience for businesses, consumers, and regulators

(Bayero, 2015; Hidayati et al., 2021; Tee & Ong, 2016). Increasingly, consumers find digital

money convenient to access as more financial institutions provide digital payment systems,
and more businesses accept digital transactions. As markets achieve network scale, the
frequency in use of digital money increases, and so consumers’ perceptions of the convenience
of using cashless means of payment may also rise. Similarly, the greater the use of digital
payments, the greater the proficiency in the use of cashless transactions, and the simpler it
becomes to use digital money. Besides, companies have improved app interfaces and made
instructions for using digital payments clear and understandable, raising consumers’

perceptions of the convenience of using digital money (Kusmiarto et al., 2021). Additionally,

marketing campaigns by digital money providers (Dwivedi et al., 2021) and businesses

adopting digital payments may have contributed to increased public awareness of the

suitability of electronic payments for daily life (Mieseigha & Ogbodo, 2013; Tee & Ong, 2016).

Risk

Users may perceive current technologies as increasingly sophisticated (Kuzmin & Menisov

2021; Suryono, Budi & Purwandari, 2021). As digital technologies become more refined and

integrated, they may increase perceptions of their increasing safety (Bayero, 2015; Hidayati et

al., 2021; Tee & Ong, 2016). Besides, the government’s security regulations are active in

preventing potential crime taking place (Hidayati et al., 2021; Honigsberg, 2020; Laut &

Narsa, 2021), with efforts to improve the security of fintech services (Suryono, Budi &

Purwandari, 2021). On the business side, new technologies supporting cashless services are

migrating to new technologies (e.g., blockchain and cloud computing) to keep consumer and

business data safe (Hidayati et al., 2021). As consumers feel more confident in the use of

technologies, governments are active in regulatory action, and businesses provide more secure
systems for consumers, so it is likely that consumers’ perceptions of protection in digital

environments strengthen.
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Apart from this, as consumers become more familiar with apps and digital platforms

(Almunawar, Anshari & Lim, 2020), the perception of safe navigation on digital platforms may

increase. Similarly, as more providers offer digital alternatives and businesses promote
cashless transactions, consumers may feel that online transactions are increasingly regulated
and protected by state laws. Consumers may then associate lower risk with use of digital

payments as the entire digital ecosystem comes to rely more on cashless transactions.

However, public awareness of the importance of handling data safely is vital for lowering the
risk of cyber fraud (Purwanegara, Apriningsih & Andika, 2014). If public awareness about data
security is low, cyber criminals may find loopholes to carry out crime at large scale (Putnam &
Elliott, 1999). If consumers’ perceptions of safety are high, but awareness of cyber risk is low,
criminals may feel encouragement to employ cyber activities to commit fraud (Archer, 2012).
While the risk of crime can be reduced if collaboration between the government, fintech

owners, and the community is optimized (Choi, 2021; Kemp, Mir6-Llinares & Moneva, 2020),

that does not always happen.

Crime threat
Although countries have been progressively linked and become interdependent on digital
technologies, the downside is the accompanying increasing incidence of cyber fraud (Hidayati

et al., 2021; Kemp, Mir6-Llinares & Moneva, 2020; Nawang, 2017). Although the cashless
society offers increasing benefits, convenience, and safety for users, it may also open prospects

for new types of crime assisted by the Internet. As consumers rely more on digital transactions
for daily life, cybercrime is on the ascent. In criminology, the rise of cyber fraud can be
explained using the institutional anomie theory (IAT), economic factor theory, or ecological

criminology theory.

Anomie refers to a deregulated condition. Rapid and gripping social changes are difficult to

navigate (Dearden, Parti & Hawdon, 2021). Conventional norms will blur and disappear as

new prospects for development appear (Messner & Rosenfeld, 2012). Anomie occurs in

modern society when achieving material success is all that matters. People who have achieved

high status or cultural goals are celebrated by the community. Some people may use non-

legitimate means to achieve material success (Hovermann, Grof8 & Messner, 2016). As new
technologies expand the borders within which market transactions can take place, new digital
environments offer loopholes for individuals to illegitimately profit from unknown or
unregulated environments. New technologies are not entirely understood by regulators,

business, and consumers.

Another driver of crime is economic inequality (Atems, 2020), which arises in societies with

uneven income distribution, or in dense populations due to urbanization, among other factors.
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Tight economic competition, high unemployment, and gaps in labour skills (Muryani et al.,

2021) often push people to look for ways to get by, which sometimes includes committing

crimes (Honigsberg, 2020; Smith, 2010; Svabova et al., 2020). The technical complexity of

digital transactions, the lack of awareness of consumers about cyber risk, and the lack of digital
savviness of the general public may induce individuals to engage in illicit activities. Studies by

Campaniello, Gray & Mastrobuoni (2016), Li et al. (2019) and Sugiharti et al. (2022) suggest

that economic development and a rise in income level can be accompanied by growing levels

of crime.

We argue that increasing information and telecommunication services, broader access to
digital services, and a higher economic level in Indonesia may have encouraged the use of
digital technologies among its citizens. As more Indonesians are using digital devices and
awareness of the way cybercrime operates is low, it is likely that more space for cybercrime
exists. Some of these cybercrimes include phishing, vishing, data breaches, hacking, cyber
fraud, identity theft, spamming, cyber stalking, and cyberbullying, among others. However,
the three largest cybercrimes reported in Indonesia can be grouped into phishing, distributed

denial-of-service (DDoS), and social engineering.
Building on the above literature, three hypotheses are proposed:

H1: Cybercrime related to phishing is positively associated with perceived benefits,

convenience, and risk in a cashless society.

Hz2: Cybercrime related to DDoS is positively associated with perceived benefits, convenience,

and risk in a cashless society.

H3: Cybercrime related to social engineering is positively associated with perceived benefits,

convenience, and risk in a cashless society.

Research Method

After reviewing the existing literature, this study enquires whether customer perceptions (of
benefits, of convenience, and of risk) influence cybercrime. The response variable is
cybercrime or fraud (y), which is defined as phishing (y1), DDoS (y2), and social engineering
(y3). That is, the model takes the functional relationship of the following form:

y1 (phishing) = f(benefits, convenience, risk)
y2 (DDoS) = f(benefits, convenience, risk)
y3 (social engineering) =f(benefits, convenience, risk).

This research uses data collected through questionnaires. The questionnaires were distributed

to 200 victims of cybercrime. As a reference point, the victims of cybercrime in Indonesia
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reached 3,130 cases in 2020, as reported by the Directorate of Cybercrime (Bareskrim), the
Indonesian National Police. The questionnaire covers demographic data (i.e., age, gender,
education, location), digital transaction experience, and the perceived benefits, convenience,

and risks for digital consumers.

We also propose three blocks of questions to identify whether users have experienced
phishing, DDoS, or social engineering. The questionnaire uses a 5-point Likert scale: strongly
disagree, disagree, somewhat agree, agree, and strongly agree (Likert, 1932). The operational

definitions of the variables are presented in Table 1.

Table 1. Variables’ operational definitions and measurements

No. | Variable Operational Definition Indicator
1. Cybercrime | A criminal activity performed through a digital device or | Phishing
(Fraud) computer network as a means, tool, or target (Hidayati et al., | DDoS
2021). Social engineering
2. Cashless Society brought about by behavioural shifts marked by | Perceived benefits
society changes in payment instruments from cash to non-cash | Perceived convenience
(Trinugroho et al., 2017). Perceived risks

This study uses the Structural Equation Modelling (SEM) based on variance as an analytical
method. The research data was analyzed using Smart PLS, verified in three stages: measuring

the outer model; evaluating the structural model; and testing the research hypothesis.

Results

The analysis starts with the respondents’ profiles, then continues with validity and reliability
tests and the results from the SEM. The respondents’ profiles include gender, age, education,

and cybercrime experience. The descriptive respondent profiles are shown in Figure 1.

The SEM test results are as follows. The dimensions are considered reliable if they have a
composite reliability value (pc) above 0.7 (Table 2). The outer model test measures a construct
by evaluating the composite reliability value (pc). Table 3 displays the calculations using

composite reliability (pc).

Table 2. Research Instruments’ validity and reliability test results

Variable Dimension Items Correlation (r)  Coefficient
r Status Alpha  Status
Cybercrime Phishing PHo1 — Phishing email or website 0.525  valid
(Fraud) PHo2 — Data Scam 0.899 wvalid 8 liabl
(X1) PHo3 — Fake Accounts Ads 0.937 valid 0027 rehable
PHo4 — Malware (i.e., trojan) 0.934 valid
DDoS DDos5 — Freezing, Changing IP 0.944 valid
Address
DDo6 —Internet bandwidth 0.575 valid 0.865 reliable
Attack
DDo7 — CPU Overload 0.940 valid
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Variable Dimension Items Correlation (r)  Coefficient
r Status Alpha  Status
DDo8 — Unauthorized System 0.943 valid
Updates
SE09 — Baiting 0.788 wvalid
SE10 — Spam and unofficial 0.766  valid
Social emails

engineering  SE11 — Hack of email, social 0869 valid 0513 reliable

media and dishonestly used
SE12 — Scams (SMS, Data, mail) 0.783 valid

Cashless PM13 — Effective transactions 0.954 valid
society (Y) Perceived PM14 — Helpful 0.951 valid .
benefits PMis — Fr‘equent Use 0.950 val}d 0.873 reliable
PM16 — Higher advantages over 0.559 valid
cash
PK17 — Easy to Use 0.961 valid
PK18 — Wider Access and 0.961 valid
Perceived Acceptance 8e1 liabl
convenience  PK19 — Increasingly simple use 0.406 valid 0-85 rehable
PK20 — Easily Available — 0.961 valid
compatible

PR21 — Feel Payments are Safe 0.799 valid
PR22 — Protection by state laws o.777  valid

Perceived

. PR24 — Good and Safe 0.741  valid 0.772  reliable
risks .
Experience
PR24 — Lower Risk than cash o.771  valid

Source: Questionnaire data, 2021.

Respondent's Age Respondent's Gender

51

130

W 35-40 years [1>40 years B Female O Male
Respondent's Education Victims of cybercrime
28
172 56

B Cyber crime (Phising)
B Bachelor's Degree O Senior High School O Cyber crime (Ddos)
& Cyber crime (Social Engineering)

Figure 1. Characteristics of respondents (Source: Questionnaire, 2021)

The calculations that have been carried out find that the R-Square value for the cybercrime
variable is greater than 0.2, so the latent predictor has a considerable influence on the

structural level. Furthermore, the structural model is evaluated using R-Square for the

Journal of Telecommunications and the Digital Economy, ISSN 2203-1693, Volume 10 Number 3 September 2022
Copyright © 2022 http://doi.org/10.18080/jtde.vion3.533 66



http://doi.org/10.18080/jtde.v10n3.533

Journal of Telecommunications and the Digital Econom

dependent construct, following the Stone-Geisser Q-Square test for predictive relevance. The
inner structural model was also assessed by looking at the Q-Square predictive relevance. The

following is the result of the Q-Square calculation.
Q2  =1-(0.968)(0.939)(0.829)
=1-0.753 = 0.246

The calculation results show Q-Square value >0, so the model can be considered as having a

relevant predictive value.

Table 3. Composite reliability calculation results

Dimension Composite Reliability R-Square
Cybercrime (fraud)-Phishing 0.907 0.968
Cybercrime (fraud)-DDoS 0.923 0.939
Cybercrime (fraud)-Social Engineering 0.878 0.829
Cashless society (Benefits) 0.926 -

Cashless society (Convenience) 0.912 -

Cashless society (Risk) 0.848 -

Source: Smart PLS, 2021.

Testing of research hypotheses

‘ PH H PHO2 H PHO3 H PHO4 ‘

2424 37323 TBIRD T4gs P4 PUTE
o 134263 86,630 P15

31540 35

Phsing
Benefit
15377

684510
DO0E o367 ; 4610 m
79.29 =k 1451
poo7 | 1024 ¢ Canvenignce 8345810 m
SocEnginer Risk
15.687 >
212
33088
12280 13007 3153 E9R2 29504
PR21

‘ SE09 H SE10 H SE11 H SE12 ‘

Figure 2. Empirical framework and Data Test Results (Source: Smart PLS, 2021)

Figure 2 depicts the path analysis framework, where we hypothesised that increasing levels of
cybercrime (i.e., proposed as phishing, DDoS, and social engineering) are influenced by the
growing perception of benefits, convenience, and perception of risk in cashless transactions.
Phishing crimes are proxied by four types of phishing, as indicated in Table 2 and depicted in
Figure 2 as PHoi, PHo2, PHo3, and PHo4. A similar approach follows when asking
respondents to identify attacks in the fashion of DDoS (DD05-DD08), and social engineering
(SE09—SE12). Similarly, respondents are asked to identify perceptions of the degree of
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benefits (PM13—PM16), convenience (PK17—PK20), and risk (PR21—-PR24) associated with a

cashless society.

The hypothesis testing compares the t-count value with the t-table value. If the t-count value
is greater than the t-table value, then the relationship between the variables is significant and
can be analyzed further. With sample data size 200, the value of the t table (a=5%) obtained
was 1,652, and the value of the t table (a=10%) was 1,285. The results of hypothesis testing are

presented in Table 4.

Table 4. Hypothesis Testing Results

Hypothesis coef. Path tcount
Cybercrime (fraud)-Phishing - Cashless society (Benefits) 0.542 1,505%%
H1 Cybercrime (fraud)-Phishing - Cashless society (Convenience) 0.676 0.672
Cybercrime (fraud)-Phishing - Cashless society (Risk) 0.548 1,752%
Cybercrime (fraud)-DDoS - Cashless society (Benefits) 0.524 3,434
Hz2 Cybercrime (fraud)-DDoS - Cashless society (Convenience) 0.668 2,199%
Cybercrime (fraud)-DDoS - Cashless society (Risk) 0.559 1,809*
Cybercrime (fraud)-Social Engineering - Cashless society (Benefits) 0.052 1,652%
H3 Cybercrime (fraud)-Social Engineering - Cashless society (Convenience)  0.083 1,939*
Cybercrime (fraud)-Social Engineering - Cashless society (Risk) 0.054 17,540%

* Significant at the 5% level. ** Significant at the 10% level.

We proceeded with the hypothesis testing results displayed in Table 4. For each type of
cybercrime, we tested three sub-hypotheses related to behavioural aspects of the cashless

economy, i.e., the perceived benefits, convenience, and risks.

1a. Perceived benefits (cashless society) have a positive and significant effect on phishing,
which means that perpetrators (phishing) take advantage of the increasing perceived benefits
of consumers who see cashless transactions as helpful, advantageous, and effective when
conducting digital payments. As digital services continue to improve and expand, authorities
need to pay closer attention to the risks, as consumers may experience increasing exposure to

cybercrime in the form of phishing.

1b. Perceived convenience of digital transactions does not have a significant effect on
Phishing. This suggests that cybercrime in the form of phishing does not rise along with

the rise in users’ perceived convenience.

1c. Perceived risk of digital technologies has a positive and significant effect on phishing.
Users’ perceived safety is high when they think that the risks of doing an online
transaction are low. Phishing takes advantage of this. The absence of safety measures,
low awareness of risks, and overconfidence of digital consumers may trigger more

phishing activities. The results align with those of earlier studies (Choo, 2011; Nawang,

2017; Purwanegara, Apriningsih & Andika, 2014). Trinugroho et al. (2017) argue that
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regulations should focus on raising users’ awareness about risks, especially among

ordinary users who often cannot detect them.

2a-b. The perceived benefits and convenience of cashless transactions have positive and
significant effects on DDoS. As digital platforms become more sophisticated and
financial providers offer more variety of services, users may perceive higher benefits in
using such platforms. As consumers increasingly perceive digital services as helpful,

advantageous, and efficient, DDoS crime rises.

Unlike phishing, some degree of cooperation is needed for DDoS to happen — e.g.,
downloading an app, opening and replying to an email, clicking on ads, and providing
information to a false source. Consumers’ increasing perception of the convenience of digital
transactions may encourage them to blindly follow instructions — clicking and downloading
quickly when prompted. Once in, criminals interfere and flood the systems, weaken the
networks, drain resources, disrupt transactions, block gateways, slow access, steal users’

databases, etc. This result is in line with that of a previous study by Dwivedi et al. (2021).

2c¢. Perceived risks have a positive and significant effect on DDoS. The claimed improvements

in digital infrastructure (Bayero, 2015), advances in applications (Wang & Ong, 2019;

Wohllebe et al., 2021), more ‘secure’ sites, and ‘stricter’ regulatory efforts, can shape the

perception of low risks among consumers (Aaron, Rivadeneyra & Sohal, 2017; Archer,

2012; Suryono, Budi & Purwandari, 2021). As consumers perceive lower risk in the use

of cashless transactions, they provide data more widely when doing digital transactions.
However, a higher perception of safety makes consumers more vulnerable to
cyberattacks, as it can trigger crime in the form of DDoS. This suggests the need to

strengthen the data privacy policy (Lubis & Handayani, 2022) and encourage firms to

improve the safety of their services.

Users of e-money in Indonesia were less than 1% of individuals in 2016. However, by 2020,
this number had risen to 11.7%. As more users are employing digital payments, greater safety

is needed to protect consumers and firms.

3a-b. Perceived benefits and convenience of cashless transactions have a positive and
significant effect on social engineering. This means that criminals profit from the rise
of perceived benefits and convenience by maliciously acting against consumers’
interests in the form of social engineering. Social engineering often employs social
media, emails, messaging services, and other means to manipulate users and extract
sensitive information from consumers. As cybercrime becomes more sophisticated, the
faking of accounts, falsifying of news, and messages from illegitimate sources become
increasingly difficult to spot. This type of fraud multiplies with the rapid growth in
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numbers of social media users, super apps, and other digital interactions experienced

in Indonesia.

The regulations governing social media are still few, allowing cybercriminals to engage in
malicious actions shaped through human interaction on the Internet. Digital marketing and

social applications now offer more benefits for businesses and consumers (Dwivedi et al.,

2021; Wohllebe et al., 2021), so social engineering will continue to expand.

3c. Perceived risk has a positive and significant effect on Social Engineering, which means
that cybercrime relies on lower perception of risks. The difference is that social
engineering may also include that for political purposes, conflicts, violence, chaos, or
other sources of social disturbances employing manipulation tactics to influence

consumers. Digital readiness among Indonesians is low (Kusmiarto et al., 2021;

Nasution et al., 2020; Trinugroho et al., 2017), and the findings suggest the need to

tighten regulations, update privacy policies, and promote cyber security protocols to

protect consumers.

Discussion

The findings of this research contribute to the literature of the cashless society in Indonesia by
providing empirical evidence on the link between cybercrime and consumer perceptions. Our
results use primary data collected during the COVID19 pandemic. The findings show that the
shift towards a cashless economy has threats and challenges. Perpetrators of cyber crimes will
continue to find loopholes in digital systems to take advantage of the rising numbers of digital
ecosystems. Authorities need to tighten regulations, and international cooperation may also

be required in dealing with cyber security threats (Ajayi, 2016; Aviles, Sitorus & Trujillo
Tejada, 2019).

Startups in Indonesia are flourishing, banks are developing cashless services, national
authorities are promoting more use of e-money, and super apps are expanding rapidly

(Almunawar, Anshari & Lim, 2020; Fauzi & Sheng, 2020). To facilitate the thriving of digital

businesses, and to guarantee digital users’ safety, government regulations and mechanisms to

monitor, prevent, and prosecute cyber crime need to be in place (Choo, 2011). Research in

China (Chang et al., 2016), Europe (Kemp, Mir6-Llinares & Moneva, 2020), and other

countries (Tee & Ong, 2016) has shown that providing safe regulatory frameworks can

substantially influence the adoption of digital services.

The expansion of digital business in Indonesia needs to be supported with a more secure

environment by strengthening digital readiness (Nasution et al., 2020), improving digital
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strategy (Mihardjo et al., 2019), increasing digital infrastructure (Kusmiarto et al., 2021), and

providing a more comprehensive regulatory framework (Suryono, Budi & Purwandari, 2021).

Although the number of consumers using the Internet for financial transactions in Indonesia
is relatively low (around 14% of the total users), it is rapidly increasing. The use of e-money
increased from less than 5% in 2018 to 11.7% in 2020. Digital transactions increased by nearly
45% and e-money use by 50% during the first year of the COVID19 pandemic. With the
containment measures to minimize the virus spread, users relied much more on online
transactions. Consumer behaviour is likely to remain after the COVID19 pandemic, suggesting
that the more consumers use digital apps, the more they perceive the benefits, which may

trigger more cyber-criminal activities.

Conclusions

This study examines the relationship between cybercrime and cashless transactions. We used
data from a survey of 200 respondents in 2021 to test a set of hypotheses relating to cybercrime
and perceived benefits, convenience, and risks using Structural Equation Modelling (SEM).
The results show that cybercriminals benefit from the increasingly perceived benefits,
convenience, and safety of cashless transactions. Cybercrime in the form of phishing, DDoS,
and social engineering is triggered by the perceived benefits, convenience, and risks associated
with a cashless society. DDoS and social engineering are also positively and significantly
associated with the perceived benefits of digital transactions. As social media, super apps,
digital banking, and other digital services become increasingly popular and part of daily life,
new security frameworks are needed to protect users’ safety. Cybercrime is becoming more
sophisticated, taking advantage of consumers’ growing interest in using cashless services. We
envisage that cybercrime targeting devices, the Internet, and digital technologies will expand
as technological development and cashless transactions grow. The data suggests that
consumers may not be aware of the risks associated with cybercrime and that the rapid growth
of digital technologies will put them at higher risk. Most cybercrimes most likely go
unreported, as the survey indicates that most individuals suffer from cybercrime or are

exposed to it.
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