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Abstract: The connectivity of private resources on public infrastructure, user mobility, and

the advent of new technologies have added new client and server-side security requirements.
Security is the major element of the Internet of Things (IoT) that will certainly reinforce an
even greater acceptance of IoT by citizens and companies. Security is critical in this context
given the underlying stakes. This paper aims to advance the thinking on authentication of
connected objects by proposing an authentication mechanism that meets the needs of IoT
systems in terms of security and performance. It is based on SDN (Software-Defined
Networking), which refers to a set of advanced technologies that allow for centralized control
of network resources. OTP (One-Time Password) is a type of authentication that could be
useful in connected object environments and smart cities. This research work extends the
principle of OTP and proposes a lightweight authentication method using a new approach to
OTP generation that relies on two parameters (Two-Factor Authentication, 2FA) to ensure the
security of underlying systems. Subsequently, we leverage the combination of SDN and the
2FA algorithm to propose an adaptive authentication and authorization solution in the IoT

network.

Keywor ds: Internet of Things (IoT), Software-Defined Networking (SDN), One-Time

Password (OTP), Two-Factor Authentication (2FA).

Introduction

Internet of Things (IoT) and Cloud Computing are actually broad areas of interest and
research. They will change the way we live and work by making different aspects of life
smart. According to IoT Analytics estimates by Koohang et al. (2022), at the end of 2018

there were around 50.1 billion users connected to IoT devices.
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The Internet of Things opens up new possibilities, such as the capacity to remotely monitor
and manage devices, as well as to analyze and act on data from multiple real-time traffic data

streams. Consequently, with the advent of cloud computing (Junior et al., 2021), IoT

products are changing habits and cities by enhancing infrastructures, improving municipal
services to make them more effective and cost-effective, improving transportation services

by reducing traffic congestion, boosting citizen safety, and delivering smart health services

(Mitake et al., 2021). IoT technologies, on the other hand, provide a slew of security and
privacy concerns. Due to the hardware limitations of IoT devices, implementing and
deploying complete and effective security and privacy solutions for the IoT environment

remains a major challenge.

The IoT’s immense power comes from the fact that its objects can communicate, analyze,
process, and manage data without the need for human interaction. However, security issues
are holding back the evolution and rapid deployment of this high technology. Identity theft,
information theft, and data modification are a real danger for a parent system. Several
cyberattacks have been blamed on flaws in the authentication procedures of connected door
locks, computers, and phones. In 2016, Anna Senpai developed Mirai (Biggs, 2016), a
malicious malware that allows attackers to take control of susceptible connected equipment
such as surveillance cameras and routers, launching large-scale distributed denial-of-service
(DDoS) assaults. Mirai turns infected objects into bots; in other words, it turns them into

autonomous and intelligent computer agents controlled remotely.

In 2017, another malicious program, BrickerBot, appeared. It brute-force attacks objects
using conventional password identification systems (Lagane, 2017) in order to eliminate
them and thus delete their data. It is evident that the prosperity of the IoT can only be
achieved when good security is provided for the objects and the communication networks
used. It is crucial to implement a security policy that prevents any malicious or unauthorized
object from accessing the IoT systems, reading their data, or modifying them. For an object
to have the ability to operate a service or associate with a network, it must first prove its
identity and have the necessary access rights. Connected objects are generally very limited in
computing and storage capacity. They are also constrained by energy consumption.
Therefore, we cannot use classical security mechanisms, such as authentication with digital
certificates, or the use of asymmetric cryptographic asymmetric cryptographic algorithms,
such as Rivest Shamir Adleman (RSA) or Diffie-Hellman (Kocher, 1996), because they are
very costly or not even supported by the objects. As a result, a new lightweight and robust
mechanism must be created to provide object authentication and data protection services,

while adapting to object and communication technology capabilities.
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This article describes a security system to ensure the authentication services of connected
objects, the integrity of the inter-exchanged data, and the confidentiality of the information.
This approach must take into account the constraints of the objects and the communication

technologies used.

We used the SDN (Software-Defined Networking) technology in conjunction with the 2FA
(Two-Factor Authentication) method based on the OTP (One-Time Password) algorithm in
order to accomplish this goal. The remainder of the paper is laid out as follows. We first
provide some background information on IoT, Cloud Computing, SDN, Access Control, and
Authentication, as well as their principles. Then, we describe our proposed solution, its
objective, and its functioning. We then provide a discussion of our findings, and, finally, we

conclude this paper with some perspectives and further insights.

The objective of our IoT authentication solution is to enable intrusion detection (to prevent
identity theft in a virtual environment by using mobile agents to collect malicious data and
generate new signatures from this malicious data). We highlight IoT access control and
authentication devices that can dynamically recognize and connect multiple real and virtual
sensors in a unified secure system, and provide dynamic deployment of updates between

clusters in an IoT cloud, using master and slave SDN.

What makes our work unique is that we use SDN architecture for dynamic deployment of a
strong authentication mechanism and generation of inter-cluster updates in an IoT network,
a framework never before dealt with by researchers, today offering access to the IoT network
by registering and verifying the identity of objects, as well as updating the framework

automatically.

Theoretical Foundations and Related Research

Internet of Things (loT)

The CERP-IoT “Cluster of European Research Projects on the Internet of Things” represents
the Internet of Things as “a dynamic backbone of a global network. This global network has
self-configuration capabilities based on interoperable communication standards and
protocols. Physical and virtual items in this network have identities, physical attributes,
virtual personalities, and intelligent interfaces, and they're all perfectly interwoven” (Botta et

al., 2014).

Internet of Things is a continuously evolving system of interconnected devices based on a set
of technologies, namely RFID, Barcode, Zigbee, WSN, Wi-Fi and Cloud Computing. It faces

several challenges, of which security is a major challenge. The scope of application of IoT is
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almost unlimited, which will allow it to make the environment intelligent and favourable to

any human activity (Abdellatif et al., 2022).

Cloud Computing

The National Institute of Standards and Technology (NIST) claims that (Sturm, Pollard &

Craig, 2017), Cloud computing is a concept that allows users to access a shared set of

computer resources (such as servers, storage, and apps) on-demand over a
telecommunications network. Cloud computing is a model that allows users to use a shared
set of computing resources on demand (e.g., servers, storage, apps) that may be immediately

put to use over a telecommunications network. There are four different kinds of clouds:

1) Public Cloud: dedicated to the general public, it is a set of free or paid services
accessible via the Internet. It is offered by a company that manages an infrastructure
that belongs to it.

2) Private Cloud: a set of resources available to a single customer that can be managed
by the user company or by an external provider.

3) Community Cloud: cloud resources shared by several companies or organizations
which can be managed by member organizations or by an external provider.

4) Hybrid Cloud: allows the company to be able to supply services in multiple clouds

either public, private or community.

Some services offered by Cloud Computing are SaaS (Software as a Service), PaaS (Platform
as a Service), IaaS (Infrastructure as a Service), and NaaS (Network as a Service) (Hussain &

Chun, 2022). [aaS provides computing and storage services on a rental basis; in addition to

the data storage in IaaS, the data will be universally accessible on the Internet. PaaS offers a
complete environment for the development and deployment of applications. SaaS allows
remote access to software via the Internet. Users can have heterogeneous networks with

NaasS since it gives virtual network(s) to them.

SDN (Software-Defined Networking)

SDN is a technology that is now mature, usable and “marketed” by operators. It allows
centralizing the control logic in a controller. It also enables the separation of the control and

data planes (Munther et al., 2021). SDN is characterized by the following elements (El

Kamel, Eltaief & Youssef, 2022):

- Separation of control plane and data plane: Control functionality is removed from the

network nodes, which become simple (packet) forwarding elements.
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- Forwarding (packet) decisions are flow-based (rather than destination-based):A flow
is a collection of packets that travel from one point to another. All packets in the same
flow are subject to identical service and processing policies at the transfer devices.

- The control logic (intelligence) is passed to a third party, the SDN controller or
Network Operating System (NOS). The NOS is a software platform based on server
technology that provides the tools and abstractions required to simplify the
construction of forwarding devices using an abstract view of the network and logical
centralization. Its purpose is therefore similar to that of a traditional operating
system.

- The network is programmable: The network can be programmed using software
applications that connect with the devices on the underlying data plane and run on

the NOS. This is a core feature of SDN, as well as its primary value-added feature.

Functions of the SDN

SDN separates the data plane from the control plane, as previously indicated. In other words,
the intelligence of the network is transferred to a controller, all computations are performed

there, and many applications and features can be added as needed.

In Tok & Demirci (2021), the researchers discussed the basic modules of an SDN controller.

They concluded that the modules of link discovery, topology management, storage, policy,
flow table management and control data are the core modules of the SDN controller.
Topology management is one of the essential and critical functions of the architecture. It is
provided by two modules, the topology manager and the routing and link discovery manager,

that also provide the routing service.

Authentication and Access Control

Access control is a security technique that can be used to determine which users or programs

are allowed to see or use resources in an IT environment (Zhang & Hu, 2021). Physical and

logical access control are the two main types of access control. Physical access control

restricts access to campuses, buildings, rooms and computer equipment.

Connections to computer networks, system files, and data are all restricted by logical access

control.

Access control systems handle approved identity, authentication, access approval, and entity
responsibility using login credentials, such as passwords, PINs, biometrics, and electronic or

physical keys. An access control model includes (Shan, Zhou & Hong, 2021):

- An access control policy (or rule) that specifies what access to data is allowed;
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- An administration policy that specifies how the access controls policy can be updated.
An access control mechanism is a software or hardware solution for enforcing an

access control policy.

IoT now confronts numerous issues in authenticating the devices and sensors that connect to

the network. Because the sensors’ hardware IDs can be faked (Alizadeh, Tadayon & Jolfaei,

2021). As a result, there are few options for authenticating device sensors or home
automation devices. Although standard security protocols, such as X10, ZWave, and ZigBee,
have been embraced by the industry and can provide encryption methods, it is still a work in

progress to develop acceptable mechanisms for authenticating devices.

Many security techniques based on private key cryptographic primitives have been
developed due to quick computation and energy efficiency, as mentioned in Nait-Hamoud,
Kenaza & Challal (2021). It is inefficient to keep keys for heterogeneous devices in the IoT
because of the scalability issue and the memory requirement. IoT does not now solve all
authentication requirements, such as mutual authentication, replay attack resistance, DOS
(Denial of Service), MITM (Man in the Middle), and lightweight solutions.

OTP (One-Time Password)

A one-time password (OTP) is a random string of numbers or letters that is used to
authenticate a user for a single transaction or login session (Lee, Kang & Cho, 2017). A
password created by the user is less secure than an OTP, especially if it is weak and/or used
across numerous accounts. OTPs can be used in place of or in addition to authentication

login information to offer another degree of protection (Babkin & Epishkina, 2018).

Example:
OTP security tokens are microprocessor-based smart cards or pocket-size key fobs that
generate a numeric or alphanumeric code to authenticate access to a system or transaction.

This secret code varies every 30 or 60 seconds, depending on how the token is programmed.

Mobile device apps, such as Google Authenticator, rely on the token device and PIN to
generate the one-time password for two-step verification. Hardware, software, or on-
demand security tokens can all be used to implement OTP security tokens. Unlike regular
passwords, which remain static or expire every 30 to 60 days, the one-time password is only

used for one transaction or login session.

2FA (Two-Factor Authentication)
Two-factor authentication (2FA) is a security method that needs two different forms of

identity to gain access to anything (Kemshall, 2011). Two-factor authentication can be used

to strengthen the security of an online account, a smartphone, or even a door. 2FA needs two
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types of input from the user: a password or personal identification number (PIN), a
fingerprint, or a code texted to the user’s smartphone before anything being secured can be

accessed.

Two-factor authentication is a security feature that prevents unwanted users from getting
access to an account using only a stolen password. Users may be at greater risk of
compromised passwords than they realize, particularly if they use the same password on
more than one website. Downloading software and clicking on links in emails can also

expose an individual to password theft (Sadri & Asaar, 2021).

Relevant Works and Limitations

Table 1. State of the art.

Research Used Technology S tributi
Work  ["ToT [ Cloud | SDN | OTP | 2FA | - ary COMTHDUHOnS
Hammi et v * * v * Aim to advance the literature on IoT
al., 2020 authentication by proposing three
authentication schemes that satisfy
the needs of IoT systems in terms of
security and performance.
Baseri, Hafid v N4 * * * A method based on the Attribute-
& Cherkaoui Based Encryption (ABE) technique,
2018 for designing secure and efficient
data access control for mobile cloud
Hammi V4 * * V4 * An approach that uses the
Bellot & asynchronous mode, which is based
Serhrouchni on the challenge/response method
2018 defined by RFC 1994
Botta et al., v v ® * ® Physical and virtual items in this
2014 network have identities, physical
attributes, virtual personalities, and
intelligent interfaces, and they are
all perfectly interwoven
Abdellatif et v * * * * Communication-efficient
al., 2022 hierarchical federated learning for
IoT heterogeneous systems with
imbalanced data
Hussain & * N4 ® * * Services offered by Cloud
Chun, 2022 Computing are SaaS (Software as a
Service), PaaS (Platform as a
Service), IaaS (Infrastructure as a
Service), and NaaS (Network as a
Service)
Mutlag et al., v v ® * ® Cloud4IoT is a platform that enables
2019 plug-and-play integration of
additional sensor objects, as well as
dynamic scalability, by automating
the deployment, orchestration, and
dynamic configuration of IoT
support software components and
data processing and analysis
applications.
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Research Used Technology S tributi
ummary contributions
Work 0T | Cloud | SDN | OTP | 2FA Y

Stergiou et v v * * ® Cloud Things, IaaS, PaaS, and SaaS

al.. 2018 to help developers, deploy, and
manage Internet of Things
applications more quickly

Munther et ® * v ® * Scalable and secure SDN-based

al., 2021 Ethernet architecture by
suppressing broadcast traffic

El Kamel * * V4 * * Attack mitigation in SDN using

Eltaief & Deep Neural Network-based rate

Youssef. limiting

2022

Lee, Kang & v * * v * Design and implementation for Data

Cho, 2017 Protection of Energy IoT utilizing
OTP in a Wireless Mesh Network

Babkin & * ® ® v ® One-Time Passwords: Resistance to

Epishkina, Masquerade Attack

2018

Kemshall * ® ® * v Two-factor authentication makes

2011 sense in mobile

Sadri & v * * * v Two-factor authentication protocol

Asaar, 2021 for IoT-based applications

In the literature, only a few works use SDN, 2FA, and OTP in the authentication for IoT.
Table 1 presents various studies, including a summary of their contributions. Some work is
done on securing authentication of IoTs in the cloud with authentication principles like OTP
or 2FA, which does not lead to secure and satisfactory results. In this section, we present

three works. The first work (Hammi et al., 2020) aims to advance the literature on IoT

authentication by proposing three authentication schemes that satisfy the needs of IoT
systems in terms of security and performance. One-Time Password (OTP) is a type of
authentication that could be beneficial in Internet of Things and smart city applications. To
ensure the security of such a protocol, this research effort extends the OTP principle and

provides a novel way to produce OTP based on Elliptic Curve Cryptography and Isogeny.

The second work (Baseri, Hafid & Cherkaoui, 2018) is a method based on the Attribute-

Based Encryption (ABE) technique, for designing secure and efficient data access control for
mobile cloud. These methods allow data owners (enterprises or individuals) to ensure data
security and provide mobile users with fine-grained access to data using defined policies and

constraints.

The third work (Hammi, Bellot & Serhrouchni, 2018) is an approach that uses the

asynchronous mode, which is based on the challenge/response method defined by RFC 1994

(Simpson, 1996). We chose this mode because it does not require any prior agreement

between the communicating objects, in contrast to the synchronous mode, which requires an

agreement between objects on some parameters, such as “time”, (for example, the Time-
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based One-Time Password (TOTP) algorithm (M'Raihi et al., 2011)) or a “counter” (for

example, the HMAC-based One-Time Password (HOTP) (M’Raihi et al., 2005)).

There is no SDN-based research work for securing IoT authentication to date, as Table 1
shows. For this reason, our idea is to set up a framework for securing IoT authentication

dynamically based on SDN and the two authentication principles OTP and 2FA.

Proposed Solution

The proposed solution concentrates on controlling the access to the devices or objects that
are connecting in an IoT network based on SDN. In this section, we first highlight the
objectives of the proposed framework, its overall architecture, its four main layers, and its
overall operation. Finally, we explain the IoT authentication scenario as well as the role of

each component and how it will react in case of an attack or otherwise.

Objectives of the Framework

The objectives of our framework are grouped into three main points as follows:

- Intrusion detection and identity usurpation in a virtual environment using IDS
(Intrusion Detection System) Checker and IDS Analyser to collect malicious data, and
generation of new signatures from malicious data.

- Internet of Things (IoT) access control and authentication devices, which can
recognize and connect many real and virtual sensors dynamically into a unified
secure system.

- Dynamic deployment of updates between clusters in an IoT cloud, using SDN master

and slave.

Proposed Model of 1oT Architecture Based on SDN

As shown in Figure 1, we define an IoT architecture based on SDN with front-end and back-
end. The front-end is connected to both an external network as well as the internal network.

It is represented in Figure 1 by the application layer.

IoT users are able to communicate with the Cloud via the front-end. The back-end consists of
computer hardware and software that are designed for the delivery of services. It allows
treatment of the user’s query and executes it allowing access to sensors and actuators. It is
represented in Figure 1 by the Data Processing Layer, Networking Layer and Physical Layer

(sensors and actuators layer).
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Application Layer: It is the application layer that defines all applications in which IoT has
been deployed. It is the interface between the end IoT devices and the network. Examples of

IoT Applications are smart homes, smart health, and smart cities.

]
D i) =

Data Processing Layer . i
Diata Controlling Layer 'W\

- Data Sub-controlling Layer i i ‘
SDN Sl
Sensors and Actuators Layer l e \ y

Figure 1. 10T architecture based on SDN with a front-end and back-end

Il-i

Back-Er

The Application Layer has the authority to provide services to the applications. The services
may be different for each application based on the information collected by the sensors. It is
implemented at the device level by a specific application. The browser, for example, applies
the application layer to a machine. It is the browser that executes application-layer protocols
like HTTP, HTTPS, SMTP, and FTP. The application layer has numerous issues, the most

important of which is security.

Data Processing Layer: In a three-layer system, data is transmitted directly to the networking
layer. The likelihood of experiencing damage arises as a result of delivering data directly. In a
four-layer architecture, data from a perception layer is transferred to this layer. The Data
Processing Layer has two responsibilities: it verifies that data is forwarded by legitimate

users and it protects the data from being tampered with.

Authentication is the most commonly used method to verify the users and the data. It is
applied by using pre-shared keys and passwords for the concerned user. The second
responsibility of the layer is to send information to the network layer. The medium through
which data is transferred from the Data Processing Layer to the network layer can be both

wireless and wire-based.

Data Controlling Layer: The SDN Controller serves as a bridge between the application and
back-end layers. The northbound interface is the connection between the controller and
applications, while the East/West interface is the connection between the controller and the
data sub-controlling layer. This layer processes the instructions and requirements sent by

the application layer (via northbound interface) and passes them to the networking
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components (via southbound interface). It also communicates back necessary information

extracted from the networking devices to the application to function optimally.

Data sub-controlling Layer: also called the “control plane”, is mainly composed of one or
more SDN controllers. Its role is to control and manage the infrastructure equipment

through an interface called ‘southbound APT’.

Network Layer: A transmission layer is another name for this layer. It functions as a bridge,
carrying and transmitting data collected from physical things via sensors. The transmission
medium can be wireless or wired. It also allows network devices and networks to
communicate with one another. As a result, it is particularly vulnerable to attacks. It has
important security issues regarding the integrity and authentication of data that is being

transmitted to the network.

Perception layer/Sensor layer: The sensor layer is in charge of recognizing objects and
collecting data from them. RFID, sensors and 2-D barcodes are just a few of the sorts of
sensors that can be used to gather data from items. The sensors are selected as per the
requirement of applications. The data that is collected by these sensors can be about
location, changes in the air, environment etc. They are, however, mostly of interest to

attackers who seek to use them to replace the sensor with their own.

Building a Solution Framework

After the presentation of the IoT architecture-based SDN, we now proceed to the
establishment or distribution of the components of our framework according to our strategy
for authentication security. Then, we shed light on the general architecture of our

framework, shown in Figure 2.

In traditional networks, authentication security is mainly provided by firewalls to protect
against attacks. With the advent of connected objects, these techniques are not enough to
protect against attacks that are increasingly sophisticated and cover even larger perimeters
with mobility. This is why we propose a new approach based on an intelligent and dynamic
concept, using the functionalities of an SDN controller, the services of an IDS and an
authentication server based on the 2FA mechanism, which we will call a Cluster of
registration. This concept is a decentralized middleware to implement management and
security policies for network devices via an SDN controller, IDS and a Dynamic
Authentication Server (DAS). All network devices are located in a domain called a cluster. A
cluster of the newest registrations is a main cluster where each new object must pass through

to register in the IoT network in a direct or indirect way; i.e., if a new object tries to integrate
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with an already active cluster, it will be automatically redirected to the registration cluster,

which makes our approach dynamic.

Hierarchy of our SDN authentication

New Device

\
Cluster of the newest
".I registration

Cluster 2 |

5 . Dynaic d
Alithentication SDN Copiraller
Server— —Authentication

roller

SDN Master
SDN Controller
5' g
SDN Control Centre
SDN Controller
Slave 6 .
Physical AP APl ) Wireless Link

link southbound East/West bound

Figure2.General architecture of framework
Before registering or deregistering a node in a cluster, one must consider these registration

rules:

e We need to enable the object on the registering SDN so that the registering SDN
communicates its authentication table to all Slave SDNs up to the master SDN.

e A node cannot be registered in a cluster if it is already a member of another cluster.
In this situation, the node must first be unregistered from its current cluster.

e Node registration is done directly and dynamically through the local management
interface of the appliance we want to join to the cluster. The appliance we are
registering must be able to communicate with the registering SDN.

e Deregistration of a node must occur on the primary master.

¢ A node cannot be deregistered if it is not registered on the entire SDN chain.

SDN Controller Authentication: consists of a physical machine running OpenFlow
switches, an OpenDayLight controller, control elements of the distributed network. In order
to ensure high programmability of control plane and a global view of the newest things in the
network, it is decoupled from the data routing devices and centralized. This means that

decision making is concentrated in a single (or redundant) location, the controller. Data
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routing is based on flow rules defined by controller instructions. The controller’s decisions

can be made based on a much wider range of criteria as well as on pre-programmed rules.

Dynamic Authentication Server (DAS): is an SDN Controller authentication client that
implements the 2FA (Two Factor Authentication) algorithm based on OTP (One time
Password). The DAS has been adapted to indicate whether the object is accepted or refused

for authentication.

Server IDS: used to detect attacks against the registration cluster at an early stage and on
the IoT network generally. It is the unit that reacts first in our approach whose purpose is to
monitor and analyze all network activities, to detect unusual traffic and to notify the SDN
Controller Authentication in such a case. This allows the latter to react to network access

attempts by intruders and thus prevent an attack.

Other clusters: is a cluster of authenticated objects in the IoT network containing objects,

nodes, network devices and mainly the OpenFlow Switch, communicating with the SDN.

SDN Controller Slaves: used to set the flow tables of the data plane switch (based on the
OpenFlow protocol); such a feature set enables centralized and intelligent control and
inspection of data packets that may be transmitted or received by any SDN switch connected

to the network.

SDN Control Centre: complement of the SDN architecture, which aims at communicating
the OpenFlow tables within the network and also the load balancing between SDNSs, as well

as a backup in case one of the slaves fails.

SDN Master: the major element of the architecture that has all the controls and
authentication data, synchronizes with the Slave SDNs, and distributes the load in the SDN

Controller centre.

Analyzing the Functioning of the Framework

We discuss how our framework works based on Figure 3.

Every time a new object wants to access an IoT network, it confronts our authentication
concept based on the SDN and the authentication server adopting 2FA, as well as the IDS

Server.

The object sends a request for affiliation to the network; this request is redirected directly
and dynamically to the registration cluster;the SDN Controller Authentication receives it and
processes it, while ensuring the validity of the request. SDN Controller Authentication
consults the data in its temporary log file to see if this object refers to a previous affiliation

request: in the legitimate case, nothing is reported, so the event must be passed to the IDS
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server (based on Radius) so that it undergoes a thorough analysis todecide if the event is an
attack or a straightforward authentication request. If it is an attack, the SDN Controller
Authentication rejects the request; otherwise, the IDS server sends an authentication request
to the DAS. The DAS comes to its process (that we will see later in detail) of authentication
based on 2FA: if the two parameters are validated, a new affiliation is generated with the
SDN. The SDN Controller Authentication communicates its authentication table to the SDN
Control Centre, then to the SDN Master, so that the latter propagates this affiliation on all
the SlaveSDNs. This is called anauthentication network update. The SDN Controller

Authentication updates its log file for a new affiliation attempt temporarily (logging

principle).
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Figure 3. Framework’s general sequence diagram

IDS Process

In this section, we detail the exchange part of the SDN Controller Authentication and the IDS
server. From the previous global sequence diagram, we can see that, when a new object
arrives, the SDN receives its affiliation request. This request is obviously to be analyzed. So,
the SDN Controller Authentication gives it to the IDS server to be analyzed and to pass the
IDS process.

In our approach, specifically in the detection and analysis of events from new objects, our
IDS server is subdivided into two virtual machines (VM). To assure a new degree of trust in
the VMs, we use Virtual Machine Monitoring (VMM) in our framework. The IDS-Checker
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components are then deployed at the node (physical server) level to monitor virtual

machines.

IDS Checker: it is in the form of a program analyzing a predefined attack database; this VM

is self-powered according to its successor IDS analyzer.

IDS Analyzer: a VM implementing an intrusion detection and analysis system, such as
RADIUS.
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Figure 4. Sequence diagram between SDN Slave and IDS

As shown in Figure 5, the analysis process of the IDS server starts with SDN that sends the
event to the IDS Checker, which processes this event and at the same time checks the IDS log
file containing the access log of the objects. The log file returns a summary of the attempts of
the objects that have launched attacks. Based on the summary and the processing of the IDS
Checker, the IDS Analyzer receives the whole thing to decide if it is an attack or not. If it is an
attack already predefined in the database, the IDS Analyzer ignores the event, sets an alert,
and updates the IDS Checker and the log file. In the opposite case, that is, the event is a real

affiliation request, the IDS Checker informs the SDN with an authentication acceptance.
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Dynamic Authentication Server

When designing our approach, we first studied an initial version that ensures the
authentication of a device during the association phase. The authentication mechanism used
is based on the principle of 2FA, which takes two parameters into account to ensure
authentication. The first parameter is the One Time Password (OTP), defined in RFC 2289
and RFC 4226, as well as the challenge/response principle described by RFC1994. Indeed, an
OTP is a password that is valid only during a single authentication operation, which is why it
represents a very resistant authentication mechanism against replay attacks and
cryptanalysis attacks. One-time passwords can be used in synchronous or asynchronous

mode.
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Figure 5. Sequence diagram between new thing and DAS

The synchronous mode is based on a shared secret (e.g., symmetric key) between two objects
to prove the identity of one or both communicating entities and a pre-shared parameter,
such as time or a counter, that changes in a synchronized way after each authentication
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operation. As for the asynchronous mode, it is based on a shared secret and a random
number called a challenge sent by the authenticator. We used the asynchronous mode
because, unlike the synchronous mode, it does not require any prior approval between the
communicating entities (e.g., a counter). And because of the instability of most wireless
networks, if a message is lost then this will cause a synchronization problem as the counter
values become different. Moreover, many wireless technologies do not support absolute

time.

To remedy the problem of identity usurpation not taken into account in asynchronous mode,
our authentication protocol adds the exchange of two more messages, which are
“authentication request” and “authentication response”. Therefore, in order for a device to
associate securely, it first sends an association request to the DAS. The latter responds with
an authentication request containing a challenge. Then, via a cryptographic function
described by RFC 4226, which we have adapted for the asynchronous mode, the device
computes an OTP using a shared secret key and the received challenge. Then, it derives and
stores a session key, ky, that will be used to secure the session data exchanged in unicast
mode. After that, it sends the OTP via an authentication response. Finally, upon receiving the
message, the DAS calculates another OTP based on the same parameters and functions used
by the device, and then compares the two OTPs. If they are identical, this proves the identity
of the device. Thus, the authentication of the device is successful and its association is
confirmed by a response association. After the authentication of the device, a symmetrical
session key,identical to the one stored in the device is generated at the DAS level in order to

ensure the integrity of messages in unicast mode.

Sharing the master key, used for object authentication and session key generation, is a
challenge for security protocol designers. For a secure protocol, this key must be unique and
personalized for each device. This personalization must not negatively influence the network
performance and the proper functioning of the DAS. Therefore, we have created a key
management mechanism called “Customization” of keys. The latter represents a secure,
flexible and optimal method of distributing pre-shared keys that protects objects against
internal spoofing attacks. Indeed, the principle of this mechanism is based on the fact of
installing an initial key, ki, at the DAS level and deriving from it a personalized key, kg, for
each device. The key kg is calculated from k; and the unique identifier (UI) of the device using
a hash function (HMACSHA256). The latter represents a one-way function that prevents the
input parameters (e.g., secret key) from being obtained from the result depending on the
data provided; it generates a wide range of results. This customization offers many

advantages:
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- The DAS does not need to store the kq key of each device belonging to its network, but
rather to deduce it automatically thanks to its k; key and the UI of the device
requesting the association.

- When a new device with a kq is added, the DAS does not need to be updated. This
allows a great transparency and flexibility when adding new devices.

- Unlike some approaches that propose authentication based on a broadcast key, the
fact that each device has its own key, which is linked to its identity, protects the

system against internal identity theft.

Finally, once the association ends, a secure channel is created between the communicating
entities. This channel ensures the integrity of the data by signing all messages with the
messages using the key ky. The signature represents the first n octets of the HMACSHA256
of the frame to be sent. Due to the limitation of the frame payload size in IoT networks, it is
preferable that n does not exceed 16 bytes. This way, if a message is modified or tampered

with, the system can automatically detect the problem.

Discussion

The IoT is an Internet-based computing technology, in which the necessary resources are
provided on a rental basis to clients. Therefore, the existence of vulnerabilities in the IoT
allows intruders to affect the confidentiality, availability and integrity of IoT network
resources as well as services. Authentication intrusions, identity theft, and other malicious
activity at the network level are major security issues in the IoT. To ensure a high level of
access control in the IoT network, we propose a new framework based on the cooperation of
SDN and 2FA and OTP mechanisms. This framework allowed us to achieve three objectives:
intrusion detection (known and derived from known attacks) at the front-end and back-end
of the IoT environment autonomously; dynamic deployment of updates between clusters in
an IoT network, using SDN communication APIs; a dual parameter secure authentication,
the first based on the OTP algorithm and the second based on a challenge calculation. We
used the OpenFlow protocol to exchange updates between clusters to obtain new knowledge
and detect new devices. Exceptional scalability is another strong point of this framework.
When, for example, our object migrates from a Cluster1 to Cluster2, it is still possible to
make exchanges in the network because our SDN Master can migrate any SDN slave table to
another SDN slave. The strength also lies in our framework, which gives IDSs scalability and
flexibility. Therefore, we have met almost all the challenges mentioned in our framework.
Therefore, this framework has several advantages; for this reason, it can be considered as an
effective solution for object authentication in an IoT network. Thus, it can be used to protect

people and assets from the risks of intrusion and aggression.
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Conclusions and Future Work

The I0T is enjoying undeniable success, which could be compromised by concerns about the
risks associated with potential misuse of this model to conduct illegal activities. There is a
major need to bring security, transparency and reliability into the IoT model for customer
satisfaction. Therefore, one of the security issues is how to reduce the impact of any type of
intrusion in this environment and mainly in the authentication process. Thus, in this paper,
we propose a dynamic framework, which is based on the collaboration of 10T, SDN, IDS,
2FA, and OTP. As mentioned earlier, SDN controllers are used in our framework to examine
devices, to transfer object data, and to update exchanges between different clusters in the
IoT network; thus, SDN controllers could have the ability to examine objects and provide
communication between hierarchical layers or clusters. Therefore, the Dynamic
Authentication Server (DAS) is present to ensure secure authentication while relying on the
2FA mechanism, a two-parameter authentication where the first parameter is derived from
the computation of an OTP and the second parameter is based on the computation of a
challenge launched by the DAS. However, there are also the IDSs, which allow an analysis
and detection of attacks at each affiliation of an object — that is, the analysis of an event and
also the detection of an identity theft. Therefore, further development of mobile agent
toolkits will facilitate their application in IDS systems. Finally, a dynamic deployment of a
strong authentication mechanism and generation of updates between clusters in an IoT
network, using SDN architecture, will also be of significant value. Further research can be

undertaken to improve the presented work. Future directions are:

e Continuing to further develop the concepts and notions of this architecture and then
proceed with an implementation to validate it.

e Taking into account minimizing the affiliation time between DAS and the object.

e The use of cooperation mechanisms between other authentication algorithms in
order to reinforce the access control.

e Automatic improvement of the attack database at the IDS level.
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