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Abstract: The Internet of Things (IoT) is an interconnected system of physical objects that 

are embedded with different sensors (for receiving information), chips, software, and other 

techniques, which allow connecting and transferring of data to other devices via the Internet 

without human involvement. Since the number of IoT devices is increasing, large amounts of 

data are being generated from different sources in different formats. This information needs to 

be used effectively to gain useful insights for enhancing IoT security. Hence, big data techniques 

are proposed for managing the data to overcome different issues of IoT. Despite the outstanding 

achievements in IoT security, a systematic literature review (SLR) on implementing big data for 
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securing IoT is lacking. The number of existing related SLRs is limited. Hence, this paper 

provides a systematic literature review on the use of big data for securing IoT devices. It 

summarizes the relevant literature produced during the last six years and provides meaningful 

insights gained by these existing studies. Moreover, it provides a discussion on the sources of 

IoT big data, the techniques and approaches of big data for securing IoT systems. Current 

challenges and future research directions are discussed.  

Keywords: IoT, Big data, security, big data sources, big data techniques 

Introduction 
The Internet of Things (IoT) is a network of interconnected devices that send and receive data 

across the Internet without human involvement. With the increase in the adoption of IoT 

devices, the amount of generated data has increased exponentially, which has led to the rise in 

big data (Sachindra & Rajapaksha, 2022). According to a recent report (Hassan, 2022), the 

number of IoT devices has passed the 14.4 billion mark in 2022, whereas it has been predicted 

that it will rise up to 27 billion by the year 2027, as shown in Figure 1. With the increase in the 

number of IoT devices, the challenges, such as security, also increase, since the data generated 

by these devices is enormous.   

 
Year 

Figure 1. Rate of Increasing IoT devices (Hassan, 2022) 

Securing IoT devices and networks is significant as these devices are usually deployed in 

sensitive environments and are more vulnerable to cyber threats, due to their heterogeneity, 

resource-constrained nature, low power, lack of standardization (Rao & Deebak, 2022), etc. 

So, the large and complex data sets produced by IoT devices can offer valuable insights into 

potential security threats and can help in identifying and preventing cyber-attacks. 

Big data in the security of IoT refers to the collection, storage, processing, and analysis of large 

and complex data sets generated by IoT devices, to secure the devices and the network they 

are connected to. The data generated by IoT devices associates a wide range of information, 
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such as user behaviour (Tedyyana et al., 2022), device configuration, and network traffic, and 

that information can only be used by big data for gaining insights from it.  

Big data for securing IoT includes the use of advanced analytics methods, such as machine 

learning (Tian, 2022) and artificial intelligence (Paraschiv et al., 2022), for analyzing the large 

and complex data sets generated by IoT devices. These techniques can be used to detect 

anomalous behaviour, identify patterns and trends, and predict potential security threats 

(Pavithra et al., 2019). It can help in improving the overall security of IoT devices and networks 

by providing real-time monitoring and threat detection, and improving the responsiveness of 

security protocols by using big data analytics in identifying security vulnerabilities, devices 

and networks (Hossain et al., 2019). 

Moreover, big data plays a vital role in securing the increasing number of IoT devices and 

networks. By getting insights from large and complex data sets, organizations can be helped 

in identifying and preventing security threats, improving security protocols, and ensuring the 

safety and integrity of IoT systems. 

However, despite the great research achievements in IoT, in existing studies there is lack of 

standard and comprehensive work on IoT security using the approaches and techniques of big 

data. To fill this gap, this systematic literature review (SLR) paper has been written to 

determine the existing big-data technologies being applied for enhancing the IoT security. The 

purpose of this study is to review the literature by following a standard approach in reporting 

on existing big data technologies for IoT security since 2018 up to 2023, specifically focusing 

on SLRs.  

IoT is being used widely in various fields for different purposes. But the security in IoT is a 

challenging task to solve, and big data is a potential technology to address this problem. 

Important concepts related to big data and IoT are discussed in the following sub-sections. 

IoT security 

IoT refers to the interconnected network of physical devices, vehicles, and other objects 

embedded with software, sensor, and network connectivity. While IoT devices can provide 

useful benefits, such as enhanced efficiency and convenience, they also pose newer security 

challenges. IoT security refers to the interventions taken to give protection to IoT devices and 

the data generated from the issues of cybersecurity threats and communication (Azrour et al., 

2021) within the IoT system. 

The security risks usually included with IoT devices are many, some of which are: 
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• Unauthorized access: IoT devices could be hacked and be accessed by cyber-attackers, 

providing access to confidential information or using the device for launching attacks on 

other systems (Azrour et al., 2021). 

• Data privacy: IoT devices gather large data amounts, some of which might be personal or 

sensitive. If this data gets into the wrong place, it can lead to financial fraud, identity theft, or 

other harmful consequences (Zhang et al., 2022). 

• Malware attacks: IoT devices could be infected by malware, which can be used for stealing 

data, causing damage to the device or network, or launching attacks on other systems (Torabi 

et al., 2021). 

• Lack of security updates: Some IoT devices lack proper security protocols or get 

infrequent security updates, or cannot update their firmware, which could make them 

vulnerable to known security issues. 

IoT applications 

IoT devices are being used in several applications in different forms, from smart industries to 

smart cities and wearable technology. While IoT devices provide benefits, they include 

significant security risks as well, and the nature of these risks varies depending on the 

particular application of the IoT devices. Some examples of security issues in various IoT 

applications are discussed in the following sub-sections. 

Industrial IoT (IIoT) 
Industrial IoT or IIoT refers to the use of IoT devices in industrial applications, such as in 

manufacturing and energy production. It includes the potential for cyber-attacks on industrial 

control systems (Taheri et al., 2021) that could result in physical damage or disruption to 

critical infrastructure. These attacks can be caused by hackers or insider threats. IIoT devices 

may also be vulnerable to attacks that exploit software vulnerabilities, such as the Mirai botnet 

attack that targeted IoT devices to launch DDoS attacks (Bhayo et al., 2022). 

Smart homes  
The simpler form of the IoT ecosystem is in the smart home applications and is used as home 

security systems, smart thermostats, and control of smart appliances. Security risks in smart 

homes constitute the potential for unauthorized access to networks of home devices, which 

could be used for stealing personal information or launching attacks on other systems (Al 

Mogbil et al., 2020), can be used for tracing one’s location, or can enable someone to spy on 

one’s routine and trace the complete routine and one’s activities. Smart home devices might 

also be vulnerable to attacks that exploit software vulnerabilities or weak passwords (Khare & 

Totaro, 2020). Moreover, there is a risk of data breaches and cyber-attacks that could 
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compromise home security and privacy by stealing and compromising information or IoT 

devices. 

Smart cities 
In smart-city applications, IoT is used for services such as traffic management systems, public 

safety systems, and environmental monitoring. Security risks in smart cities include the 

potential for cyber-attacks, which disrupt critical infrastructure and cause widespread 

disruption (Rao & Deebak, 2022). Smart-city devices may also be vulnerable to weak 

encryption. Moreover, there is a risk of data breaches and cyber-attacks that could 

compromise public safety and privacy and compromise the departmental works associated 

with the smart city.  

Big Data 

Big data refers to the huge volume of data, such as structured, semi-structured, and 

unstructured data, which is generated and gathered by organizations daily. The term “big data” 

has become famous in recent years due to the extreme growth in data volumes and the need 

to process, analyze, and derive insights from this data. According to a report by IDC (Reinsel 

et al., 2017), the big data volume is predicted to reach up to 175 ZB by the year 2025, as shown 

in Figure 2.  

 
Year 

Figure 2. Data growth rate (Reinsel et al., 2017) 

Data is considered big data if it has certain characteristics. Big data can have a wide range of 

characteristics (Islam et al., 2022), among which the five important can be summarized by the 

"5 Vs" (Figure 3): volume, velocity, variety, veracity, and value, as described in Gutta (2020): 

Volume: Big data refers to datasets that are too large and complex for traditional data 

processing systems to handle. 
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Velocity: Big data is generated at a very high speed and needs real-time processing to derive 

meaningful insights from the generated data. 

Variety: Big data comes in different formats and structures, including videos, text, images 

social media data, and machine-generated data from IoT devices and sensors. 

Veracity: This refers to the assurance of the data for quality, accuracy, credibility, and 

integrity, as the data is received from many sources and so its accuracy has to be assured before 

using it for gaining insights.  

Value: Big data has to be of some value when used for insight into a business, so it is the 

usefulness of the data for making decisions. The value of big data has to be extracted by use of 

suitable big data analytics methods.  

The challenges in handling big data need specialized techniques, tools, and technologies for 

managing, storing, processing, and analyzing these larger datasets. Big data technologies have 

been developed to handle the volume, velocity, and variety of big data (Sharma et al., 2022), 

as well as to offer efficient and cost-effective solutions for managing and processing this data. 

 
Figure 3. Characteristics of big data 

One of the important technologies used for big data is distributed computing, which includes 

breaking down these large datasets into smaller chunks and processing them across multiple 

servers in parallel. This method allows for better scalability and fast processing of big data. 

Apache Hadoop (Li & Zhang, 2020) is one of the well-known distributed computing 

frameworks that is used for big data processing.  

Another technique being used for big data is NoSQL databases, which are designed for 

handling unstructured and semi-structured data, which cannot be handled using traditional 

relational databases. NoSQL (Kalid et al., 2017) databases are enhanced for horizontal scaling 

and are able to store and retrieve larger volumes of data. 
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Data visualization is another important facet of big data, as it lets businesses gain insights and 

make informed decisions based on the particular data. Visualization tools like Tableau (Kumar 

et al., 2022) and BDViewer (Li et al., 2018) allow users for creating interactive charts, graphs, 

and dashboards for presenting and analyzing data in a meaningful way.  

The importance of big data in business cannot be overstated. Big data when used with IoT, can 

provide many benefits, such as reducing the occurrence of security threats by gaining insights 

from the user behaviour or IoT devices, identifying patterns of the operations in the IoT 

ecosystem, and making data-driven decisions. By identifying and detecting abnormal 

behaviour, it can help in detecting security threats; hence, security issues can be handled or 

reduced importantly. Besides that, it can also solve the issue of data storage and management.  

Research Contributions and Structure 
In this study, a systematic literature review is being presented that contains a detailed 

literature review on the use of big data in IoT for securing IoT ecosystems. The contributions 

are as follows:  

1. Current research status regarding IoT security by using big data techniques; 

2. Sources of big data in IoT are identified and discussed; 

3. Tools and techniques of big data for providing security solutions to IoT security 

challenges; 

4. The main results of the contribution of research are discussed; 

5. Future research directions are identified and discussed. 

This paper is organized as follows. First comes a review of the existing pieces of literature. 

Then follows the research methodology and the research questions. A further section discusses 

the results of the research questions. Finally, there is a conclusion and an outline of future 

research directions.  

Literature Review 
In this section, the existing literature on the scope of big data in IoT is reviewed. The main goal 

is to identify the use of big data benefits in IoT, which will be undertaken to understand the 

existing works on the use of big data solutions for IoT applications and to identify the hidden 

challenges related to it, unrecognized opportunities, and the future research directions. The 

aim of this systematic literature review paper is to help fellow researchers better understand 

and implement the concepts of big data in IoT.  

To achieve the aim of this study, the existing literature such as systematic reviews, survey 

papers, and systematic mapping studies related to the field, and published between 2017 and 
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2023 have been gone through. The summary of the topics and main objectives of each paper 

is shown in Table 1. Out of 9 literature works, only one follows a systematic approach. More 

recently, in 2023, Bulatova (2023) provides a solution for strategic decision-making about the 

transportation system in smart cities and it is based on the concept of big data. It is based on 

an algorithm that uses big data and helps in making decisions for the transportation system. 

This paper does not follow any systematic process for the research methodology. In 2022, 

Zhong et al. (2022) provided a systematic survey on data mining and big data analysis in IoT, 

which is mainly focused on highlighting the main architectures of big data and data mining 

for IoT, the main tools of big data, the challenges of IoT when using big data and data mining, 

and the purpose for combining big data and IoT. In another survey by Islam et al. (2022), a 

systematic mapping study is provided that mainly concentrates on identifying the privacy 

attacks in IoT and big data by following a systematic approach. It identifies the main privacy 

attacks, identifies the measures for overcoming those privacy attacks, and the future research 

directions in the topic.  

In 2021, Hajjaji et al. (2021) performed a systematic review of big data and IoT-based 

applications in smart environments that puts its focus mainly on the challenges of IoT and big 

data in environmental applications. It discusses the main tools and technologies of big data 

and IoT in environmental applications as well. This survey does not contribute mainly to 

future research. Ageed et al. (2021) shows the challenges and opportunities of applying big 

data systems in smart cities and also gives a comparison of different smart cities and big data 

concepts. Also, it seeks to define criteria for the development of big data applications for 

innovative services in smart cities. This paper focuses only on one particular application of 

IoT, the smart city. 

Table 1. Existing related literature  

Reference Objectives & topics Domain Paper type 

Saeed et al., 
2023 

It discusses IoT and big data-based 
applications in intelligent ecosystems 
for identifying challenges and future 
research directions. 

Big data and 
IoT in 
intelligent 
ecosystems 

Systematic 
Review 

Bulatova, 
2023 

It proposes an algorithm for making 
strategic decisions in smart city 
transportation systems by using big 
data.  

Smart cities 
transportation 
system 

Algorithm-based 

http://doi.org/10.18080/jtde.v12n1.783


Journal of Telecommunications and the Digital Economy 
 

Journal of Telecommunications and the Digital Economy, ISSN 2203-1693, Volume 12 Number 1 March 2024 
Copyright © 2024 http://doi.org/10.18080/jtde.v12n1.783 47 
 

Reference Objectives & topics Domain Paper type 

Zhong et al., 
2022 

It presents a systematic survey of 
existing literature on data mining and 
big data in IoT. It aims at identifying 
lines of research for future works on 
the aforementioned topic. Provides 
summary of the approaches used in 
IoT-based data mining and big data 
analysis.  

Big data 
analysis in IoT 

Systematic 
survey 

Islam et al., 
2022 

It highlights the privacy objectives, 
attacks, and measures to prevent 
them in IoT and big data. Besides, the 
classification of attacks is provided.   

Big data and 
IoT  Mapping study 

Mohamad 
Jawad et al., 
2022 

It is an SLR that discusses the 
motivations, challenges, and 
recommendations in smart 
healthcare. 

IoT in 
healthcare SLR 

Misra et al., 
2022 

It reviews and shows the use of big 
data analysis and IoT in food industry 
for food quality assessment, 
machinery monitoring. 

IoT and big data 
in food industry Review 

Ageed et al., 
2021 

It highlights the challenges and 
opportunities of applying big data 
systems in smart cities and provides a 
comparison of different smart cities 
and big data ideas. Besides, it seeks to 
define criteria for the development of 
big data applications for innovative 
services in smart cities.  

Smart city Survey 

Karimi et al., 
2021 

It reviews the use of big data for 
enhancing the smart city services and 
security. 

Big data & IoT 
in smart city 

Systematic 
review 

Hajjaji et al., 
2021 

It presents a systematic review of big 
data and IoT-based applications in 
smart environments focusing on the 
challenges of IoT and big data in 
environmental applications. Also, it 
provides the main tools and 
technologies of big data and IoT in 
environmental applications.  

Smart 
environments 

Systematic 
Review 

Amanullah et 
al., 2020 

It provides a comprehensive survey of 
securing IoT by detection of security 
breaches using big data and deep 
learning. 

Big data & deep 
learning in IoT 
security 

Survey  

Farooq et al., 
2020 

It reviews the use of IoT technologies 
for addressing different domains of 
agriculture for improvement of food 
industry. 

IoT in 
agriculture SLR 

Maswadi et 
al., 2020 

It discusses the systematic review of 
smart home implementation for 
elderly people.  

Smart home SLR 
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Reference Objectives & topics Domain Paper type 

Shah et al., 
2019 

It shows the growing role of IoT and 
big data analytics in disaster 
management applications. By the 
inquiry of recent studies, review on 
ubiquitous solutions, categorization 
of thematic taxonomy proposed, as 
well a conceptual model on big data 
analytics and IoT deployment in 
disaster management is proposed.   

Disaster-
management  Survey 

Florence & 
Shyamala, 
2019 

It provides a survey of smart 
transportation systems in several 
applications, such as logistics, self-
driving cars, traffic prediction, freight 
transportation, etc.  

Smart 
transportation 
system 

Survey  

Al Mamun & 
Yuce, 2019 

It discusses a review of current 
research & development for sensors 
and systems, such as wearables 
devices designed for environmental 
IoT applications. Provides 
comparison of existing wearable 
environment and monitoring 
systems. 

Monitoring 
environment 

Exploratory 
study 

Saha et al., 
2018 

It has provided a classification of 
techniques of big data used in IoT 
applications. 

Big data 
techniques Survey  

From the results of these studies, it is clear that, while some reviews do cover IoT and big data 

concepts, these studies mainly focus on one specific application of IoT rather than talking 

about general IoT.  

As a result, it is observed that there are still gaps in research to plan and design integrated IoT 

and big data technologies for IoT security. Therefore, to the best of our knowledge, this work 

of presenting a systematic literature review on securing IoT by using big data techniques would 

be the first SLR on the topic.  

Methodology 
The purpose of the study is to analyze the existing published studies to characterize the use of 
big data and approaches in IoT security, from the point of view of practitioners and 
researchers. To fulfill the purpose, the following research questions have been derived 
(Kitchenham et al., 2009) 

1. What is the distribution per publication venue, year, and domain of the published 

studies related to big data and IoT in securing IoT networks? 

2. What are the sources of big data in IoT ecosystems? 

3. What technologies and approaches of big data are being used for addressing security 

issues in IoT? 
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To achieve this purpose, an SLR has been conducted by using the “Preferred Reporting Items 

for Systematic Reviews and Meta-Analyses (PRISMA)” method (Page et al., 2021). By using 

this method, the results and methods of systematic reviews can be synthesized in appropriate 

detail for users to assess the applicability and trustworthiness of the review results.  

The search and analysis are discussed through the following review protocol. 

Planning 

The planning stage of the process consists of the following subsections in which the whole 

planning stage is described. 

Review protocol 
The protocol of this study has been designed and is shown in Figure 4. The protocol consists 

of three phases, which are planning, conducting, and reviewing. Initially, in the planning 

phase, research questions need to be designed, then the selection of sources and the search 

strategy is formed, then inclusion and exclusion criteria are performed, and then the quality 

assessment criteria for selecting papers are chosen. After that, in the conducting phase, 

primary studies are selected by quality assessment, and the data extraction for the finalized 

papers is done. At last, in the reviewing phase, the results are formed from a data synthesis of 

the finalized papers.  

 
Figure 4. Review protocol 

Planning

• Review Protocol
• Sources Selection
• Search String 
• Inclusion and Exclusion criteria
• Selection of Studies
• Quality Assessment Criteria

Conducting

• Screening
• Primary Study Selection
• Data Extraction & Synthesis

Documenting
• Results Formation
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Sources selection 
Different online databases have been chosen as search sources. They are IEEE Xplore, 

SpringerLink, ScienceDirect, Scopus, and ACM digital library. These online sources have been 

chosen based on their quality, timeliness, availability, and versatility.  

Search string 
For developing the search string, the keywords are highlighted related to the main idea of the 

topic of the SLR, i.e., “IoT security” and “big data”. To have an effective search strategy, similar 

words for the two identified keywords have been produced. Based on that, the search string 

using specified keywords and Boolean operators (shown in Table 2) has been developed for 

finding as many studies as possible. 

Selection of studies 
The studies related to the topic of this study, “big data analytics” and “IoT”, have been searched 

using the aforementioned digital libraries and have produced a wide range of online published 

studies from different sources, as shown in Table 2. The selection of studies has been done by 

applying the inclusion and exclusion criteria shown in Table 3. Based on that, the studies are 

filtered to get the most relevant and useful ones.  

Table 2. Data sources and study selection 

Digital Library String Studies 

IEEE Xplore ((“big data” OR” big data approach” OR “big data 
techniques”) AND (“IoT security” OR “Internet of 
things security” OR “security IoT” OR “IoT 
challenges”)) 

2232 

SpringerLink ((“big data” OR” big data approaches” OR “big data 
techniques”) AND (“IoT security” OR “Internet of 
things security” OR “securing IoT” OR “IoT 
challenges”)) 

6867 

ACM ((“big data” OR “big data techniques”) AND (“IoT 
security” OR “Internet of things security” OR “IoT 
challenges”)) 

1234 

ResearchGate ((“big data” OR” big data approaches” OR “big data 
techniques”) AND (“IoT security” OR “Internet of 
things security” OR “securing IoT” OR “IoT 
challenges”)) 

1678 

ScienceDirect ((“big data” OR “big data techniques”) AND (“IoT 
security” OR “Internet of things security” OR “IoT 
challenges”)) 

2547 

Inclusion and exclusion criteria  
Based on the inclusion and exclusion criteria shown in Table 3, the selected papers from the 

digital libraries have been screened. By applying the inclusion criteria to selected papers, title 

and abstract screening is done, at which point it is checked for the published dates of the 
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papers, the topic of the paper, the written language of the paper, and the source of the 

published paper. There is a need to select papers that are written in the English language and 

are recently published (after 2019).  Similarly, the exclusion criteria have been applied in the 

title and abstract screening for the dates, topics, and source type of the paper. 

Table 3. Inclusion & exclusion criteria 

Inclusion Criteria 

Studies published between 2017 and 2023 
Studies published only in conferences, journals, book chapters 
Studies written in English language only 
Studies related to big data analytics 
Studies related to IoT 

Exclusion Criteria 
Studies written in other than the English language 
Magazines, non-peer-reviewed 
Studies written on fields unrelated to our topic 
Studies published before 2017 

Quality assessment 
For filtering the primary studies to the best ones, a quality assessment has been done on the 

set of 102 papers based on the following 3 questions: 

1. Is the motivation for studying IoT and big data mentioned? 

2. Is the information given related to big data and IoT? 

3. Is a proper methodology followed with results? 

Based on the answers of quality assessment conducted on the set of 102 papers, 62 papers 

have been removed that have not followed the quality assessment criteria. So, at last, 40 papers 

have been selected for data extraction.  

Conducting 

In the conducting stage, the primary studies are screened and analyzed as described in the 

following subsections. 

Screening 
The studies retrieved and selected from different sources have been screened based on title 

and abstract, so that only a relevant set of primary papers will be selected for further analysis. 

After that, the selected set of primary papers have been screened fully, such that full-text 

reading has been done so that a set of primary studies can be specified for data synthesis.  
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Primary study selection 
Title and abstract screening and full-text screening has been done on the collected papers for 

specifying the set of papers for primary studies’ collection for data synthesis. Therefore, after 

the title and abstract screening, out of 7680 papers, 840 papers have been chosen (shown in 

Figure 5) on which full-text screening is done based on the inclusion and exclusion criteria; 

and, as a result, 102 primary studies have been identified on which first quality assessment 

and then data synthesis have been performed. 

Table 4. Data extraction 

Variable Description Research Question 

V1 Title 1, 2, 3 
V2 Author name 1, 2, 3 
V3 Publication year 1 
V4 Type of paper 1 
V5 Paper methodology 3 
V6 Big data approach 3 
V7 Purpose of approach 3 
V8 Big data sources 2 
V9 Type of sources 2 
V10 Big data technologies 3 

Data extraction & synthesis 
For extracting the data from the set of primary studies, a template has been developed as 

shown in Table 4. Each field of data extraction has a description and a reference to the 

corresponding research question number. To answer the research questions, the identified 

primary studies are divided into four facets. Therefore, each variable in the data extraction 

table is related to answering each research question.  

PRISMA flow summary and phases of SLR 

A total of 10549 papers have been retrieved from the aforementioned digital libraries. For 

further selection and filtration of the papers, the PRISMA (shown in Figure 5) method has 

been followed and the papers are filtered in the following way: 

1. In the identification stage, 10549 papers are identified, and then, after duplicates 

removal, this becomes 7680. 

2. In the stage of screening, by doing the title and abstract screening of the papers, 840 

papers are selected and the rest of them are removed.  

3. At the stage of eligibility, full-text screening has been done and 102 papers been 

selected for quality assessment. Out of 102 papers, only 40 papers have been finalized 

as quality papers.  
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Figure 5. PRISMA flow diagram 

Results and Discussion 
This is the documenting stage of the SLR process. In this section, the findings are presented 

based on the analysis of data for each research question mentioned above. Firstly, the 

demographics of the papers, which have been used in the SLR, are stated. Then, the results of 

each research question is discussed. 

Demographics of studies (RQ1) 

The number of published articles on the use of big data in IoT is shown in Figure 6. By 

observing Figure 6, it can be said that the number of published articles is increasing from 2019 

onwards. There is 1 article from 2017 and none from 2018. Six articles have been included 

from 2019 (Hossain et al., 2019; Pavithra et al., 2019; Chui et al., 2019; Florence & Shyamala, 

2019; Al Mamun & Yuce, 2019; Shah et al., 2019), whereas the number of articles included 
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from 2019 onwards are more each year, such that 8 articles are from 2020 (Wang et al., 2020; 

Granat et al., 2020; Li, et al., 2020; Li & Zhang, 2020; Wu et al., 2020; Al Mogbil et al., 2020; 

Khare & Totaro, 2020; Zhaofeng et al., 2020), 10 articles are from 2021 (Lv et al., 2021; Wan 

et al., 2021; Azrour et al., 2021; Putra et al., 2021; Ning et al., 2021; Taheri et al., 2021; Torabi 

et al., 2021; Srinivas et al., 2021; Hajjaji et al., 2021), 12 articles are from 2022 (Tedyyana et 

al., 2022; Yu et al., 2022; Bhayo et al., 2022; Rao & Deebak, 2022; Sharma et al., 2022; 

Paraschiv et al., 2022; Zhang et al., 2022; Tian, 2022; Islam et al., 2022; Sachindra & 

Rajapaksha, 2022; Zhang, Y., 2022; Zhong et al., 2022), and 3 articles from 2023 (Mahmood 

et al., 2023; Babar et al., 2023; Bulatova, 2023) in the early part of the year. From that, it can 

be concluded that research on the use of big data in IoT security has gradually increased year 

by year and is in the stage where it can be said that it is not fully developed or is in its early 

stages, indicating emerging research. 

 
Figure 6. Rate of publications on big data and IoT 

 
Figure 7. Distribution of venue of publications 

Based on the publication venues, the primary papers selected are distributed as shown in 

Figure 7. It can be concluded from the distribution graph that most of the papers selected are 

from IEEE Xplore (55%), as Xplore is one of the top digital libraries worldwide. Papers from 

No. of papers0

5

10

15

2017 2018 2019 2020 2021 2022 2023

Year of Publications

No. of papers

IEEE
55%

Scopus
17%

ScienceDirect
12%

ACM
7%

SpringerLink
9%

Venue of Publications

http://doi.org/10.18080/jtde.v12n1.783


Journal of Telecommunications and the Digital Economy 
 

Journal of Telecommunications and the Digital Economy, ISSN 2203-1693, Volume 12 Number 1 March 2024 
Copyright © 2024 http://doi.org/10.18080/jtde.v12n1.783 55 
 

Scopus are (17%), then ScienceDirect (12%), and, finally, from SpringerLink (9%); very few are 

taken from ACM digital library (7%).   

Sources of IoT Big Data (RQ2) 

The sources of big data in IoT can be from the following two categories. 

Device-generated data 
This type of data is generated by low-end devices, sensors used in IoT environments, and 

machines that are part of the IoT ecosystem. These devices generate data on different aspects 

such as humidity, temperature, pressure, location, etc. The data generated by these devices is 

typically time-stamped and is high in volume. This type of data is considered the largest source 

of data in IoT, making up to 40% of all the sources of IoT data, according to a report by 

Manyika et al. (2015). Wireless sensor networks (WSNs) contain thousands of sensors that 

gather large amounts of data by monitoring a wide range of areas (Harb et al., 2017). Similarly, 

a massive amount of data is generated by online transactions done via smart shopping, RFIDs, 

and many others. There is a huge amount of data being produced by IoT ecosystems but most 

of the data is not being used or analyzed to make it valuable (Manyika et al., 2015). 

User-generated data 
This type of data is generated by users of IoT devices  in applications like smart home services, 

wearables, smart parking, smart banking, smart healthcare, etc. This data can consist of 

information about the user’s preferences, behaviour, and location. User-generated data is an 

important source of big data for the IoT, as most of the data is generated by users. Big data is 

gained by users of IoT on different platforms such as on social media (Joseph et al., 2017), in 

the smart office, and human-computer interaction devices. Data is produced in large volume 

by the user-generated source and this big data can be used to gain insights from it by the use 

of big data analytics. It also helps in better decision-making, performance boosts, and 

tightening the security of an organization. One such example can be seen from the research of 

Joseph et al. (2017), where they produced results by performing data analytics on user-

generated data of Twitter for discussing trends in IoT. They have used big data tools such as R 

and NodeXL for data analytics and have gained results like the connection of different user 

communities, industrial influencers, and top individuals, and security emerging in smart 

technologies. Similarly, another research work shows a massive amount of user-generated 

data is being used as a sample for training globally shared models based on federated learning 

(Wu et al., 2020). 

Moreover, different data is generated at different sources like the sensors in accumulating 

information, users interacting with the IoT devices, and many other data is being generated 

http://doi.org/10.18080/jtde.v12n1.783


Journal of Telecommunications and the Digital Economy 
 

Journal of Telecommunications and the Digital Economy, ISSN 2203-1693, Volume 12 Number 1 March 2024 
Copyright © 2024 http://doi.org/10.18080/jtde.v12n1.783 56 
 

from IoT devices indirectly. A huge amount of data is generated by the IoT ecosystem (that is, 

big data) and there are many challenges associated with the huge amount of big data that needs 

to be addressed by combining big data with IoT technology.  

Big Data techniques and approaches for securing IoT (RQ 3) 

A large amount of data coming from different sources of IoT, such as sensors, actuators, and 

other IoT devices, need specific techniques and approaches to make the IoT system secure 

when handling such big data. For that purpose, different techniques and approaches (Table 5) 

have been proposed that can make IoT systems more secured by the use of big data concepts.  

Table 5. Big data approaches to IoT Security 

Reference Main context Advantages 

Li, 2018 BDViewer 
Enables processing of large data sets 
using web browser based on virtual 
cloud at back-end 

Chui et al., 2019 
Monitoring the behaviour of the 
patient Reliable and secure 

Dhanasekaran et 
al., 2019 

K-mean clustering algorithm based on 
map-reduce 

Optimized data privacy and data 
storage 

Lavanya et al., 
2022 

Block level security for IoT big data by 
using cipher security policies Secured data storage 

Tedyyana et al., 
2022 

Framework for big data is used for 
providing security to IoT by using 
SHA-256 encryption 

Prevention of external attacks 

Yu et al., 2021 
Security analysis system for smart 
home 

Detects and prevents security issues in 
smart home 

Srinivas et al., 
2021 

User Authentication Protocol Secure communication  

Granat et al., 
2020 

Uses multicriteria approach for event 
detection in IoT big data analytics  

Secured data storage, security, 
processing 

Zhaofeng et al., 
2020 

Secure Usage Control of IoT big data 
based on Blockchain-enabled 
decentralized trust management  

Trusted and secure data gathering 

Azrour et al., 
2021 

Enhanced key exchange and 
authentication protocol 

Secured user data exchange across 
heterogeneous sources 

Li et al., 2020 
Online distributed security algorithm 
for IoT  

High scalability, better detection, and 
monitoring of threats  

Ning et al., 2021 
Mobile Edge Computing blockchain 
framework Devices in operation are secured 

 
Most of the time, the security issue exists due to the architecture as, through the architecture 

of a system or a network, the whole network is communicated among different devices 

involved and, hence, security can be tightened through this as well. So, for that purpose, a 

security analysis framework has been introduced by Yu et al. (2021), which designs and 

implements a security analysis system for a smart home for detecting and defending against 

mining attacks or contactless attacks by incorporating big data into it. For the big data 

collection in IoT, a secured mechanism has to exist that could allow for secure access to real-
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time data in IoT; that can be provided by using a three-factor user authentication scheme 

(Srinivas et al., 2021) known as UAP-BCIoT, based on elliptic-curve cryptography. Similarly, 

another security framework has been proposed by Tedyyana et al. (2022) that uses a SHA-256 

encryption method for providing secure data exchange and this prevents external attacks in 

IoT networks. Lavanya et al. (2022) proposes a block-level security by using cipher security 

policies to secure the data storage in IoT networks. The security issues can be solved to some 

extent by using such techniques and approaches, but there is also an issue of security and trust 

for IoT big data management. User authentication can also be secured by a key exchange 

technique (Azrour et al., 2021) that can provide secure communication in IoT. This issue is 

solved by a blockchain-based decentralized trust management scheme (Zhaofeng et al., 2020) 

and also it provides secure data storage, transfer, invoking, and usage.  

Moreover, most of the techniques proposed are related to the authentication mechanism and 

framework. Some are based on encryption techniques as well. It can be said that the 

researchers are working at fast pace to propose effective solutions for overcoming the security 

challenges in IoT. Most of them have focused on the architecture of IoT networks, proposing 

different security frameworks, so that the security issues can be minimized to a certain level 

in IoT networks. Secure storage of the IoT data is also necessary, as data in storage can be at 

risk. Secure data exchange is necessary, since, in transit, data can be attacked and 

compromised. Encryption methods can be used to secure data in process. There is a further 

focus on securing data coming from heterogenous sources. There is still a need for more 

research on securing IoT networks by using different techniques of Big Data, as the technology 

in Big Data is advancing and using advanced technology faces other security issues. 

Additionally, there is a research gap in providing security solutions for the detection of 

unreliable data in IoT big data. 

Conclusion 
Today’s world is known as the world of big data, but IoT technology is being further 

popularized and can lead to a greater explosion of data in the future. The massive IoT networks 

produce a new type of data called IoT big data. With the advances and progress of IoT 

networks, security issues arise as well. Existing big data techniques can be used to store and 

analyze data, so that security issues can be predicted, detected, or minimized. Certain research 

questions have been formulated to make meaningful conclusions about the identified 

problems and identify the research gaps.  

To make sure of formulating a high-quality report of big data technologies in IoT security, out 

of 7680 papers, 802 were identified and, after full-text screening, only 40 papers were selected 

for data synthesis and results formation. An SLR protocol has been followed for identifying 
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and formulating results from existing primary studies found in digital libraries. Most of the 

identified studies were from IEEE Xplore and the number of studies has been increasing from 

2018 onwards. The sources of big data in IoT are user-generated and device-generated data. 

Many big data approaches and techniques are given for securing IoT systems, such as 

encryption-based techniques, different proposed security frameworks, and authorization and 

authentication methods.  

Current Challenges and Future Research Directions 
Information acquisition from IoT data is the main challenge that is posed by big data. 

Infrastructure development for analyzing IoT is vital. A large number of IoT devices generate 

a continuous flow of data. The researchers can use these data by using machine learning 

techniques for creating instruments to extract meaningful information from it. In getting 

information from an IoT network, scalability and security issues might be faced. 

Machine learning and artificial intelligence might be additional directions in future research. 

Of the large amount of data produced via sensors, a model can be developed to act based on 

the historic data. Since the raw data and resultant data are both considered as data, big data 

algorithms should be used for analyzing them. There is space for the improvement of existing 

algorithms for the process of data analysis to be more secure and efficient, as most of the 

researchers do not take into consideration the response time and the energy consumption.  

Combining machine learning and big data can make it possible to develop a united emergency 

system that could analyze the given situation and user environment and then take suitable 

actions based on past cases.  
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