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An Opportunity 

Mark A Gregory 
RMIT University 

Summary: The September issue provides an interesting look at the National Broadband Network:

and how it is perceived to have problems that need to be resolved; how telecommunications is having 

an effect on the lives of Australians, with discussion on how older Australians engage with online 

news; and how mobile phone use in remote Aboriginal and Torres Strait Islander communities is a 

balance between opportunity and affordability. Papers on future digital service delivery and metadata 

retention provide a balance between identifying future use and how authorities are looking our 

telecommunications usage.   

In this issue 

In this issue the Journal contains papers that provide discussion on how 

telecommunications is being used and how telecommunications and services might develop 

in the future. 

The NBN is broken. Here’s the fix provides an insider look at concerns surrounding the 

direction being taken with the National Broadband Network (NBN) and proposes a way 

forward. Possibly the solution could be a far broader review of the government’s Multi-

Technology Mix approach and reconciling why Australia is adopting technologies that were 

in vogue ten to fifteen years ago. 

Digital news and silver surfers. An examination of older Australians' engagement with 

news online and Balancing Opportunity and Affordability: Use of mobile phones in remote 

Aboriginal and Torres Strait Islander communities provide interesting insights into how 

telecommunications is being used by Australians today. Telecommunications is an essential 

service and it is important to remember how telecommunications has a positive effect on our 

daily lives, but the cost of telecommunications remains a challenge for future governments to 

overcome. 

The metadata retention regime introduced recently presents a challenge in the Internet of 

Things era, and It’s only the beginning: Metadata Retention laws and the Internet of Things 

provides an insight into how complex the relationship between technology development and 

law enforcement will become without further research and broad discussion on alternate 

approaches. 
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Business and government service delivery is evolving from traditional brick, mortar and 

trucks to digital delivery over telecommunication systems, and The Future of Digital 

Services Delivery provides a discussion of the shift that is currently underway and why it is 

important to be part of the transition and to look for new and innovative ways to harness 

telecommunications to provide digital services. 

An Opportunity 

The new look Coalition government led by Malcolm Turnbull provides an opportunity for 

recent technology and digital security related decisions made by the government to be 

revisited. The question being pondered by the broader technology, engineering and science 

community is whether Turnbull will take this opportunity to scrap some of the government’s 

more controversial policies, such as those affecting climate change, metadata retention and 

the Multi-Technology Mix NBN. 

It is well understood by technologists that occasionally government decisions will be hard to 

reconcile, especially when Australian experts are dismissed in favour of consultants from the 

other side of the planet. Turnbull’s challenge is to rebuild the government’s relationship with 

the Australian science and technology communities. 

Looking forward 

Papers are invited for upcoming issues. The December issue includes the themes: Economic 

Research, Telecommunication Legacy Issues and Universal Service Obligation. The first 

issue for 2016 in March includes the themes: Telecommunications and Network Security, 

Telecommunications Affordability and Block Chain Technologies (e.g. Bitcoin). 

The December and March themes highlight the breadth of telecommunications from new 

technologies that are finding a place within the vast global telecommunication systems to the 

economics and social aspects of how telecommunications affects individuals and nations. 

We actively seek your help to ensure that the Journal provides the readership with topics of 

interest that reflect the broad nature of the local and international telecommunications 

industry and the global digital economy. If you have a theme for an upcoming issue that you 

would like to recommend to the Editorial Board please let us know. And papers submitted to 

the Journal are welcome and do not need to be associated with a theme issue. 

 

 

Mark A Gregory  
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Digital news and silver surfers  

An examination of older Australians' engagement with 
news online 

 

Dr Renee Barnes 
University of the Sunshine Coast 
 

 

Abstract: With media organisations placing increasing emphasis on online news delivery, many 

have argued the potential for online media to enhance democracy, by enabling increased access to the 

public debate and a greater ability for citizens to influence the public agenda. Within this complex 

paradigm of a changing media landscape, Australia's population is ageing. As a result, understanding 

the needs of older Australians in the presentation and distribution of digital news is vital if we are to 

ensure intergenerational equity in access to public debate. However, very little work has examined 

how older Australians engage with news online. Drawing on a survey of Australians aged 41-84, this 

exploratory study examines the preferences of participants in news engagement, the role of 

presentation and distribution of online news in engagement and perceived barriers to accessing news 

online and on mobile devices.  

Introduction 

The prevalence and impact of digital media platforms have resulted in one of the greatest 

changes to journalism in history. With media organisations placing increasing emphasis on 

online news delivery, many have argued the potential for online media to enhance 

democracy, by enabling increased access to the public debate and a greater ability for citizens 

to influence the public agenda (Gillmor 2004; Rosen 2006; Bruns 2011; Robinson & 

DeShano 2011).  Others have argued that the assumption that digital technology will enhance 

deliberative democracy does not take into account issues of media agency and power 

(O’Donnell 2009) or the institutionalised barriers to enhanced user participation in news 

production, which favour professional journalism norms and traditions (Singer et al 2011).  

As Singer et al (2011) noted, audience participation remains largely limited to those avenues 

that provided the least challenge to a journalist’s agency and authority, such as 

interpretation of the story, or the leaving of comments. However, others have argued that 

comments have an effect on the process and structure of public communication as they reach 

the same audience as mass media (because they are presented beneath journalistically 

http://doi.org/10.18080/ajtde.v3n3.16
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produced articles) and create conditions for deliberative interactions (Springer et al 2015). 

Further, studies suggest that user comments are frequently read and the online news 

audience placed a high value on audience members’ comments (Barnes 2014; 

Robinson 2010). 

Within this complex paradigm of a changing media landscape, Australia's population is 

ageing. The Australian Bureau of Statistics predicts that the median age of Australians is 

expected to increase from 36.8 years to 45.2 by 2056. The proportion of Australians aged 

over 65 years could increase from 13% to 25% of the population during the same time period 

(ABS 2008). As a result, understanding the needs of older Australians in the presentation 

and distribution of digital news is vital if we are to ensure intergenerational equity in access 

to public debate. This article reports on an exploratory study of older Australians. 

Specifically it seeks to address questions of how older Australians engage with news online 

and whether there are any perceived barriers for older adults accessing news online and on 

mobile devices. 

Online news engagement and barriers for older people 

Research has linked engagement with news across all platforms to temporal, situational and 

motivational factors. In a longitudinal study of news usage as an activity, Costera Meijer and 

Groot Kormelink (2014) identify 16 practices of news use: reading, watching, listening, 

viewing, checking, snacking, monitoring, scanning, searching, clicking, linking, sharing, 

liking, recommending, commenting and voting. These practices, the authors argue, relate to 

how individuals undertake the news activity and how it is anchored to other activities within 

their day. For example, the practices of reading and watching were associated with in depth 

or intense concentration, while viewing or listening were more about ‘wallpapering’ the day; 

a practice undertaken while completing other activities such as preparing dinner or driving. 

Overall, the study suggests that the audience's news use encompasses a complex spectrum of 

activities influenced by motivational and situational factors. This approach is similar to other 

studies that have examined how news usage orders and even anchors other social and 

cultural practices (Schrøder 2014; Domingo et al 2015). Therefore it could be argued that 

demographic factors, including age, will impact upon engagement with and use of news, as 

age will influence the social activities that are anchored to news consumption. 

Specifically when considering online news media use, users can engage with online news as a 

‘convenience’ via information distributed through platforms they are engaged with for other 

purposes, such as Facebook and Ninemsn (Flew et al 2011). Others seek to increasingly build 

their own personal repertoires of media channels to follow and access the news (Picone et al 

2014; Flew et al 2011). A study of Canadian internet users found that a significant number of 

http://doi.org/10.18080/ajtde.v3n3.16
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social media users ‘value their personal network as a way to filter the news, rather than 

relying solely on the professional judgement of a news organisation or journalist’ (Hermida 

et al 2012: 816). However, audiences expect online content to be free, which has made it 

difficult for any media producer to charge for content (Sirkkunen & Cook 2012; 

ACMA 2009). In terms of participation on online news websites, the majority of readers of 

online news sites do not leave comments or other forms of user-generated content (Barnes 

2014; van Djyk 2009).   

When considering age in relation to news, older adults (those aged 50 plus) tend to consume 

more news (Kohut 2013), but still prefer traditional media platforms such as newspapers, 

television and radio (Pew Research Center for the People and the Press 2012). However, 

older adults are increasingly accessing social media (Madden 2010). While these studies 

show that older adults lag behind the younger generation in terms of online news 

consumption, no study has focused on how older people engage with news online and what 

specifically prevents those who do not from doing so.  

There is substantial scholarship on the equity issues related to a lack of access to digital 

technology. Terms such as ‘digital divide’ and ‘digital exclusion’ emphasise that existing gaps 

of digital technology use should be bridged, aiming for social inclusion and equal 

distribution of resources and life chances (Friemel 2014; van Dijk & Hacker 2003).  Studies 

focused on this ‘digital divide’ tend to focus on general Internet use, with Internet access and 

use strongly correlated with various socio-demographic dimensions such as income, 

education, gender and age (Helsper 2010; Korupp & Szydlik 2005; Zickuhr & Smith 2012). 

Specifically researchers have noted a ‘Grey Divide’, which is defined as a lack of access and 

literacy online of the oldest members of society in comparison with their younger successors 

(Friemel 2014; Morris et al 2007). 

Numerous studies have investigated the benefits for older people in using computers and 

accessing online information. Benefits can include less anxiety, higher self-efficacy, higher 

life satisfaction (Karavidas et al 2005) and reduced loneliness (McCausland & Falk 2012; 

Morris et al 2007). Specifically the Internet can enhance the lives of older people, by giving 

them the possibility to connect with relatives and retrieve information they are interested in 

(Morris et al 2007). 

Studies have also focused on barriers to older adults in accessing computers and the   

Internet. Specifically, older people face barriers in accessing computers due to a perceived  

lack of benefit, lack of knowledge, fear of hardware being quickly outdated and a lack of 

interest or motivation (Wagner et al 2010; Selwyn 2004). Hakkarainen (2012) has described 

the lack of interest as a social construction of technology as the barrier, where older adults 

view computers as a tool that represents a danger to their lifestyle because of the time 

http://doi.org/10.18080/ajtde.v3n3.16
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required and security issues. Barriers to Internet use reflect these broader technology and 

computer barriers. Peacock and Künemund (2007) found that the key reasons for not using 

the Internet were a lack of device, motivational indifference and deficient knowledge. 

However Millward (2003) argues that the fear of using the Internet is actually the fear of 

humiliation of not being able to. This suggests that the lack of interest is a self-made barrier, 

concealing a more stigmatising lack of skills (Millward 2003). 

Specific design and usability issues have also been highlighted as potential barriers for older 

adults in accessing the Internet. Kurniawan et al (2006) found that older adult web browsers 

prefer personalisation instruments that most preserve the original layout (overriding the 

cascading style sheet with a readily available one using a standard browser). Ensuring older 

adults were able to access relevant information online can also be facilitated by increasing 

font sizes and reducing vertical page length (Becker 2004). 

This project aims to further develop scholarly understanding of the ‘Grey Divide’, by 

investigating how older Australians engage with news online and the perceived barriers to 

accessing news online and on mobile devices. Drawing from previous studies it is apparent 

that older adults have specific considerations for accessing technology and the Internet. 

However, no study has specifically investigated how older adults engage with news online 

and on mobile devices. This study aims to address this gap by undertaking an exploratory 

study of older Australians. Specifically it will seek to address the following research 

questions: 

RQ1: How are older Australians engaging with online news? 

RQ 2: Are there any perceived barriers for older Australians in engaging with online 

news? 

Methodology 

This exploratory study focussed on the Sunshine Coast region of Queensland. This region 

presented an ideal case for the study of older Australians and online news delivery, with a 

median age higher than the Australian average (ABS) and a range of Internet quality and 

accessibility represented in the region. Areas in the north of the region were among the first 

to receive higher speed Internet access through the Government’s National Broadband 

Network, while areas in the west and south have lower access, with many only able to access 

equivalent speeds through expensive satellite connections.  

Data for the study was collected through a survey made available online and in hard copy in 

January and February 2014. The survey consisted of 17 questions that relied on a mix of 

http://doi.org/10.18080/ajtde.v3n3.16
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open-ended, rank-ordered and closed responses to ascertain online news and information 

uses, preferences and perceived barriers, and demographic information about respondents. 

Questions probed preferences for the medium of news delivery as well as specific indications 

of levels of access to online news and time spent on online news websites. Interaction 

through comments was also canvassed, along with any perceived barriers to accessing online 

news sources. Demographic details such as age, sex, postcode and political persuasion were 

also collected.  

To address RQ1, participants were asked questions around their preferred medium for news 

delivery (rank ordered), how they accessed online news (closed), how often they visited 

online news websites (seven point Likert-type scale: 1=never, 7= several times a day) and 

whether they interacted with news websites through commenting features (using a five point 

Likert-type scale: 1=never, 5= regularly, which was defined as at least each week).  

To address RQ2, responses to the open-ended question: ‘Please outline any barriers you feel 

prevent you from accessing news or more news online’, were organised according to 

recurring themes (Strauss and Corbin 1998).  Responses to the question: ‘If you never or 

rarely access news online why is that?’ (only those who responded 'never' or 'rarely' to the 

question of how often they accessed news online were directed to this question) were 

analysed in the same way.  

Perceived barriers to making comments on websites were also explored through the closed 

question, ‘If you never or rarely make a comment, why is that?’ Drawing on a qualitative 

study examining the motivations of those who leave comments on online news websites 

(Barnes 2014) the following responses were provided:  

(1) don’t have the time or inclination,  

(2) intimidated by other commenters,   

(3) don’t have the technical expertise and  

(4) other.  

Analysis of these three questions was used to address RQ2. 

Participants were recruited via the Sunshine Coast University of Third Age (U3A) email list 

and promotional materials placed in U3A’s classrooms. The study was also publicised 

through stories in local newspapers and radio stations. 

The survey received 248 responses (234 online and 14 hard copy) with an 89.9% completion 

rate. The most-represented age groups were: 61-70 years (48.4%, n= 107) and 71 years or 

above (36.7%, n=81). Females were over-represented with 59.7% (n= 132) of responses and 

males at 40.3% (n= 89). As a self-selecting sample, the participants are non-representative 

http://doi.org/10.18080/ajtde.v3n3.16
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and therefore the results are limited in their generalisability. Another key limit of the survey 

is an over-representation of online survey completions which has the potential to skew 

results to favour online sources. However, as an exploratory study, the analysis provides 

scope to inform further study into this understudied field. 

Results 

RQ1: How are older Australians engaging with news online? 

Overall, the majority of participants expressed a preference for television news. This is in line 

with previous studies which have found that ‘traditional’ media platforms of print and 

television are preferred by those aged over 36 years of age (Pew Research Center for the 

People and the Press 2012). When asked specifically about accessing news online, responses 

were heavily weighted at either end of the spectrum (see TABLE 1), with 35.8% (n= 88) 

visiting news websites several times a day and 21.1%(n= 52) visiting once a day, while 9.3% 

(n= 23) never visited online news websites and 19.5% (n=48) rarely (defined as 1-3 times a 

month) visited an online news website. 

TABLE 1 

How often do you access news online? 

Answer Options Response Percent Response Count 

Never 9.3% 23 

Rarely 19.5% 48 

Once a fortnight 2.8% 7 

Once a week 3.7% 9 

Several times a week 7.7% 19 

Once a day 21.1% 52 

Several times a day 35.8% 88 

    Answered question 246 

    Skipped question 2 

 

When the data was further parsed via gender, it found that females are more likely never or 

rarely to visit online news websites, with 30% (n=40) of females responding 'never' or 'rarely' 

and 20% (n=18) of males represented in the 'never' or 'rarely' response category (See 

TABLE 2).  

http://doi.org/10.18080/ajtde.v3n3.16
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This is consistent with other studies that investigated older people and overall Internet 

access where females aged 55 plus were found to be less likely to go online (Friemel 2014). Of 

those females who never or rarely visit online news websites, their preferred medium for 

news and information delivery was commercial television and ABC radio.  

TABLE 2 

How often do you access news online? Male Female 

Answer Options 
Response 
Percent 

Response 
Count 

Response 
Percent 

Response 
Count 

Never 8.0% 7 9.8% 13 

Rarely 12.5% 11 20.5% 27 

Once a fortnight 1.1% 1 3.8% 5 

Once a week 2.3% 2 4.5% 6 

Several times a week 9.1% 8 7.6% 10 

Once a day 23.9% 21 20.5% 27 

Several times a day 43.2% 38 33.3% 44 

      Total: 88     Total:  132  

        Answered question 220 

   

Skipped question 26  

 

When the data was analysed in relation to age group, those aged 71 and above were the most 

likely to never or rarely access news online 37% (n= 30), while only 15% (n=4) of those aged 

51-60 never or rarely accessed online news. Those aged 41-50 years were the most likely to 

access news online with 83% (n=5) accessing several times a day. Of those in the 51-60 age 

group, 67% (n=18) accessed once a day or several times a day (see TABLE 3). 

http://doi.org/10.18080/ajtde.v3n3.16


 

Australian Journal of Telecommunications and the Digital Economy, ISSN 2203-1693, Volume 3 Number 3 September 2015 
Copyright © 2015 http://doi.org/10.18080/ajtde.v3n3.16 8 

 

TABLE 3 

How often do you 
access news online? 

41-50 years 51-60 years 71 years or above 

Answer Options 
Response 
Percent 

Response 
Count 

Response 
Percent 

Response 
Count 

Response 
Percent 

Response 
Count 

Never 0.0% 0 7.4% 2 13.6% 11 

Rarely 0.0% 0 7.4% 2 23.5% 19 

Once a fortnight 0.0% 0 3.7% 1 1.2% 1 

Once a week 0.0% 0 7.4% 2 3.7% 3 

Several times a week 0.0% 0 7.4% 2 12.3% 10 

Once a day 16.7% 1 7.4% 2 27.2% 22 

Several times a day 83.3% 5 59.3% 16 18.5% 15 

      Total: 6   Total: 27   Total: 81 

            Answered question 220 

      

Skipped question 26  

 

For those who were accessing online websites, the majority were doing so via a home desktop 

computer (65.5%, n=135). The next category was a tablet computer (27.7%, n=57), while only 

5.3% (n=11) were accessing news websites via a mobile phone (see TABLE 4). When online, 

the majority of respondents found news stories through a news website homepage (63.3%, 

n= 131). Only 7.7% (n=16) used social media to source news stories. 

TABLE 3 

How do you most often access news websites? 

Answer Options Response Percent Response Count 

On your home desktop computer 65.5% 135 

At desktop computer that is not 
your own (library, friend etc.) 

0.5% 1 

On your mobile phone 5.3% 11 

On a tablet device 27.7% 57 

Other  1.0% 2 

    Answered question 206 

     Skipped question  36 
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Finally, given that interactivity is a feature of online journalism, respondents were asked how 

often they made comments on news stories online (see TABLE 5). The majority of 

respondents never made a comment (45.1%, n= 93), while only 12.1% (n= 25) often or 

regularly made a comment.  This reflects other studies which suggest only a small portion of 

the overall audience makes active contributions (Barnes 2014; Van Dijck 2009). Of those 

who never made a comment the majority were in the 61-70 years age bracket (56.2%, n=50) 

and 71 and above (36%, n=32).  Female respondents were also far more likely to never leave 

a comment (70.8%, n= 63). 

TABLE 5 

How often do you make comments on stories on news websites? 

Answer Options 
Response 
Percent 

Response 
Count 

Never 45.1% 93 

Rarely (1-3 times) 27.7% 57 

Sometimes (3-10 times) 15.0% 31 

Often (10-30 times) 3.9% 8 

Regularly (at least each week) 8.3% 17 

answered question 206 

skipped question 42 

*Note respondents who never visited news sites were directed away from this question. 

RQ 2: Are there any perceived barriers for older Australians in 
engaging with online news? 

Analysis of the open responses that related to perceived barriers identified the following six 

themes: 

1. The importance of tradition and routine and convenience 

2. Intimidated by or an inability to use the technology 

3. Perceived quality of online news 

4. Usability and design issues  

5. Cost 

6. Poor Internet or cellular data access 
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Respondents identified routine, tradition and convenience as factors that prevented them 

accessing news online. For example: 

I guess old habits die hard but we do not like using the computer during the day (95) 

I do not enjoy sitting in front of a computer. I find it more relaxing to sit in my recliner 

lounge chair (235) 

Easier to be doing other things while listening to news (7) 

Here respondents are suggesting the importance of temporal and locational factors in the 

engagement with news, which reflects other studies that have examined how news usage 

anchors other social and cultural practices (Schrøder 2014; Domingo et al 2015).  What these 

responses suggest is that for some older Australians news consumption is associated with 

particular traditions or activities such as reading in the recliner lounge chair. These routines 

or traditions therefore serve as a barrier to engaging with online news. 

For other respondents, intimidation by or the inability to use the technology needed to 

access online news was the barrier. As one respondent simply noted to the question, ‘If you 

never access news online why is that?’, ‘How?’ (28).  

Or for other respondents to the question on what barriers they thought prevented them from 

accessing news online: 

I do not have a computer and cannot use one (240) 

I wouldn’t know where to start. I don’t use a computer (245) 

These results reflect those studies that show a general lack of online literacy for those over 55 

compared with their younger counterparts (Friemel 2014). 

The perceived lack of quality of online news sources was seen by respondents as another 

reason for not accessing news online. As these respondents noted: 

Biased reporting.  Not staying with the facts but putting ideological slants on stories’ 
(62) 

Strong bias and sensationalist focus’ (50) 

This differs from a national survey of Australians that found the Internet was the most 

trusted source news and information, ahead of television, newspapers and radio 

(ACMA 2009).  

  

http://doi.org/10.18080/ajtde.v3n3.16


 

Australian Journal of Telecommunications and the Digital Economy, ISSN 2203-1693, Volume 3 Number 3 September 2015 
Copyright © 2015 http://doi.org/10.18080/ajtde.v3n3.16 11 

 

However, it was not just the content of news websites which provided a barrier to 

engagement with news online for respondents to the survey, but also how it was presented. 

Specifically for many respondents the design of news webpages and usability issues were 

identified as barriers. For example: 

complicated, confusing pages with multitudes of choices and non-relevant links’ (88) 

it just annoys me to have to keep scrolling to read an article (150) 

it can be overwhelming, I just don’t know where to start [when first arriving at a news 

homepage] (32) 

This reflects studies which investigated health services online and found that older adults 

had more success in using systems that had made specific adjustments to design 

(Becker 2004). 

Cost was also a barrier noted by respondents. For example, respondents to the question: 

Please outline any barriers you feel prevent you from accessing news or more news online, 

noted: 

Requests for payment to access. As a pensioner this is not an option (22) 

The need to subscribe and pay (35) 

These responses reflect other studies, which have shown that users are reluctant to pay for 

online news (ACMA 2009; Sirkkunen & Cook 2012). However, respondents also noted that 

the cost of Internet access also played a role as a barrier to online news consumption. As this 

repondent noted: 

 [I] don't want to have the service cost me money because it pushes lots of irrelevant 

imagery at me consuming my bandwidth budget   (89) 

Cost was often coupled with poor Internet access or speeds. As the above respondent further 

noted: 

It is impossible to get affordable and reliable Internet in my area (89) 

Or as respondent 49 noted: 

Terrible internet speeds where I live [Nambour], due to serious network overloading, 

which stops me access news while it is still current (49) 

The survey also addressed barriers to making comments online. Respondents who answered 

"" "rarely" to the question: "How often do you make comments on stories on news websites?" 

were directed to a question that asked why they never or rarely made a comment. From these 

responses 83.2% (n= 94) responded that they didn’t have the time or the inclination, while 

8% (n= 9) were intimidated by other commenters and 8.8% (n=10) didn’t know how to. 
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Discussion and conclusion 

The results of this study suggest that older Australians are still relying on ‘traditional’ media 

for their news and informational needs. The reasons for this include a lack of digital literacy 

as identified by authors concerned by a ‘Grey Divide’, as well as other exclusion issues such 

as access and cost. However barriers for engagement may be broader than that, with 

indications that the design and usability of news websites ensure these are perceived as not 

relevant or not applicable for older Australians. This suggests that further research is needed 

into the preferences and requirements of older Australians in the design of news websites. 

This field of research is particularly relevant considering other results of this study, which 

suggests that the majority of older Australians are accessing news through a desktop 

computer, not through mobile or smartphones. Access to news websites through mobile 

phones has been highlighted as the largest growth market in Australia, with mainstream 

news organisations investing heavily in this space (ACMA 2009). This study also suggests 

that older adults are finding news through news website homepages. This differs from other 

studies (Hermida et al 2012; Picone et al 2014) which show the increasing importance of 

social media in accessing the news audience online. Therefore homepage design and 

usability will have an impact on ensuring older adults are engaging with public debate 

through online news delivery. The social and cultural practices and the temporal 

considerations of older Australians also need to be included in any investigation of design 

and usability, as these are factors that influence the ways in which participants engaged with 

news. 

This study has limitations that must be considered. As an exploratory study it focused on a 

case study of the Sunshine Coast region. To provide a complete picture of older Australians 

requires a national representative sample. However, the study does provide a useful 

direction for further work in this field. 

Overall, the study shows a need to further investigate the needs of older Australians in the 

presentation and delivery of news online. This study suggests that older Australians have 

specific needs that in some cases are not being met by online news providers, and that this 

has the potential to stymie intergenerational participation in the public debate into the 

future. 
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Abstract: This article reports on the findings of a research project that investigated the use of 

mobile phones and the internet in remote Aboriginal and Torres Strait Islander communities 

in Australia. Indigenous Australians living in remote areas have previously had little access to 

and use of the internet (Rennie et al 2013) and are far less likely to access the internet within 

the home than non-Indigenous Australians (Rennie et al 2010). The proliferation of mobile 

phone ownership in Indigenous communities in Australian and internationally (Brady et al 

2008) is resulting in increased access to the internet via mobile devices, as well as new 

communication, social and economic implications for phone owners. Using qualitative 

methodologies, including focus groups and semi-structured interviews in four remote 

communities, this article explores the ways that remote community members are using mobile 

phones; their access to online information and social media; and the problems they experience 

with service provision, bills and connectivity. It reinforces the need for more research into 

barriers to phone and internet usage by Aboriginal and Torres Strait people in remote areas, as 

well as the importance of informing remote community members of their telecommunications 

rights.   

 

Introduction  

The challenges faced by Indigenous Australians living in remote areas in accessing and using 

basic telecommunications services are well documented. These challenges include “vast 

geographic distances, small and remote populations, the cost of deploying 

telecommunications infrastructure and harsh environmental conditions”, coupled with the 

socioeconomic disadvantages faced by many people living in these communities (Australian 

Communications and Media Authority 2008: 5). Bandias and Vemuri (2005: 237) note that a 

range of Australian Government reports have “citied inadequate infrastructure, lack of service 

provision, the high cost of access and 'thin' markets as key impediments” to provision of 

telecommunications service in remote Australia. The digital divide, between those with 
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reliable access to new forms of information technology and those without, is widest between 

remote Indigenous community members and other Australians (Gunkel 2003: 499), with the 

Central Land Council’s 2010 submission to the Reconnecting the Customer Inquiry noting 

that remote Aboriginal communities “are least serviced by telecommunications providers” 

(Central Land Council 2010).  

At a basic level, access to mobile phone coverage has been extremely limited in many remote 

Indigenous communities. As of 2008, Telstra data showed 3G mobile coverage was available 

only to an estimated 26 per cent of remote Indigenous communities (Australian 

Communications and Media Association 2008: 6). Large geographic areas of Australia have 

consistently been unable to access reliable mobile phone services, with Rennie, Crouch, 

Wright and Thomas (2013: 589) noting that mobile phone (3G) coverage for Indigenous 

residents of central Australia was limited to about 7000 people in seven discrete locations, or 

only about 50% of the total population. For community members living in outstations or 

moving outside of community boundaries, there is generally no access at all to mobile phone 

coverage.  

At the same time, use of mobile phones has emerged as a key communications medium for 

those remote Aboriginal and Torres Strait Islander community members who do live in areas 

where there is some form of coverage, particularly among young people (Papandrea 2010: 52). 

This is partly due to low levels of use of residential fixed-line services (Australian 

Communications and Media Authority 2008: 6), with few households in these communities 

having a fixed-line phone (Brady et al 2008: 390). It is also a result of the linkage between the 

use of mobile phone communications and traditional forms of community communication, 

with the aural and graphical characteristics of mobile technology aligning closely to “strengths 

in Indigenous oral and graphical culture” (Brady et al 2008: 384).  

Access to and use of the internet has been increasing dramatically in remote Aboriginal and 

Torres Strait Islander communities in recent years. As Brady, Dyson and Asela note, 

Indigenous people around the world are becoming more and more interested in ICT 

(Brady et al 2008: 384). This internet access has followed an interesting pattern in remote 

Indigenous communities in Australia, in effect ‘leap-frogging’ PCs and laptops, which have 

experienced low levels of use in these communities (Daly 2005: 3), and moving directly to 

online access via hand-held devices. Internet connection in households in these communities 

has, like fixed-line phone services, tended to be either financially or technically unattainable. 

In 2006, it was estimated that Indigenous Australians were almost 70 per cent less likely than 

non-Indigenous Australians to have an internet connection in their home (Australian Bureau 

of Statistics 2007).  
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Much of the access to the internet by young Aboriginal and Torres Strait Islander people has 

been through computers at schools, with 2008 statistics showing that more than nine out of 

ten (91%) of Aboriginal and Torres Strait Islander children aged 5-14 years who used a 

computer had accessed it from a school (Australian Bureau of Statistics 2011). Internet access 

in remote communities has been even more problematic, with 2006 estimates showing 20% 

of Indigenous households in remote and very remote Australia had an internet-connection, 

compared with 60% of non-Indigenous households in the same statistical area (Rennie et al 

2013: 583). This figure dropped as low as 2.2% for households in remote areas of central 

Australia.  

From community to community, internet access can be highly variable in remote areas of 

Australia (McCallum & Papandrea 2009: 1231), with communities experiencing difference in 

the “types of access, bandwidth, reliability and cost” (Rennie et al 2010: 52). The issue of ICT 

skills and knowledge further impacts on the use of the internet in remote communities, with 

McCallum and Papandrea (2009: 1245) noting the lack of “prerequisite knowledge and skills 

for more intensive internet use”. Use of the internet via PCs, therefore, has been limited in 

many communities to very basic fulfilment of economic needs, such as checking a bank 

account balance (Papandrea 2010: 54).    

Arguably, the increased use of mobile phones in communities (Brady et al 2008) could provide 

an opportunity for direct access to the internet without reliance on computers in homes or 

community hubs. However, as more and more remote community members begin to use 

mobile phones as both their key means of communication and their key medium for accessing 

the internet, it is clear that equitable access to mobile services is not simply related to reliable 

coverage. Remote community members living in areas with reliable, or somewhat reliable, 

coverage are still impacted on by financial constraints and lack of access to appropriate 

information and support in the area of consumer rights.  

A number of recent cases and research projects have highlighted examples of remote 

community members being sold mobile phone packages that were poorly matched to their 

needs and budgets (see Loban 2013; Rennie et al 2010). While use of mobile phones in remote 

communities has opened up new opportunities in terms of education, health, banking and 

social networking, they have also “facilitated access into remote Indigenous communities by 

unscrupulous businesses using high pressure sales tactics such as telemarketing” (Loban 

2013: 6). A number of remote Indigenous communities have reported “poor customer service, 

extreme instances of bill shock and astronomic complaint levels” (Central Land Council 2010).  

There is clear recognition internationally that access to reliable communications and the 

internet are fundamentally important to the well-being of communities, families and 

individuals. As Bandias (2010: 47) notes, “improved access to telephones, the internet and ICT 
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services has the potential to mitigate the negative effects of the geographic and social isolation 

experienced by the community”. This research project explores the ways remote community 

members are using their mobile phones and their access to online information and social 

media. It also explores problems community members experience with service provision, bills 

and connectivity, examining in detail community perspectives on barriers to phone and 

internet usage by Aboriginal and Torres Strait people in remote areas.  

Research Methodology 

The research consisted of a series of four focus groups and 14 semi-structured interviews with 

people living in remote Aboriginal and Torres Strait Islander communities (all of whom lived 

in communities with some mobile phone coverage).  Each focus group comprised five to eight 

community members, based on recommendations from a local Indigenous research assistant 

as to which community members would be comfortable speaking in each other’s company. The 

27 focus group members included predominantly users of mobile phones (23) and the internet 

(23), with all those with a mobile phone using it for both texting and calling. These focus 

groups were informal and semi-structured, allowing participants to generate questions and 

concepts, express opinions, and pursue their own priorities in their terms and using their 

words (Kitzinger & Barbour 1999: 5).  

By allowing focus groups to be flexible and fluid in nature, it was hoped that participants would 

be encouraged to express a wide range of attitudes, as well as developing shared values in a 

group setting (Waterton & Wynne 1995: 141). Group discussion was encouraged as part of the 

focus group process, allowing the development of collective notions shared and negotiated by 

members of the group (Gunter 2000: 44). 

The location and number of participants in the focus groups is summarised in the table below: 

Location Date Number of 
participants 

Gender Age range 

Cape York, QLD 6 March 2015 5 3 male, 2 female 17-48 

Cape York, QLD 6 March 2015 7 4 male, 3 female 18-52 

Kimberley, WA 9 March 2015 7 4 male, 3 female 17-38 

Central Desert, NT 9 March 2015 8 3 male, 5 female 18-52 

 

The focus groups were complemented by 14 semi-structured interviews with remote 

community members (six in Cape York, four in the Kimberley and four in the Northern 

Territory). Semi-structured interviews were used “to give the interviewees the space and the 
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authority to examine their own experiences” (Brady et al 2008: 389). As Holstein and 

Gubrium (2002: 120) note, this form of interviewing is an especially useful mode of inquiry as 

it can result in the production of meanings that address issues relating to particular research 

concepts. Interviewees were identified based on recommendations from a local Indigenous 

research assistant (Meadows et al 2007 used and recommend the widespread use of local 

people as research assistants). ‘Chance meeting’ interviews were also used wherever possible, 

reflecting the informal community setting of the research and the successful use of this form 

of interview by previous researchers in remote Indigenous settings (Meadows 2002; Watson 

2013). 

As with the focus groups, the interviews were fluid in nature, allowing interviewees to freely 

express their views about key issues relating to their use of mobile phones and the internet. 

This type of semi-structured interviewing allows clarification of points, extension of responses, 

and the ability to remind respondents of points they might not have mentioned (Gillham 

2000: 14). While the interviewer attempted to facilitate without overly directing the 

interviewee’s talk (Rapley 2004: 20), it was acknowledged that the interviewer might in some 

cases need to guide the interviews to ensure the key areas of the research project were 

addressed, recognising that “all interview statements are actions arising from an interaction 

between interviewer and interviewee” (Jensen 2002: 240).  

All focus groups and interviews were analysed based on themes and application of codes to 

data (Rapley 2004: 27). As Jensen (2002: 247) notes, this use of thematic coding allows 

qualitative researchers to identify the occurrence of particular themes or frames in the context 

of communication. 

Key findings:  

High Levels of Use of Mobile Phones and the Internet 

The outcomes of the focus groups and semi-structured interviews suggests that even in very 

remote communities, large numbers of Aboriginal and Torres Strait Islander people own, or 

have access to, a mobile phone. This was summarised by a community member in Cape York, 

who noted: 

We all have these phones, the mobile ones. Most people now, especially the young ones. 

But most people now, yes, have them. 

While pre-paid mobile phone services were more common, a significant proportion of those 

involved in the research had signed up to post-paid contracts. Reasons why so many people in 

remote communities feel they need a mobile phone are related to the geographic isolation of 

where they live, the need to be in contact when working in remote areas, and social reasons 
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(especially among young people). A number of community members commented on the 

importance of having a mobile phone to stay in touch when outside of their community, such 

as to “feel safe if I am driving and I get broke down” or “stay in touch if I am out working in 

case I need something or something goes wrong”.  

A significant number of community members also indicated that having a mobile phone was 

seen as important as peers and family members already had them, with one community 

member in the Northern Territory noting that mobiles are “something everyone has, so we 

want one too”. The importance of having a phone for social reasons was summarised by a 

young person in the Kimberley: 

All my friends like to stay in touch. So they text, or they are on Facebook or something, 

and I don’t want to miss out. Sometimes everyone’s just sitting there with their phones 

looking at them, so if you don’t have one, what do you do? (laughs) 

There is also evidence that the proportion of people using a mobile phone as a key (or primary) 

means of communication has increased significantly in the past two to three years, and 

continues to increase. A number of interviewees and focus group members commented on the 

changes that have happened in their community and networks of families and friends in terms 

of increased ownership and use of mobile phones, including one interviewee in the Kimberley 

who noted that “a few years ago, not so many people had them, but now almost everyone does”. 

Community members who were part of the research project who currently do not have a phone 

indicated they planned to get one soon, with a focus member in Cape York noting “I will get 

one soon – I am looking right now at how to get one, and what I can afford.” There was also 

some evidence in the research of sharing of mobile phones between friends and family 

members, as noted by a focus group member in the Northern Territory who observed 

“sometimes I will give someone my phone to use, for a call or to send a message or to check 

something out, so I pass it to them, then they give it back to me later”.  

One of the primary reasons cited by people in remote Aboriginal and Torres Strait Islander 

communities for wanting to have a mobile phone is a desire to stay connected to friends and 

family. For some community members, this was because mobile phones are now the easiest 

way to stay connected with people as they move around the community, as noted by an 

interviewee in Cape York: 

Before, you had to ask around. No one had a phone at home. No one had a mobile phone. 

You had to ask people: ‘Is (name of person) at the Arts Centre, or has he gone up to the 

road?’ Now you can just send a text or you can call them. So it makes things easier for 

people. It’s the same at work. Some people had walkie-talkies or whatever. But now it’s 

just your phone. They can call you any time. 
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For many community members, mobile phones are also providing an easy way to stay 

connected with family members and friends in nearby communities, regional or urban centres, 

or other parts of the country. A focus group member in the Kimberley observed that: 

People move around a lot. Or they have to go somewhere for work, or for medical stuff. 

The young ones might go off to school. So we can stay in touch. That might be Facebook, 

or just to call them. I have family in other places, so I can call them, or send them a 

message. You can take a photo to show them.  

High Levels of Access to Online Content via Mobile Phones 

Both focus groups and interviews revealed strong usage of mobile devices to access 

information, news and entertainment through the internet. While this use of the internet 

through mobile devices varies slightly from location to location (with more people in remote 

areas of Queensland regularly accessing content from the internet than in other locations), all 

focus groups resulted in evidence of widespread use of the internet. While a small number of 

community members reported using their mobile phones to access news and information, 

including weather updates and “looking at ABC or other news sites”, a significant proportion 

of interviewees and focus group members indicated their primary use of the internet was for 

access to entertainment content and social media. A number of community members indicated 

they were using their phones regularly to “check out what’s happening on Facebook” or “look 

at something that someone has told me about, like a video or something funny”. An 

interviewee in the Northern Territory noted: 

We all like to be on Facebook, but some of us just like to follow YouTube or watch 

something. Lots of people are downloading music, and some are watching TV shows and 

stuff. But mainly it’s that Facebook stuff, because that’s how some people say connected. 

When speaking about social media, most focus group members and interviews referred clearly 

to using ‘Facebook’. There were only two references to use of other forms of social media such 

as Instagram, and no references to Twitter use. Further investigation of this with an 

interviewee in Cape York elicited the following observation: 

For most of us, it’s just Facebook. Everyone is on there, so that’s what we do. But some 

people are starting to use Instagram. A few. I don’t know about Twitter. Maybe some 

people follow someone famous or something, but not so much. It’s not what they like to 

do. 

While health and mental health information are not key areas of online searching for remote 

Aboriginal and Torres Strait Islander community members, some community members 

referred to using the internet to investigate health and mental health signs and symptoms, and 
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to access information on support and treatment options. While use of the internet is currently 

strongly focused on social media and access to entertainment content, some interviewees 

reported they had used the internet to look up health or mental health information online, as 

noted by an interviewee in Cape York: 

I have tried to find a couple of things. Mainly for health, for my kids. I’ll look up and see 

if I can work out what is going on with them.  

Importantly, many community members involved in the research indicated they would be 

prepared to access this kind of information in the future if content was promoted to, and 

tailored to, them specifically. This was summarised by an interviewee in Cape York: 

I think that kind of information is important to us, yes. And it would be useful for us. 

But people won’t just go there to find it. They would, I think, if you had someone at the 

clinic tell them about it. Or a poster or something. But we don’t know to go and find it 

on the internet, so we don’t. 

Problems with Reliability, Affordability and Service Provision 

Despite increased access to mobile phones and the internet by remote Aboriginal and Torres 

Strait Islander community members, the research found that a large number of community 

members experience ongoing problems with unreliable access to phone networks and slow or 

intermittent access to the internet. These problems were most highly reported in the Northern 

Territory, but there is evidence in all locations of concerns about being able to access reliable 

phone and internet services. A focus group member in the Northern Territory observed: 

It’s getting worse, I reckon. At my house, sometimes you can’t get a signal. Or you want 

to go on Facebook, but it won’t go there. It takes a long time. It used to be better. 

Receiving large and/or unexpected bills was a common concern among participants in focus 

groups and semi-structured interviews. A number of community members commented on the 

experience of receiving a large bill themselves, or provided examples of family members or 

friends who had struggled to pay their phone bills. A focus group member in the Northern 

Territory observed: 

A couple of times I will get a phone bill, and it will seem like so much. Like much more 

than I thought it would be, and I am worried about paying it. If it arrives with another 

bill, I get really worried. I think that’s why a lot of people pay for it, they pre-pay. Because 

if you get a bill and you can’t pay, it’s a big problem. 

Many interviewees and focus group members noted that they had been shocked by the cost of 

using their mobile phones, either by receiving large bills or by running out of credit very 

quickly. Community members were unsure of why their bills are high, and/or unsure of how 
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they can potentially minimise their call costs and data usage. As one interview in Cape York 

noted: 

It can be hard to work it out, why it costs so much. Because you don’t know how much it 

will cost if you download a movie, or they tell you that you are close to going over your 

limit, but you don’t know what happens when you do. So you just end up paying a lot, 

sometimes. People here like to get music, or watch videos, or call people down south. So 

suddenly they’ve spent a lot of money. It’s not explained to them how. 

A number of community members were also unaware of options to change their plans, and did 

not understand the current provisions and limits of their plans or pre-paid services. A focus 

group member in the Northern Territory summarised this: 

When people get their phone, they are just sort of told what will be best for them. Then 

when they use it, they want to use it all the time, so they end up paying too much money. 

And they don’t know what to do to fix it. They don’t know they can call up and ask for a 

change to their agreement or whatever. So they feel stuck. 

Many remote Aboriginal and Torres Strait Islander community members did not fully 

understand their rights when dealing with service providers. This included some observations 

by focus group members and interviewees indicating that they did not think it was possible to 

change their phone contracts and/or services once they were set in place, as a focus group 

member in Cape York observed: 

I told my sister that she could change that contract. That she could ring them and tell 

them she wanted a better one, because she always running out of being able to get on the 

internet. But she said ‘no, you can’t change it’. A lot of people think that way. You get 

your phone and you sign your name and that’s it. Finish.  

Some community members reported dealing with service providers who were unhelpful or 

‘forceful’ when explaining contracts to them, or outlining how to use prepaid services. This 

was captured in a focus group exchange in the Kimberley: 

They (the service provider) tell you it’s a good deal. It’s the best thing for you. They kind 

of force you to get a phone, and to get a certain type of calls or internet… 

But yeah, if you ask what you are getting, they’re not helping you. They’re like: ‘it’s what 

you need, so just get it’. Then you have to pay all the time, you pay too much. 

There’s no one to tell you, in a way you’ll understand, what it’s all about. How much it 

will cost. If it will work. They just want you to buy it. 

The outcomes of the focus groups and semi-structured interviews suggest a low level of 

awareness of support remote Indigenous community members can access to resolve problems 
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with bills, contracts, pre-paid services or service provision in general. Some comments 

highlighted a cultural problem with complaining about services of any kind, with a focus group 

member in Cape York noting that “people up this way just don’t like to complain, we won’t 

phone up someone and tell them something is not right”. An interviewee in Cape York explored 

this idea further: 

You can’t just tell people that they can phone someone or go online if they have a 

problem. For a start, people aren’t used to calling up places to say ‘please help me with 

this’. They like to talk to someone they know, or someone local. Then also, they sort of 

don’t know what to ask about. So if you could say: ‘are you paying too much for your 

phone, for your bills?’ then they might say ‘oh, yeah, I am’. Then you can tell them they 

can get some help with that. They need to know what to say, you know what I mean? 

Other focus group members and interviewees focused on what they felt to be a lack of 

awareness of where community members could go if they wanted to resolve a problem with 

their phone or internet service. A focus group member in the Kimberley noted: 

We don’t know who you talk to. If your phone is broke or whatever, or you got some 

problem, we don’t know who to talk to. We can’t go to the store and sort it out.  

It is evident from this research that community members would like more support and 

information (including translated content in community languages) that will help them to 

understand their rights and obligations before signing up to contracts, as well as during the 

contract period. A community member in Cape York suggested some “simple posters that let 

people know their rights, let them know who they can talk to about any problems”. A focus 

group member in the Northern Territory suggested: 

You need some things in language, things people can listen to, because that’s important 

for people. They won’t read something, but if you can tell them, they understand. So 

yeah, tell them with a video or a CD or something, like radio there, tell them what 

questions they should ask, what they need to know.  

Conclusions/Recommendations   

While limited in scope in terms of the numbers of remote communities involved, feedback 

from community members indicates that in regions where there is some coverage, use of 

mobile phones is widespread and increasing. Findings in the remote communities involved in 

this research project align well with those of Brady et al (2008: 393), who point to a very high 

rate of mobile phone adoption and ownership in Indigenous Australia. This increased use of 

mobile phones for communication has been accompanied in the communities investigated by 

an increase in access to the internet via smartphones. 
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While previous studies have noted the use of mobile phones primarily for talking, texting and 

staying in touch with family and friends (see Brady et al 2008), there is clear evidence in this 

research project that many community members are using mobile phones to access social 

media and download music and movies. There is also some evidence that access to online 

news, as well as health and mental health information, is increasing in these remote 

communities. However, the desire of community members to get online and communicate 

primarily via their mobile devices is resulting in significant issues in terms of costs and 

problems with service provision. Even in communities with high levels of mobile phone 

ownership, issues are experienced with reliability and quality of phone and internet services.  

The high, and often unexpected costs, of phone and internet usage have the potential to create 

ongoing problems for many remote Aboriginal and Torres Strait Islander consumers. The 

costs of phone contracts, pre-paid services, phone calls and data download continue to be 

limiting factors affecting the ability of remote community members to access reliable 

communications that meet their needs and wants (see also Rennie et al 2013; Papandrea 2010; 

Brady et al 2008). In communities where income levels are low and households are among the 

most disadvantaged economically in Australia, the cost of phone services can be a significant 

proportion of family and individual incomes. Rennie, Crouch, Wright and Thomas (2013: 591) 

note a 2007 study of mobile phone use in remote Northern Territory communities found that 

participants on Centrelink benefits were spending on average 13.5% of their income on their 

mobile phone, and those on CDEP were spending 8.3% of their income on their mobile phone.  

Added to concerns from remote community members about the high, and often unexpected, 

costs of phone and internet bills and lack of reliable coverage, this research project has noted 

ongoing issues faced by individuals when seeking to resolve these problems. Many remote 

Aboriginal and Torres Strait Islander community members were confused about their phone 

and internet contracts and their consumer rights, and there were low levels of awareness of 

mechanisms for complaining or sorting out problems. It is suggested that more information 

needs to be provided to remote Aboriginal and Torres Strait Islander communities, in formats 

that are easily understood and culturally relevant, to build awareness of consumer rights and 

complaints mechanisms (see also Loban 2013).  

Mobile phones are now playing an important and growing role in meeting the communications 

needs and wants of remote Indigenous community members. They provide a style of oral 

communication that suits more traditional forms of Indigenous communications (Brady et al 

2008: 388), combining graphic and oral elements of communication that resonate strongly 

with cultural communication norms. They also have the potential to open up a range of new 

social and economic benefits for these communities and those who live there (McCallum & 

Papandrea 2009: 1254) and help to overcome the digital divide that has existed in these 
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communities for long periods (Rennie et al 2010: 66). As Bandias (2010: 47) notes, improved 

access to telephones and the internet has “the potential to mitigate the negative effects of the 

geographic and social isolation experienced by the community”.  

Access to the internet and social media via mobile phones provides remote community 

members with new avenues for connection to like-minded people and communities national 

and globally, with Indigenous communities using new technologies in innovative and creative 

ways (Eardley et al 2009: 18). As an essential service for Indigenous people living in remote 

communities, and as a catalyst for future social connections, creative outlets and access to 

important news, information and services, there is a need for ongoing improvements to levels 

of access to reliable and affordable mobile phone and internet services. This research project 

suggests that this increased access must be accompanied by affordable service provision, 

coupled with clear and culturally-relevant information on telecommunications consumer 

rights. 
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Abstract: Australia has set a strong ambition to capture opportunities presented by the 

emerging digital economy. While much discussion has focussed on the significant investment 

being made in broadband infrastructure, it is important to recognise that a range of other 

factors will also impact Australia’s ability to achieve its vision of a dynamic digital market. Not 

least will be the requirement for the highest levels of satisfaction across a complex service 

delivery environment encompassing retail and business consumers, today’s retail and 

wholesale service providers, and early phase digital content providers as well as the full range 

of future digital application services providers. 

Realising Australia’s ambition for the digital economy transcends access network architecture 

and technology considerations, while highlighting the complex array of technology, process 

and systems components required to deliver digital services in the global marketplace. 

Successfully harnessing this diverse set of contributors is fundamental to ensuring Australia 

develops an effective service delivery ecosystem to underpin its digital future. 

This paper makes the case for industry to turn its attention to the operational market 

structure and processes that will support this future environment, together with the key multi-

party relationships and interdependencies that will underpin the required high levels of user 

experience and Australia’s ultimate success. 

 

Introduction 

There is strong recognition of the significant contribution of digital services to economic 

performance, with broadband access as their key enabler. In Australia, the growth of 

e-commerce has consistently outpaced GPD growth over the last decade (ABS 2014;  

Deloitte 2015) while the pervasive reliance on connectivity and new digital tools in everyday 
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personal and business activities reinforces their real and direct impact on economic 

performance. 

Recent studies highlight the significant influence of telecommunications and digital services 

in the Australian economy. Infrastructure Australia (2015) calculates that the direct 

economic contribution of telecommunications services will total $42 billion annually by 

2031, an increase of 101% from 2011, driven by the growing range of available services. 

Deloitte Access Economics (2015) estimates that the broader digital economy will grow to 

contribute as much as $139 billion p.a. by 2020 (7.3% of GDP). 

Australia’s nbnTM network is supported with this economic benefit in mind. The project 

envisages a national open-access wholesale platform that accelerates the availability of retail 

broadband services and stimulates competitive innovation in digital content, applications 

and services – all with positive impact to consumer participation, business productivity and 

government service delivery. 

While provision of broadband access is considered a critical enabler for this vision, several 

visible trends demonstrate a broader set of challenges and opportunities that must be 

addressed as the telecommunications sector enters a critical period of transformation. These 

relate to: the proliferation of services from ‘beyond the network’, i.e. no longer bound to the 

capabilities of network-resident facilities; the business profile of emerging digital service 

providers – specialised, global in scale and unrestrained by existing service constructs; and 

virtualisation of traditionally-physical service infrastructure through the adoption of 

Network Functions Virtualisation (NFV) and Software Defined Networking (SDN) 

technologies, which are lowering barriers to entry for new entities. 

In this emerging market environment, the traditional relationships between individual or 

business consumers and their telecommunications service providers will evolve, and in some 

cases be supplanted by new relationships. Further, in a world enabled by a ubiquitous open-

access platform, the customer, service provider and application delivery roles become multi-

party and interdependent. This implies a complex, high-stakes environment in which 

multiple and co-dependent parties are all demanding, and must themselves contribute to, 

the delivery of an assured level of user experience. 

Given its significance, we can expect this emerging digital market environment to challenge 

many existing regulatory, investment and economic models. As a result, proactively evolving 

the ecosystem to address known and emerging trends will be critical to success, and to the 

broader growth of a national digital economy. 

While this is a daunting and complex challenge with no single solution, we have identified 

several key aspects to inform a framework for addressing the emerging market, and 
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stimulating Australia’s digital delivery ecosystem. This paper suggests a set of enduring 

principles to guide effective progress in enhancing customer experience and responding to 

this co-dependent delivery environment: 

 Transparency across multi-party actions; 

 Empowerment for great customer experience; 

 Automation enabling proactivity; 

 Measurement driving improvement;   

 Data accuracy for consistent understanding; and 

 Flexible re-use for innovative service evolution 

These principles, when applied to market-wide initiatives for service delivery, performance 

assurance and supporting systems, offer the potential to enhance innovation and 

sustainability across the digital services market. 

A digital services future 

Across the global Information and Communications Technology (ICT) industry, progression 

towards the year 2020 is characterised by significant and accelerating transitions. User 

behaviour – once dominated by email, web search and the beginnings of online commerce – 

is being both supplanted and enhanced by the pervasive digital technologies of cloud 

platforms, lower cost smart devices and ubiquitous social networks. At a macro level this 

transition is reinforced by governments and businesses that understand the critical economic 

reliance on effective telecommunications and digital services. 

By 2020, digital services will be making recognisable and meaningful contribution to 

economic growth, and will strongly influence the evolution of today’s telecommunications 

sector structure and role in the marketplace. Ubiquitous, open-access broadband networks 

will be a substantial enabling advantage for Australia. However it is important for all 

stakeholders to understand the evolving environment that will underpin and further 

stimulate a dynamic digital services market. 

National Digital Economy Transformation 

There is broad recognition of the increasing economic influence of telecommunications and 

the digital economy that it enables. This is reflected in the proliferation of digital services 

across industrial sectors and continued investment in telecommunications infrastructure to 

meet these needs. 
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In its recent audit of national infrastructure requirements, Infrastructure Australia (2015) 

predicts demand for telecommunications infrastructure to grow faster than GDP for at least 

the period until 2031, reflecting the pervasive impact of digital technologies and demand for 

new services across all industry sectors as well as government service delivery. This is 

particularly the case for the Health Care sector to address escalating health care costs (9.6% 

of annual GDP in 2012-13) and in Education where digital technologies have had a 

significant impact on how the sector organises and delivers services.  

Deloitte Access Economics (2015), in its recent report ‘The Connected Continent II’, 

highlights the significant positive impact already made by digital services, technology and 

commerce in Australia’s economy, estimating a contribution of $79 billion (5.1%) to annual 

GDP in 2013-14. The growth of digital services has made a fundamental impact on consumer 

participation, business productivity and government service delivery. The same study further 

projects that the digital economy could represent $139 billion by 2020 (7.3% of GDP), based 

on the growth of e-commerce which has consistently outpaced GDP growth over the last 

decade. These forecast contribution levels also reflect the growth of the Information, Media 

and Technology (IMT) industry segment directly [refer Figure 1]. 

A critical factor underpinning this digital services participation and market growth is 

increasing broadband penetration. Deloitte Access Economics suggests that a 10 percentage-

point increase in broadband penetration rate will most likely result in a 0.9 to 1.5 percentage 

point increase in annual per capita growth. However, as Infrastructure Australia notes, 

considerable attention should be given to ensuring that Australia maximises the potential of 

its connectivity investments.  

Therefore it is crucial to consider the visible and emerging trends shaping the digital market 

and how best to establish the relationships that underpin its productive operation. Ensuring 

the affordability and effectiveness of broadband digital services delivery will continue to 

provide a substantial boost to growth across the associated digital economy. 
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Source: Deloitte Access Economics (2015) 

Competitive Digital Services Marketplace 

The emerging digital economy will be characterised by massive scale development, 

distribution and consumption of digital services. In Australia, these services will be delivered 

substantially over the nbnTM network, as well as via mobile broadband. 

Importantly though, this era will herald a new mode of service provision, a break from past 

arrangements that have been characterised by the close integration of telecommunications 

services with their delivery networks. In fact, in the past, most communications services have 

been defined by the capabilities of the networks themselves. The emerging digital services 

environment however, will be populated with a new cadre of providers unencumbered by 

legacy assets and supported by a ubiquitous communications network fabric, with negligible 

difference between fixed and mobile broadband access platforms.  

The progress through these service phases has been studied by Chetan Sharma Consulting 

(2012), who characterise the arrival of digital services as a 4th Wave of services evolution, 

see Figure 2. In coining, defining and exploring the 4th Wave, Chetan Sharma Consulting 

predicts that new network technology capabilities and user expectations for service 

consistency across platforms and devices will disrupt traditional telecommunications 

service-provider models. Such disruption creates threats and opportunities to which many 

existing telecommunications players are already having to adapt. 

The 4th Wave of digital services breaks dramatically with the historical telecommunications 

past, with certain trends helping define how this environment is being shaped. These 

include: 

Figure 1. Economic contribution of national digital economy 
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 Service growth will be derived increasingly from services offered from ‘beyond the 

network’, i.e. no longer bound to the capabilities of network-resident facilities.  

 Providers of such services are increasingly specialised and global in business 

operation, expanding consumer choice. 

 The adoption of virtualised network services continues to render ownership of 

telecommunications networks or systems infrastructure less necessary for service 

providers to operate effectively. From both investment and competition policy 

viewpoints, the barriers to entry for service providers will be increasingly lower. 

 

 

Source: Chetan Sharma Consulting (2012) 

 

In short, these visible trends point to a future marketplace with a large number of specialised 

digital service providers working through a diversity of third-party network infrastructure 

and systems to reach their target markets. They highlight risks of declining relevance for 

traditional communications service providers, even as their networks remain a critical 

delivery platform. It also presents opportunities for existing players to arrange themselves in 

a way that enhances their function and value for the emerging environment, to create and 

compete in a dynamic digital services market. 

Figure 2 Four Waves of Services 

2020 1980’s

WAVE 1
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WAVE 2
Messaging

WAVE 3
Internet

WAVE 4
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Device Focussed and Pervasive Virtualisation 

The growing dominance of digital services, less encumbered by physical network and system 

assets, reflects the impact of some key areas of technology innovation: 

 Device intelligence – harnessing the processing power of end-point devices has 

accelerated the proliferation and utility of innovative digital services. It has enabled 

new levels of end-user productivity and has strengthened the relationships between 

user and service provider.  

 Service virtualisation – cloud-based service delivery has freed the service provider 

from the constraints of infrastructure ownership and enabled more consistent global 

experience. 

 Massive endpoint proliferation – the emergence of the Internet of Things (IoT) also 

brings the requirement to respond to unparalleled quantities of data and services 

information drawn from many billions of sensors, probes, actuators, machines, 

applications and people. Thus the industry anticipates an explosion in the number of 

communicating devices, capable of consuming and sourcing on demand, very large 

amounts of media-centric, geographically-shifting and time-sensitive workloads 

(TM Forum 2015). 

These factors deliver a positive impact on the utility and price points of digital services, and 

thus directly assist the acceleration of the digital services market. Yet they also place new 

demands on the delivery network to support these services, with dependencies, for example, 

on enhanced speed and latency performance, security and network-wide awareness of user 

service preferences to ensure a consistent user experience. 

Innovation that addresses those demands is clearly visible in the complementary 

technologies of NFV and SDN.  NFV leverages virtualisation technology from the data centre 

environment to implement network functions as software components running as virtual 

machines (VMs) over general purpose processors (servers) – thereby avoiding the historical 

need for dedicated and often specialised hardware.  SDN addresses the highly 

complementary need to provide such a network software service with dynamic 

interconnection to other network functions (whether physical or virtual) and associated 

service endpoints.  Although still in their early days for deployment, these new technologies 

are already widely viewed as essential components in reshaping the future of networking. A 

recent study by Arthur D. Little and Bell Labs Consulting (2015) identifies their significant 

impacts to network operators in the form of new relationships with consumers; new classes 

of competitors; the rise of new collaborations; and profound changes to operations. 
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Programmability of network functions allowing agile development of new services, on-

demand connectivity and capacity, new performance levels underpinning service-specific 

Service Level Agreements (SLAs), responding dynamically with awareness of user 

capabilities and preferences – these are the characteristics increasingly required of the 

delivery networks supporting digital services and underpinning the digital economy. 

 

Digital services delivery ecosystem 
Satisfying these new demands of digital services will be increasingly reliant on the operation 

of a broad service delivery ecosystem. Traditional communications service delivery could 

often be based on a single provider’s alignment of its customer, network operation and 

equipment views. However digital services delivery requires the coordination of multiple 

service-component views, e.g.:  customer, device, service operation, data centre, network 

operation, equipment.  And significantly, these views in many cases will be distributed across 

multiple participating providers. 

The ecosystem of digital services delivery, i.e. the set of providers, networks, systems, 

processes and stakeholders, is therefore quite complex and challenging. In developing the 

early concepts of business ecosystems, Moore (1993) noted that firms operating in this 

environment must often co-evolve their capabilities, moving toward shared visions to align 

their investments and find mutually supportive roles. Extending the ecological metaphor, 

Moore suggests that companies need to be proactive in developing mutually beneficial 

(“symbiotic”) relationships with customers, suppliers and even competitors. 

In Australia, the broadband services market structure exerts a dominant influence on the 

pace of growth in the digital economy. This factor has been a driving force in the creation of 

Australia’s NBN as a national, wholesale-only broadband platform to operate on an open 

access and non-discriminatory basis, in support of effective retail service competition. As 

such, this forms an ecosystem for service delivery and encompasses commercial and 

operational relationships spanning multiple market participants with each having the 

capacity to help or hinder an optimal operating environment. 

Delivery Co-dependencies 
In the emerging ecosystem, the achievable end-to-end service delivery experience results 

from co-dependent actions by a range of actors encompassing wholesale network 

infrastructure operators, retail service providers, related content, digital service or 

application providers, end-user devices and end-users themselves. The traditional 

technology-driven operations that support subscribers consuming a service provider’s own 
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products are coming to an end, and the dawn of an open collaboration model is here 

(Alcatel-Lucent 2015). 

Contrasting with these service delivery co-dependencies, however, are the commercial 

supplier-customer relationships which can typically remain segmented as one-to-one within 

the delivery chain. In this emerging ecosystem, even without a direct relationship with the 

end-user, a wholesale access provider is the delivery agent for most of the physical service 

touch-points experienced by the end-user. This extends across installation and activation, as 

well as support and assurance – all of which have a significant impact on an end-user’s 

experience. 

Given the significance of the structural change facing the telecommunications sector, it is 

critical that industry improve the cohesion and effectiveness of these co-dependent 

relationships. By reducing complexity, increasing the speed of action and eliminating error, 

industry can substantially aid the growth of a dynamic and beneficial digital services market 

and national digital economy. 

Australia stands at an important time of opportunity to consider how to develop the best 

possible co-dependent service delivery framework. The NBN initiative  is now building 

project momentum and delivering improved access infrastructure options, however global 

factors such as the adoption of NFV and SDN services will also increase the pressure to 

preserve relevance and maximise opportunity. A rich new set of business models will be 

enabled, through the mix of on-demand access to connectivity, along with exposing core 

network functionalities to other collaborating entities. In this way, earlier open-access 

provisions mandated by market liberalisation regulations can evolve through a market-

driven approach to enable this expanded digital services delivery ecosystem. 

Legacy Practices Won’t Suffice 

The commercial relationships as originally established for nbnTM are focussed on separation 

of wholesale and retail service provision with an emphasis on broadband access: 

 Wholesale access infrastructure provider to Retail Service Provider (RSP) access 

seeker, providing the ability to reach customer end-points for service delivery. 

 RSP to end-user, providing that end-user’s service relationship. 

The NBN's technical capability supporting end-user relationships via multiple RSPs, has 

reflected the view that the end-user experience was firmly in the jurisdiction of the 

relationship between RSP and end-user. But successful service delivery to end-users is 

clearly dependent on the combined contribution of RSP and wholesale access network 
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provider. Systems or process failure of either party, or in the coordination between them, 

directly impacts end-user experience. 

Yet the range of digital content, applications and services and consequent end-user demand 

is rapidly increasing and driving a many-to-one service delivery ecosystem in which multiple 

entities hold a co-dependent responsibility for successful service implementation. 

Commercial SLAs, operational practices, supporting IT systems that were established on a 

model of independent service provider responsibilities can no longer be expected to 

effectively support the service co-dependencies resulting from a massive volume of digital 

services and end-users. 

As evidenced by the proliferation of Net Promoter Score (NPS) metrics, customer-focussed 

rhetoric and corporate Key Performance Indicators (KPIs), service providers have already 

placed end-user experience at the heart of their market strategies. However, with the 

explosion of digital services and devices, in an increasingly complex and diverse service 

provider ecosystem, the task of managing, maintaining and improving end-user experience 

is becoming ever more complex. 

Framed in the context of the national digital economic opportunity, this situation amplifies 

the importance of ensuring transparent, informed and coordinated customer experience 

operations across the full ecosystem of co-dependent service delivery participants. 

Six guiding principles 
The anticipated trends in the evolving market environment represent a challenging journey 

to be navigated over a relatively short period to a 2020 horizon. Technology, product 

capabilities, business relationships and service demands will all continue to evolve over the 

course of this journey, bringing the need for review and potentially ongoing adjustment. 

To guide this process, we suggest a set of enduring principles to help industry respond to 

challenges and to ensure the required levels of enhanced user experience. These principles 

can be considered fundamental to delivering successful user experience and may be used to 

review current operational levels and capability gaps and to identify additional future 

solution requirements. While beneficial for today’s network, systems and process 

environment, they can also achieve enhanced effectiveness when taking advantage of the 

future deployment of NFV and SDN technologies. 

Transparency across multi-party actions 

Service experience reflects the combined effectiveness of the multi-stakeholder delivery 

ecosystem. Actions taken by these stakeholders must be conducted with informed awareness 

of, and in collaboration with, the actions or dependencies required of others. 
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For service providers, transparency equates to visibility of network performance and issues, 

updates on problem resolution or activation status. Examples of this are service performance 

reporting, alerting/alarming and auto-ticketing. Meanwhile, transparency for the end-user 

means visibility of the performance and issue resolution with their individual service, or 

progress of installation/activation. 

Transparency across the ecosystem is fundamental for the effectiveness of the combined 

relationships and to develop the trust required to support a dynamic digital services market. 

Empowerment for great customer experience 

With an extended, multi-party service delivery chain, there will be personnel in various 

layers and designations all influencing the success or otherwise of the customer experience. 

While policies and technology systems will guide the way these parties interact, individual 

personnel will also require effective empowerment to make decisions and implement 

changes that eliminate conflicts and reduce the time and effort required at network hand-

over points. 

Empowerment also extends to the individual customer, through the adoption of self-help 

facilities for service activation, configuration and assurance.  Providing customers with 

effective tools and choice mechanisms engenders the feeling of being in control of their 

service outcome, which is one of the strongest contributors to a positive service experience. 

Automation enabling proactivity 

A dynamic digital services market will generate vast quantities of data transactions, with 

extremely high levels of assurance and reliability required. The diversity of customer service 

choice and delivery options demands that not only should these associated volume 

processes, business transactions and service/network operations become automated, but 

also that they be harnessed to anticipate and avoid service errors or disruptions. With the 

availability of analytics insights, service providers can identify trends and proactively move 

to prevent issues arising as well as streamline operations. 

Care must be taken however to identify a minimum set of baseline automation capabilities as 

a threshold for industry effectiveness, avoiding the imposition of unnecessary cost barriers to 

market participation. 

Measurement driving improvement 

Across the full dimensions of business performance, customer experience and technology 

effectiveness, disciplined measurement is a fundamental prerequisite for enabling 

improvement. This well-recognised principle from continuous improvement practice is not 
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only relevant to individual service providers or similar entities, but should be pursued on a 

full market ecosystem basis. By analogy, this could be considered as extending to the new 

digital services environment, a principle currently underlying the reporting provisions of the 

Telecommunications Consumer Protection Code. 

Providing a collective market framework to consistently measure relevant service 

implementation and performance metrics, while protecting competitive business 

sensitivities, could provide the foundation for recognising and improving performance for 

the digital economy. 

Data accuracy for consistent understanding  

Access to a common repository and/or sources of credentialed data allows distributed 

customer and service delivery action to be confidently initiated. A central point of reference 

of this nature would eliminate the cost of duplicated, contradictory or misdirected service 

delivery efforts and would stimulate a diligent clean-up and verification of existing data sets. 

Technology solutions are emerging that can enable much of the necessary data to be auto-

sourced from the deployed network and infrastructure itself. This ensures the desired 

consistency and reduces the dependency on resource-intensive audit processes. 

Flexible re-use for innovative service evolution  

The continuing evolution of a dynamic digital service marketplace will inevitably reveal 

unexpected roadblocks and challenges, as well as desirable opportunities for innovation in 

customer and market/product propositions. Maintaining flexibility to respond to these 

unplanned but inevitable events may be enhanced by investment to enable the configurable 

re-use of ecosystem platforms, processes and infrastructure components, rather than 

redesigning and re-deploying at each point of change.  

At a technical level, new advances offer this prospect by decoupling the process or software 

application workflow logic defining how components are combined, from the component’s 

behaviour implementation.  Technologies such as orchestration and policy-based 

mechanisms are key to the flexibility required for agile creation of new applications.  While 

these are well established in (for example) the SDN and NFV domains, they are being 

extended towards full ecosystem applicability by others including the TM Forum’s ZOOM 

initiative (2014). 

An industry opportunity 
The future of Australia’s digital economy, and also Australia’s prominence in the era of 

digital services, relies to a large extent on our capacity to develop a rich supply of service 
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offerings and the willingness of Australian individual and business consumers to adopt them. 

Global research emphasises that the factors of ease of market entry, coupled with ease of 

service consumption will be fundamentally important to economic success.  

This future environment brings challenge and opportunity for the entire market ecosystem 

and perhaps most pointedly for traditional telecommunications players. While critical to the 

ecosystem, and potentially well placed to benefit, these carrier network operators and service 

providers also face significant threat from innovative new providers active across the 

industrial spectrum. As Arthur D. Little and Bell Labs Consulting state in their recent paper: 

“there are many opportunities for the expansion of value in the telecom sector, especially for 

carriers that purposefully embrace this transformation. But carriers that fail to internalise 

these changes are likely to find themselves left behind with uncompetitive and potentially 

untenable business and operating models” (Arthur D. Little and Bell Labs Consulting 

(2015)). 

While telecommunications service providers are already acting to fuse their carrier networks 

with the cloud ecosystem, we suggest they must move swiftly to purposefully embrace the 

broader market transformation. Indeed, we suggest that telecommunications service 

providers have a crucial part to play in the development of a dynamic service delivery 

ecosystem to facilitate that market, being well placed to adopt and evangelise a set of service 

delivery principles as articulated in this paper. They must develop an intimate understanding 

of this emerging ecosystem and demonstrate strong leadership to build market confidence 

and accelerate new services to market.  

Identifying practical mechanisms and initial actions through which to pursue this objective 

requires more wide-ranging engagement and industry discussion.  Several candidate steps 

may be identified however, by considering some essential elements that characterise the goal 

of an effective digital economy, relying on co-dependent service delivery.   

 Consolidate Clarity of Understanding of the needs of Australia’s digital 

businesses that seek to compete in the global digital marketplace.  There are 

numerous Australian businesses across multiple sectors that have successfully built 

their digital operations for the global marketplace. Capturing their experience and 

perspectives on the enabling digital service delivery requirements can bring the 

clarity of a focus for industry effort. For example, the recent ChildStory (2015) 

initiative by NSW Family and Community Services is encouraging in regards to the 

value of adopting such a co-design approach with extended user communities. 

 Strengthen Quantification of the Digital Economic Impact. As explained by 

Deloitte Access Economics and in OECD (2014), it is particularly challenging to 
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generate a fully quantified measurement of the national Digital Economy.  Direct 

GDP-related metrics, as referenced earlier in this paper, currently overlap with 

estimates of the significant indirect benefits, i.e. the consumer surplus and welfare 

gains generated from utilising the digital services market. Continuing support should 

be provided to the development of economic models that provide a consistent 

quantification of the full contribution of the Digital Economy. The availability of such 

strengthened estimation will undoubtedly assist national recognition of the full 

economic significance of future digital services and similarly encourage industry 

attention to the service delivery challenges discussed here. 

 Establishing a Progress Benchmark can be a valuable technique for providing 

common focus across a diverse industry grouping. Further research is needed to 

identify and isolate those metrics which may reliably reflect the effectiveness of co-

dependent delivery for digital services to the Australian marketplace. In the 

government sector, such a benchmarking approach has been initiated by the Digital 

Transformation Office with the recent baseline establishment of its Digital 

Transformation Index for government services.  In a more directly commercial 

example, the impact of Netflix’s ISP Speed Index publication can be seen in the 

widespread market debate and industry participant responses.  

 Commence the definition of an Open Collaboration Framework for 

industry use.  Encompassing such essentials as the scope of open data availability, 

cross-industry operating customs and coordinated service performance assurance, 

such a framework initiative can bring structure and greater predictability to the 

challenges of co-dependent service delivery. 

Progress with such initiatives will require a closer engagement between Australia’s peak 

telecommunications, IT sector and broader business bodies, to ensure that while ever the 

benefits of an emerging digital economy are promoted, consideration extends to the co-

dependent service delivery ecosystem that will underpin it. By adopting the principles 

described in this paper as a framework, these industries have the potential to ensure that 

new services are developed in informed anticipation of the delivery ecosystem and as such, 

this environment is well prepared, predictable and reliable. 

Further, it may be worth noting that the current review of the Australian Communications 

and Media Authority pays regard to the full extent and complexity of the emerging 

environment articulated in this paper as a way to guide the formulation of a future regulator 

best positioned to maximise the national opportunity. 
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Conclusion 
As we enable the accelerating adoption of digital services, industry objectives should 

encompass not only responding to the interests of service consumers, but also ensuring the 

wellbeing of a dynamic service delivery sector. The principles offer a basis for a broad 

ecosystem to evolve the practices and co-dependent relationships required to achieve this 

goal. They are universal and apply to Australian-originated services as well as imported and 

globally originated services. While maintaining the autonomy of supply-side participants, 

they are designed to encourage collaboration, fostering successful development of the new 

digital markets and consumption of digital services.   Such development is essential for the 

ongoing economic and social advancement of Australia. 

With strong leadership and collaboration, these principles can be a winning formula to 

promote a vibrant digital economy as a key growth driver. 
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Abstract:  

This article examines the implications of selected aspects of the Telecommunications 

(Interception and Access) Amendment (Data Retention) Act 2015, which was passed by the 

Australian Parliament in March 2015. It shows how the new law has strengthened 

protections for privacy. However, focusing on the investigatory implications, it shows how 

the law provides a tactical advantage to investigators who pursue whistleblowers and 

investigative journalists. The article exposes an apparent discrepancy in the way ‘journalist’ 

is defined across different pieces of legislation. It argues that although legislators’ interest 

has been overwhelmingly focused on communications data, the explosion of data generated 

by the so-called Internet-of-Things (IoT) is as important or more. It shows how the sensors 

in selected IoT devices lead to a loss of user control and will enable non-stop, involuntary 

and ubiquitous monitoring of individuals. It suggests that the law will need to be amended 

further once legislators and investigators’ knowledge of the potential of IoT increases.  

Introduction 

On 26 March 2015, the Australian Parliament passed data retention laws after five years of 

community uneasiness, rumours, discussion and debate about the extent to which such laws 

may violate people's privacy. Known as the Telecommunications (Interception and Access) 

Amendment (Data Retention) Act 2015, it was the Abbott Government’s third tranche of 

national security legislation (after the National Security Legislation Amendment Act (No. 1) 

2014 and the Counter-Terrorism Legislation Amendment (Foreign Fighters) Act 2014). It 

compels telecommunications providers to retain a defined set of data for a period of two 

years, whilst reducing the number of agencies able to access such data. The law received 

Royal Assent in April 2015 and comes into force on 13 October 2015.  

The confusion over metadata 

When the Attorney-General and the Minister for Communications announced the successful 

passage of the Bill, they said, ‘Metadata is the basic building block in nearly every counter-
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terrorism, counter-espionage and organised crime investigation. It is also essential for child 

abuse and child pornography offences that are frequently carried out online’ (Brandis & 

Turnbull 2015). Earlier that same day, however, the Attorney-General had said in Parliament 

that ‘the word “metadata” … is a jargon phrase of no clear and specific meaning and no 

technical standing’ (Brandis 2015). Indeed, few aspects of the Bill caused as much 

controversy and confusion as the term ‘metadata.’  

The confusion had started as early as 2010, when rumours about the Labor Government’s 

plans for a data retention scheme surfaced in the technology press (Grubb 2010). The Senate 

Standing Committees on Environment and Communication began an inquiry soon 

afterwards, and issued a report listing a range of criticisms about the data retention 

proposals such as its inconsistency with the Privacy Act, its unreasonably differential 

treatment of online and offline information, and claims that the scheme would in any case be 

‘unlikely to be effective or useful to law enforcement’ (SSCEC 2011). 

The Government subsequently announced plans to review the proposals via public 

consultation, and in July 2012 released, via the Attorney-General’s Department, a Discussion 

Paper on the proposed national security reforms.  A central part of the argument for a data 

retention scheme was that technological change and changes to industry structure, practices 

and consumer behaviour were rapidly eroding agencies’ ability to intercept 

telecommunications and communications data, which were ‘unique and fundamental tools 

that cannot be replaced by other investigative techniques… cost effective, timely, low risk and 

extremely successful tools in obtaining intelligence and evidence’ (AGD 2012). Without such 

reforms, the argument went, there would be a serious decline in agencies’ capabilities.  

As the push for a data retention scheme gained renewed momentum after the September 

2013 elections, the new Government pointed to advice from the Australian Federal Police 

(AFP) that ‘between July and September of 2014 telecommunications data was used in 

92 per cent of counterterrorism investigations, 100 per cent of cybercrime investigations, 

87 per cent of child protection investigations and 79 per cent of serious organised crime 

investigations’ (Brandis & Turnbull 2015). 

Confusion over the meaning of ‘metadata’ intensified after the new Attorney-General George 

Brandis was unable to explain what the term meant in an interview with Sky News: 

Brandis: "The web address, um, is part of the metadata." 

Journalist: "The website?" 

Brandis: "The well, the web address, the electronic address of the website. What the 

security agencies want to know, to be retained is the, is the electronic address of the 

website that the web user is . . . " 
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Journalist: "So it does tell you the website?" 

Brandis: "Well, it, it tells you the address of the website." 

It later transpired that Senator Brandis had been trying to say that investigators wanted 

telecommunications companies to retain the IP addresses of users’ devices rather than ‘web 

address’, because URLs and browsing histories were specifically excluded from the data 

retention proposals.  

There is, of course, no formal definition of ‘metadata’ in Australian telecommunications law. 

The predecessor to the 2015 law, known as the Telecommunications (Interception and 

Access) Act 1979, was silent on the types of data that telecommunications providers had to 

retain for law enforcement and national security purposes, and also for how long they had to 

retain it. Different providers therefore retained different types of information based on their 

individual billing, marketing and taxation requirements. The result was a considerable 

variation across the industry. The word ‘metadata’ did not appear anywhere in the new law 

either; instead, s. 187A(1) lists certain categories of information such as the characteristics of 

the subscriber, account, device and service, the source, destination date, time, duration and 

type of communication, and the location of the equipment or line used in connection with a 

communication. These categories of information allow investigators to establish primary 

facts and the likely existence of a (criminal) network in order to determine whether to seek a 

warrant for a listening device.1  

The new privacy protections  

In listing specific categories of information to be retained, the new law adopts the approach 

of defining ‘metadata’ specifically and narrowly, and ‘content’ non-specifically and therefore 

broadly. It thus avoids the conceptual error of trying to list content in any detail, because 

such an approach would have the unwelcome consequence of including within the reach of 

the law, by omission, content that the Parliament actually wanted to prevent authorities from 

accessing. The law also contains an explicit prohibition against warrantless access of 

information that falls outside the listed categories. It specifically prohibits warrantless access 

of web-browsing histories.   

Whereas previously metadata could be accessed by such bodies as the Victorian Taxi 

Directorate or the Wyndham City Council, the new law ensures that only specified agencies – 

in the main, crime or corruption investigative agencies – can access metadata. It reduces the 

number of agencies empowered to access metadata from 85 to 21. However, more agencies 

can be added to this list. The newly-created Australian Border Force was added a few months 

after the passage of the Act.  
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 In Parliament, the Attorney-General gave an assurance that the new regime would not be 

used to prosecute citizens who downloaded content in breach of copyright. Since the 

metadata access regime is concerned with enforcement of the criminal law, and breach of 

copyright is a civil wrong, there was, he said, no capacity for anyone other than the 21 crime 

or corruption investigative agencies to access metadata. Although there are criminal 

provisions in the Copyright Act, they do not relate to breach of copyright but to other actions 

such as internet piracy. The law also provides (section 281(2)) that a party to a civil action is 

unable to obtain a subpoena or a notice of disclosure in respect of a breach of copyright claim 

or any other form of civil claim against a telecommunications service provider that retains 

metadata solely for the purpose of being compliant with the provisions of the Act. 

The problem of whistleblowers and investigative journalists  

Despite the new privacy protections, and notwithstanding the ability of technically 

knowledgeable users to conceal their tracks (Huston 2015), the Act may have a negative 

effect on journalism in Australia by the all-encompassing and retrospective nature of the 

data retention regime. By requiring the storage, for a period of at least two years, of 

everyone’s e-mail addresses, phone and VoIP numbers, time, date, type and duration of all 

electronic communications, location information such as cell tower data, and the names and 

addresses of the parties, the Act provides the authorities with a digital picture of users’ 

movements, contacts, interests, hobbies, associations, etc over a period of two years. Such a 

picture may not be comprehensive, but it is nonetheless very revealing. By way of example, 

one might be able to make inferences about a young woman who makes a long phone call to 

an abortion clinic and then her boyfriend but not her mother. Police investigators hunting 

down a whistleblower might similarly be alerted by a public servant who phoned a 

newspaper’s switchboard and whose phone’s geo-location then matched that of the journalist 

who wrote about a leaked document.   

The specific problem for journalists (and members of parliaments) and their sources stems 

from the fact that in Australia, whistleblower investigations are treated as leak 

investigations. Such investigations are carried out under Section 70 and section 79 of the 

Crimes Act. Section 70 forbids disclosure of certain information by Commonwealth officers 

(‘any fact or document’ in their knowledge or possession ‘by virtue of having been a 

Commonwealth officer’). It attracts a penalty of up to two' years in prison. Section 79 of the 

Crimes Act prohibits the disclosure of ‘official secrets’, which include ‘a prescribed sketch, 

plan, photograph, model, cipher, note, document or article, or prescribed information’. It 

attracts a penalty of up to seven years in prison if the offence is carried out with the 

‘intention of prejudicing the security or defence of the Commonwealth’. There are no public 
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interest defences or exemptions for journalists. Section 79 has two important ‘secondary 

disclosure’ provisions (sub-sections (5) and (6)) that criminalise the receipt of leaked 

documents by journalists if they know or are reckless to the fact that the disclosure was made 

without authorisation. A journalist faces two years in prison, and up to seven years if the 

offence is carried out with the ‘intention of prejudicing the security or defence of the 

Commonwealth.’ Once again, there are no public interest defences. 

Before the 2015 data retention law, police and prosecutors had faced the obstacle of not 

being able to prove the mental element – that the journalist in question knew or was reckless 

to the fact that the disclosure was made without authorisation. All journalists had to do was 

shut up and not incriminate themselves, and the investigators would find it very difficult to 

disprove that the journalist believed when publishing the material that it was just another 

one of many government-authorised disclosures.  

However, the two-year data retention provisions mean that investigators will be able to look 

back over suspected whistleblowers’ connections, interests, contacts, hobbies and other 

patterns of life over a period of two years in retrospect – long before the journalist printed 

the story in question. They may have the ability to see when and how a source contacted a 

journalist, how the journalist managed the process of interacting with the source, whether 

there were covert tactics involved, and other evidence that allows the construction of a case 

to demonstrate that the journalist knew that the disclosure was unauthorised.  

As such, the data retention law tips the balance against the media by making it much easier 

for prosecutors to prove the mental element of the offence. Given their low level of technical 

proficiency, most journalists will find it almost impossible to guarantee confidentiality to a 

source. Even if a few journalists are technically proficient enough to encrypt their 

communications – and most are not – the ‘first contact problem’ (the fact that a 

whistleblower has contacted a journalist) remains. 

A narrower definition of ‘journalist’  

Curiously, the new law refers to ‘a person who is working in a professional capacity as a 

journalist’ (Division 4C) – a definition apparently borrowed from the Criminal Code 

(Division 119). This is a narrower definition of journalist than that contained in the shield 

law designed to protect the confidentiality of journalists’ sources. This law, known as the 

Evidence Amendment (Journalists’ Privilege) Act 2011, says (Division 1A) that a journalist is 

‘a person who is engaged and active in the publication of news and who may be given 

information by an informant in the expectation that the information may be published in a 

news medium’.  A news medium means ‘any medium for the dissemination to the public or a 

section of the public of news and observations on news’. If the aim were to protect 
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journalists, then the broader definition is to be preferred. Reformist politicians might wish to 

amend the new law’s definition of ‘journalist’ to bring it in line with the Evidence Act. 

Consistency of terms across legislations is a worthy goal.  

Journalist Information Warrants  

In response to concerns about the chilling impact of the new law on journalism, Division 4C 

creates a category of ‘journalist information warrant’, which is a requirement that police 

obtain a warrant before they obtain a journalist’s metadata for the purpose of identifying a 

source or sources. The law also creates a position of Public Interest Advocate, appointed by 

the Prime Minister, to make submissions to the warrant issuing authority that a journalist 

information warrant should not be issued because the public interest would be harmed. 

There is a danger that such a Public Interest Advocate may well prove to be only a cosmetic 

measure, if the past track record of approvals for telecommunications interception warrants 

is any guide. The 2013-2014 Annual report shows that federal judges and Administrative 

Appeals Tribunal members approved 4,007 interception warrants out of 4,025 warrant 

applications. Only 18 were refused or withdrawn (AGD 2015). That means that warrant 

applications are successful 99.6 per cent of the time – one of the rare areas of public 

administration where such a high success rate is enjoyed. One commentator has described 

the warrant process as ‘a rubber stamp mechanism’ (Dorling 2015).  

The Internet of Things  

Legislators’ interest has been overwhelmingly focused on communications data as an 

investigative tool. However, of arguably as much importance (or more) is the explosion of 

data generated by the so-called “Internet-of-Things” (IoT). The term IoT (Gubbi et al 2013) 

refers to the network of physical objects or “things” embedded with electronics, software, 

sensors and connectivity to enable objects to exchange data with the manufacturer, operator, 

and/or other connected devices. Such devices are finding increasing use in a wide range of 

applications: smart-homes and buildings (smoke-alarms, motion sensors, security cameras), 

health monitoring systems (wearable medical and fitness appliances), automobiles, 

industrial automation environments (fridges, climate-control, machine telemetry), and 

agriculture (soil monitoring, irrigation control). Forecasts by Gartner and ABI estimate the 

number of IoT devices will reach 26 to 30 billion by 2020. Interestingly, these devices will 

communicate among themselves and with the ‘cloud’ automatically, i.e. objects will exchange 

data without the knowledge of the user, revealing information on individuals: location, 

interests, health, habits and so on. Studies by Notra, Sivaraman et al (2014) establish some 

markers on the kinds of information captured by IoT. These studies shed light on the kinds 
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of information malicious attackers may be able to obtain, and also serve as a pointer to the 

way in which IoT data may serve as a legitimate investigative tool if it were added to the s. 

187A(1) list of information that must be stored for two years.  

IoT devices may be categorised into three groups based on the way they communicate –  

 those that are directly controlled by the user smartphone (Direct Access);  

 those controlled by an external server (External Access);  

 those that use the smartphone as a gateway (Transit Access) (Sivaraman et al 2015).  

This simple categorisation based on the communication model makes it easier to identify 

vulnerable points, as briefly summarised next. A detailed study of each of the devices 

discussed below can be found in (Sivaraman et al 2015). 

In the Direct Access model, the user’s mobile app communicates directly with the IoT device, 

typically over the home WiFi network. In turn, the device then updates the cloud-based 

server on its current status. One example of such a device is the Philips Hue light bulb – the 

user can change bulb colour and intensity via the app while at home, which is communicated 

to the bulb via the home network and takes effect immediately; subsequently the bulb 

updates the external server on its current settings, so that the user can also check and change 

status of the bulb via a web-portal (e.g. when away from home). The Belkin WeMo 

motion/switch is another example of a direct access device, and works in a similar way to the 

bulb. The direct access model is most suitable for devices that the user needs to be able to 

control from within the house even when Internet connection is lost. Many household 

appliances such as light bulbs, power switches, and door locks fall into this category. 

Typically, these devices use WiFi, which makes them susceptible to be snooped upon by 

eavesdroppers who can steal user credentials to gain unauthorised access. 

In the External Access model, the user does not interact directly with the IoT device. Instead, 

the device communicates over the Internet with the external cloud-based sever. The user’s 

app retrieves relevant data (such as current status) and issues commands (to change status) 

by communicating with the external server (over the Internet). The advantages of such as 

approach are that  

(a) the server can process the raw data from the IoT device before serving it to the 

user for consumption via the app, and  

(b) the communication can be better secured at the server via end-to-end encryption 

and authentication, rather than relying on the mobile app.  

The drawbacks of this model are that  
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(a) the user may lose the ability to monitor or control their device even from within 

their home if their Internet connection is down, and  

(b) the user has no visibility into the data that is being exchanged between the IoT 

device and the server, which can be a concern that private data is being uploaded 

without the user’s knowledge.  

Example devices in this category include the Nest Protect smoke-alarm (now owned by 

Google) and the Withings baby-monitor. 

The Transit Access model is typically used by smaller IoT devices that have only a short-

range wired or radio connection (example short-range radio technologies include Bluetooth, 

BLE, Zigbee, RFID and NFC), and do not run the TCP/IP protocol stack. They tether with the 

smartphone, which is used as a relay to communicate with the cloud-based server over the 

Internet. The smartphone app may or may not be able to control the device directly or see 

the data in transit to the server. Examples of this model include the Fitbit fitness tracker and 

the Withings weighing scales. The transit model is suitable for wearable devices that need to 

keep form-factor small and energy use low; in terms of security, they may be vulnerable both 

on the short-range radio link, and on the Internet link from the smartphone. 

Security and Privacy risks  

In Sivaraman et al (2015), two representative IoT devices from each category were examined. 

Their security and privacy risks were profiled in experiments that ranged from passive 

snooping of personal information to active man-in-the-middle attacks. The findings were as 

follows: 

Direct Access devices are the most susceptible to direct security attacks. Transit access 

devices are protected by the fact that they use very short-range radio (Bluetooth or Zigbee) 

that are difficult to snoop on, due to constraints on proximity and sniffer hardware, and 

moreover they do not run full TCP/IP stacks and are hence not always online. External 

Access IoT devices are relatively easier to be secured by manufacturers, since they have full 

control over both ends of the communication (namely the IoT device and the cloud server), 

and can hence manage their encryption/authentication keys and firmware versions more 

easily without needing user involvement. Direct Access devices, by contrast, allow users to 

directly access the device, which not only requires the device to respond to discovery 

mechanisms (such as the Simple Service Discovery Protocol or SSDP), but also take user 

input for setting up the necessary security keys. These allow intruders to snoop on the home 

WiFi network (for which a whole gamut of sniffing and cracking tools are available) to 

conduct reconnaissance (to discover what devices exist), eavesdropping (to deduce 

keys/passwords), and active attacks (ARP spoofing to masquerade as a legitimate device by 

http://doi.org/10.18080/ajtde.v3n3.21


 

Australian Journal of Telecommunications and the Digital Economy, ISSN 2203-1693, Volume 3 Number 3 September 2015 
Copyright © 2015 http://doi.org/10.18080/ajtde.v3n3.21 55 

 

assuming its address, DNS hijacking to redirect a web-page address to an incorrect server) to 

compromise these devices. A manufacturer therefore has to weigh up the benefits of direct 

access (namely providing low-latency in-home access to the device, even if the broadband 

link goes down) against the extra effort needed to implement foolproof authentication 

mechanisms for legitimate users in the home. This leads us to believe that direct access IoT 

devices are likely to be the most insecure in the years to come as they struggle to develop 

appropriate access control mechanisms.  

External Access devices carry the most potential to take private user information without the 

user’s knowledge. The Nest smoke-alarm sends encrypted data daily to its servers, which has 

the potential to contain information about the location of the user within their house at all 

times and their bedtime habits (i.e. turning lights off to sleep). This does raise questions in 

the consumer’s mind on what data is actually being sent (since there is no visibility into the 

raw data) and how it is being used. Though wearable devices (predominantly communicating 

using the transit access model) also send personal user data to cloud servers (through the 

phone), their sensing capabilities (e.g. heartrate or steps) are generally more clearly 

understood by the user who chooses to wear them, unlike household appliances whose 

sensing capabilities (motion, light, etc.) can be more surreptitious.  

The biggest threat for devices that use Transit Access (typically wearables and healthcare 

devices) lies in the pairing of the device to the user’s smartphone. Though the short radio-

range gives it some inherent protection, and Bluetooth/Zigbee sniffers are more expensive 

and less common, there is a non-negligible possibility of illegitimate device access in public 

places, such as in cafes or on public transport. Short of a Faraday cage in which the pairing is 

conducted, the most fool-proof way seems to be to give a unique code to the legitimate user 

(such as the 4-digit one-time code displayed on the Fitbit Charge heart-rate monitor) during 

the pairing process – this however is only feasible if the device has a display, which may not 

be cost-effective for very small form-factor devices.  

Future directions – the continuing need for techno-policy  

Security is clearly only one concern among many that manufacturers of IoT devices are 

dealing with. The surge in demand for IoT is leading many to rush to market with their 

product, and increasing user appeal to gain market traction can become more paramount 

than ensuring foolproof security. Further, the application domain (e.g. healthcare versus 

home automation) as well as business model (e.g. revenue from device versus from the data) 

can dictate many aspects such as the form factor, onboard resource availability, and 

communication patterns of the device, which in turn have a direct bearing on the complexity 

of the security schemes that can be incorporated. Nevertheless, the classification of IoT 
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devices based on their communication model gives important insights into the likely security 

and privacy challenges that will be faced by devices in each of these categories.  

The increasing uptake of consumer IoT devices poses security and privacy concerns at an 

unprecedented level. Although law-makers have mostly focused on communications data as 

an investigative tool, the data generated by IoT devices may serve as a legitimate 

investigative tool if it were added to the s. 187A(1) list of information that must be stored for 

two years. We expect that further research into the technical features of devices as well as 

their investigatory implications may lead to pressures for further law reform once legislators' 

and investigators’ knowledge of the potential of IoT increases. There is no reason why the 

definition of ‘journalist’ cannot be amended right away to bring consistency across different 

pieces of Commonwealth legislation.  
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The NBN is broken. Here’s the fix. 

A change of leader. Time for a change in direction. 

 

Phil Dobbie 
Freelance journalist, podcaster and telecommunications marketer  
 

 

Abstract: The approach to the NBN has been fated from the beginning. This paper explores 

how the original design was more to do with constraining Telstra’s monopolistic ambitions 

than developing a sensible broadband policy for Australia. The result is a solution that is 

expensive, constrains competition and is blighted by Telstra’s infrastructure – including the 

widespread use of asbestos – with a one-size-fits-all approach that satisfies few. The ambition 

of ubiquity is also examined. How can it be ubiquitous if many people choose not to 

subscribe? With the optimistic air of change that has come from a new Prime Minister, this is 

the time to look at a realistic option which accepts that the approach will include government 

on-budget expenditure, establishes a future-proof approach and provides the opportunity for 

those who want it to pay a realistic amount towards getting connected. The analogy is, 

governments build roads, not driveways. So why should we assume anyone building a national 

telecommunications network should worry about connecting right up to the front door, 

especially for those who don’t want it. 

Introduction 

If we look back over the last six or seven years, can we consider the evolution of the NBN to 

be anything short of a disaster? Is anybody entirely convinced it will ever be finished, 

according to plan? And, by plan, you can take your pick, because there have been so many of 

them. 

It seems Stephen Conroy’s grand vision was nothing short of a fairy tale – a very Grimm one. 

Back in 2009 the Senator figuratively donned his red cape and marched into the forest, little 

knowing that a big bad Telstra lurked there. “My, what big profits you have,” the innocent 

Conroy would have observed. “All the better to monopolise you with,” comes the reply. 

That was certainly the view of Maha Krishnapillai in one of my early Twisted Wire podcasts 

on ZDNet back in 2009.  In The Economics of the NBN (Dobbie 2009a)  Krishnapillai, who 

at the time was the director of Government and Corporate Affairs for Optus, described the 
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incumbent as a “rogue corporate”, who “price gouges the industry for their benefit”, with the 

economy, “held hostage by one private monopoly extracting monopoly rents”. 

Sadly, the NBN started its life as a retaliatory move against the strong stand Sol Trujillo took 

against the government. Senator Conroy had clearly taken the view that, if Telstra wouldn’t 

play ball and help build a broadband network, the government would do it itself. Showing 

Telstra who’s boss seemed almost as important as building the infrastructure. 

The quickly formulated strategy had many holes in it – not least, the expense of it all. The 

revised approach taken by the current government is a compromise, but the solution it offers 

hardly improves our standing on the league table of broadband speeds. 

In this article I will track how we got to where we are today and suggest that one sensible 

approach, that balances cost and benefits to the nation, has not been considered. And, unless 

NBN has already put in its order for thousands of street cabinets, it’s not too late to switch 

direction. 

Where we stand 

Take the top 20 most productive countries in the world, and all but three have faster internet 

speeds than Australia. From this list I have excluded very small populations, together with 

Saudi Arabia and Bahrain, two countries not included in the Akamai State of the Internet 

Report (2015). The three that fall below Australia are the United Arab Emirates, a country 

with a huge income discrepancy, along with France and Ireland.  

 

Data source: Akamai State of the Internet Report (2015). 
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It’s ironic that Alcatel-Lucent, a company that is busy getting broadband to so much of the 

world, has done little to increase speeds on their home turf. It’s more concerning to 

Australians, though, that we continue to experience some of the slowest speeds in the 

western world. 

You can take some comfort from the fact that things are improving. In the first quarter of 

2012 Akamai had Australia averaging download speeds of just 3.5 Mbps. We’ve more than 

doubled that in the last three years. If we can do that again, by mid-2018 we wouldn’t be far 

from where Hong Kong, Holland, Sweden, Japan, Switzerland and Norway are today. Sadly, 

those countries have all shown tremendous growth and that’s not likely to stop. So, I doubt 

we’ll ever get anywhere close to them, particularly as the upward impact of the NBN has been 

compromised by the new multi-technology approach, that will see fewer premises hooked up 

with fibre. We are, it seems, destined to remain in that third tier amongst developed nations. 

Does it matter? 

There’s been a lot of debate about the importance of broadband. In an open letter to the ITU 

Conference in Korea last year, the Broadband Commission for Digital Development (2014) 

urged delegates to push ahead with broadband as a top priority, arguing that digital 

inclusion is “of paramount importance to ensure that no one, and no society, is left behind”. 

In developed nations, though, won’t the delivery of technology, tried and tested throughout 

the world, simply respond to consumer demand? In a country like Australia, where the 

average full-time worker is making more than $1,500 per week  (ABS 2015), can’t we trust 

consumers to make their own decisions on what they spend money on, and see suppliers 

respond to that demand? Can’t the free market determine the way forward? 

In which case, why has Australia been so slow to adopt faster broadband? Some argue it’s 

because we have such a disparate population. Our average speeds will always be hindered by 

huge distances and remote communities. Certainly, with just 3.2 people per square kilometre 

(Wikipedia 2015) you’d have to go trekking through Mongolia to find a more sparse 

population. 

Yet Australia is one of the most urbanised nations on the planet – more so than the US, 

Canada or the UK. What’s more, when I examined broadband speeds using ZDNet Speedtest 

data in 2012 (Dobbie 2012) I found that the fastest DSL coverage was often in small towns, 

where populations were small and lived close to the exchange, and where copper diameters 

tended to be larger than in cities. In these areas only a handful were living on remote farms 

far from the exchange. Most enjoyed fast speeds with low contention. 
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In many countries the non-urban population is far more disparate. Take the UK as an 

example. It has a far more densely packed population, but a smaller proportion live in urban 

areas. Eden, for example, is a district of more than 2,000 square kilometres in the heart of 

the English Lake District with just 25 people per square kilometre (Eden District Council 

2015) – 52,000 people that would be very difficult to reach with high speed broadband. 

Geography is not the issue 

If we dismiss the geographic argument as the reason for our poor showing in the league table 

of internet speeds, we can come to only one conclusion about our dismal performance: the 

competitive environment. 

To give Senator Conroy some credit, that’s the issue he was trying to correct when he 

announced in September 2009 that Telstra would need to find a way of splitting itself up into 

wholesale network and retail divisions. On my Twisted Wire podcast (Dobbie 2009b) he 

described it as fixing a regime that was broken: “a mistake by the Hawke government taken 

further by the sale of Telstra by the Howard government”.  

Few in the industry disagreed with him. Mistakes had been made. Telstra should clearly have 

been split before it was sold. Had that happened, there’s little doubt that we would be 

experiencing faster broadband speeds today as Telstra’s network division pushed on, with 

the promise of revenues from multiple wholesale customers. 

It would have been a good move for Telstra retail too. In that same podcast Simon 

Bartholomeusz from Business Spectator said that they could thrive, cut free from the 

diversion of infrastructure. Certainly that was the case in the UK. When BT was split, back in 

2005, retail revenues slid, but profits steadily improved (Dobbie 2011), showing they’d 

become vastly more efficient through the process. 

The litany of disasters 

Of course, Telstra didn’t split in the same manner as BT or Telecom New Zealand. Instead 

they tied the process to the NBN. As customers migrated to the new network, Telstra would 

switch off the copper connection and be recompensed for it. It satisfied Senator Conroy 

because it resolved two issues – it saw structural separation occur, whilst theoretically 

expediting the rollout of the NBN. Telstra had an incentive to ensure they played along. 

It was a nifty negotiation on Telstra’s part. They’d gone from the threat of having to divest 

themselves of their share in Foxtel and being barred from future 4G spectrum auctions, into 

a model where they were paid compensation for handing over customers, even though they’d 

continue to receive revenue from many of them. Nonetheless, it was argued, this was 

separation. Telstra no longer owned the last mile – except in regional Australia where the 
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copper network, curiously, would be maintained because of some archaic principles around 

what constitutes a standard phone service. 

As part of the deal Telstra gave access to its ducts, supposedly making it cheaper and quicker 

for NBN to shoot fibre through. It wasn’t clear at the onset what state those ducts were in 

and, it seems, the prospect that some, if not most, were riddled with asbestos cement, would 

make it hugely dangerous and expensive to shoot anything through them. Perhaps NBN 

should have read Telstra’s own assumption, contained in a fact sheet issued in 2013, that 

“unless the pit is made of plastic it will be assumed to contain ACM (asbestos containing 

material) and treated appropriately” (Telstra 2013). 

A change of government saw a change of approach, with Malcolm Turnbull arguing the need 

for a faster rollout, highlighting the likely escalation in costs if things were done the old way. 

It’s possible the asbestos issue alone could have brought the project to a screaming halt. The 

multi-technology mix approach would, he argued, speed things up and contain costs. 

Protracted negotiations were then held with Telstra to get them to vend-in their copper 

without bumping up the NBN’s costs by too much. Using copper for the last-mile at least 

minimised the risk that the asbestos threat posed. 

The whole process, though, has generated enormous anomalies. In a bid to create a workable 

business model, the original plan was dependent on NBN being a fixed-line monopoly. That 

meant Telstra and Optus needed to close down their HFC networks. Try finding an 

economist who can justify disposing of a working asset, particularly one with a clear upgrade 

path. 

Secondly, the cross-subsidisation approach presented enormous challenges. The cost of 

reaching and maintaining services in regional Australia is huge, requiring NBN to effectively 

impose a tax on metropolitan users to help fund the remainder of the network.  

This presented a challenge. Competitors could cherry-pick the easier-to-serve metropolitan 

areas, particularly large multi-dwelling units, without worrying about the cost of serving the 

rest of the country. Labor’s approach was simply to ban competition, a rather stark economic 

policy in this day and age.  

The current government believes infrastructure competition should be allowed, and TPG has 

been quick to reach for the low-hanging fruit – apartment buildings close to their existing 

fibre network. Communications Day (Wilton 2015) speculated that they may already be 

offering services in as many as 350 multi-dwelling buildings, with plans to reach 90,000 

individual households by the end of the year. 

Such a move cuts holes in the NBN’s cross subsidisation approach. The government is left 

with the choice of either raising NBN prices further in metropolitan areas – increasingly the 
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likelihood of more competitors undercutting them – or charging competitors a levy, so that 

everyone, in effect, pays the cross subsidy. It’s an approach that I know has not been well 

received by those seeking to fibre-up buildings in competition to the NBN. There’s also the 

deeper question of whether such a measure could be challenged by the Trans Pacific 

Partnership (TPP). Wikileaks (2015) released what they claim to be a 2013 draft of the TPP, 

which discusses whether controls on subsidies should be extended to state-owned 

enterprises. That could potentially rule out cross subsidisation and charging competitors that 

subsidy, particularly those funded by another TPP country. 

The price we pay 

If the competitive issues raised by the NBN are a problem, the cost structure is worse. Those 

who still cling to the original model, a utopia of fibre for all, built by a government 

monopoly, should consider the 2012-15 Corporate Plan (NBN 2012), which assumed an 

average revenue per user (ARPU) exceeding $40 at the onset and escalating to $100 by 2039 

(in nominal dollars). Even the latest plan (NBN 2015a) keeps ARPU below $44 for just the 

first few years and is reliant on higher ARPU down the track to make the business model 

work. 

Sadly, I think the original plan was a pipedream. The NBN assumed different prices 

dependent on the speed of your connection, even though higher access speeds had no 

discernible impact on NBN’s cost structure. It was clearly a way to make NBN pay for itself. 

To me it was reminiscent of Telstra’s response to a competition notice in 2001. The telco was 

in trouble for offering low-end retail broadband plans that were close to the same price as 

their wholesale broadband product. To pacify the regulator, Telstra offered wholesale 

customers tiered pricing – even though it cost Telstra no more to offer the product, whatever 

the speed used. In effect Telstra was using wholesale pricing to determine the retail pricing 

structures of its customers. The NBN was doing the same, and still is, although the 

opportunities for greater speeds are now diminished by the technology. 

So, we are caught between a rock and a hard place. The original plan would have offered high 

speed broadband, but assumed people would be prepared to pay a lot for it. Early launch 

pricing in no way reflected what would have to be charged a few years down the track. The 

alternative is still expensive and customers can expect lower speeds.  

As I pointed out earlier, we’re spending a lot of money to reach the stage that many countries 

are at now, or were at several years ago. Those countries are charging a lot less than 

Australian retailers will be able to afford, given the high wholesale costs of the NBN. Right 

now BT in the UK is offering FTTN plans (speeds up to 38Mbps), with 40GB usage, plus 
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sports content, for £28 per month. That’s around sixty of our rapidly diminishing Australian 

dollars.  

According to the current NBN Wholesale Broadband Agreement (NBN 2015b), to match that 

today, a wholesale customer would be paying $34 for the access circuit, plus the connectivity 

circuit and backhaul. Take a quick scan of the prices offered by cable operators around the 

world today, and you’ll see Australians will be paying well above the odds for the moderate 

improvements they’ll be seeing in their broadband speeds. 

Figures from the OECD Broadband Portal (OECD 2014a), released in September 2014, show 

broadband prices in Australia range from US$32 to $105.60, compared to $28.30 to $59.10 

in the UK – a country Malcolm Turnbull often pointed to when, as shadow minister, he was 

making the case for a multi-technology approach. The UK customers are paying less, but 

enjoying faster speeds. In fact, their cost per megabit-second ranges from $0.32 to $2.43, 

compared to $0.48 to $7.47 in Australia. That was a year ago. Our prices don’t reflect the 

increased impost of NBN wholesale pricing, so we’re likely to be paying a lot more down the 

track to receive the services they are currently enjoying in Britain. 

The NBN is just too bloody expensive 

Clearly, the NBN is costing too much and that provides a real challenge to one of the original 

aims of the network – ubiquitous access. Only if everyone is connected and using the 

internet can government departments and companies rely on it as a channel for doing 

business. Telehealth only works if people are online, and online voting will only replace 

booths at local schools when everyone is connected. And, even then, where do you go for the 

sausage sizzle? 

The real challenge to ubiquity is not whether you can have a broadband connection – for 

many it’s a question of how much it costs. In a May 2013 article I analysed the 2011 census to 

see which areas had the highest penetration of home internet (Dobbie 2013a). Four of the 

top 10 local government areas for broadband connectivity were on Sydney’s moneyed upper 

north shore, whilst penetration was lowest in areas with low household income. Is the digital 

divide less to do with geography and more to do with income? In which case, if the NBN is 

making broadband more expensive, could it be making the digital divide worse than before? 

Will it really achieve a public good if many people can’t afford it? 

Willingness to pay 

In August 2014 the government released a cost benefit analysis (Department of 

Communications 2014) compiled by the Vertigan panel, which used willingness to pay as the 

measure of the utility that individuals and the economy received from the NBN investment. 
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They used a technique called choice modelling, asking customers to choose between possible 

internet plans.  The approach found that someone currently paying $75 for a 10 Mbps 

service, would pay $20 to double their speed, but the incremental value rapidly diminishes 

as the original speed increases. They also found a massive discrepancy between informed 

respondents – who were told some of the benefits that could be derived from high speeds 

ahead of choosing a plan – and the uninformed audience, who weren’t. The latter group 

would pay just $5 to go from 10 to 20Mbps. 

Whilst I am sure the reasoning is solid, the research seems to put a high price on the 

benefits. In other words, it accepts that people will be paying a lot more for broadband in 

Australia. If that’s the case, it’s another example of how the NBN, by charging a premium, 

could be broadening the digital divide, making NBN out of reach of lower income 

households.  

OECD data (OECD 2014b) shows that in the OECD we currently rank 21st for broadband 

penetration (fixed line, fixed wireless and satellite) with just 27.7 subscribers per 100 

inhabitants. Switzerland, at the top of the table, has 48.9 connections per 100 inhabitants 

and, as I have already observed, average speeds twice our own. 

So, the story of our situation gets worse. We’re behind the rest of the world in terms of speed, 

we pay more than most and have an expensive project that will push prices higher, 

potentially preventing more people from becoming part of the connected age. It seems a long 

way from the low cost, ubiquitous broadband we were promised at the onset. Despite this, 

the NBN Corporate Plan 2016 (NBN 2015a) envisages 4.4 million subscribers by 2018, 

bringing in $2.5 billion in revenue. Good luck with that! 

A problem ignored 

NBN’s biggest problem – and always has been – is that it has been treated as a project that 

will provide a financial return. It’s going to tackle the issue of access across all parts of the 

country, and it will, miraculously, pay for itself and provide a return on the investment. 

Remember Conroy’s claims in 2009, on the formation of NBN, that the company could raise 

its own debt, with half the risk being carried by private investors? 

Since then, the whole project has been driven by this need to provide a return – a project 

that will provide a public good, without any costs appearing in the budget. It’s an investment, 

no more, no less. 

Whilst that might be fine for a metropolitan network, it seems unreasonable for a 

commercial project to carry the responsibility for funding a regional roll out. That, surely, 

falls into the domain of government support.  
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For example, the government is happy to spend money on roads. Over the next five years the 

Federal Government is flagged to cough up more than $50 billion on land transport projects 

in partnership with State and Territory Governments (Commonwealth of Australia 2014).  If 

broadband is considered as another essential infrastructure, is it beyond the pale to consider 

that it should also attract some government subsidy? 

In fact, if we assume that NBN will not achieve its fiscal objectives, with the Corporate Plan 

assumptions dissolved by competitive activity and the impact of mobile networks, then, 

likely as not, it will appear as an on-budget item at some point. Isn’t it just a matter of 

political expediency to make the call now and start working to a realistic set of assumptions? 

The regional story 

The biggest issue for the NBN is regional Australia and the complexities that cross 

subsidisation has created. Had Telstra’s separation occurred before the NBN had been 

started, likely as not the network arm would already have rolled out FTTN to large parts of 

Australia and would be looking at the viability of providing fibre to some premises, where the 

returns made sense. 

If we’d gone down that road, the government would be stepping in to provide support for 

builds in regional Australia. It was the plan with the Opel project, when the government was 

set to invest almost a billion dollars in regional broadband. If the government was prepared 

to invest taxpayers’ money in regional Australia then, why not now? 

The answer might be because the recent cost benefit analysis showed it’s not worth it. 

Malcolm Turnbull had long argued of the need for a cost benefit analysis for the NBN. Before 

him, Mick Minchin repeatedly made the same point. When the report (Department of 

Communications 2014) was finally delivered, it showed net benefits of $24 billion if the build 

was focused on non-rural areas, falling to $17.9 billion when the fixed wireless and satellite 

areas were included. In other words, according to this report, the benefit to the nation would 

be greater if the NBN wasn’t rolled out to regional Australia.  

If Labor had enlisted the Vertigan panel to conduct a cost benefit analysis like this all those 

years back, surely the conclusion would be not to build at all. The benefits derived from 

regional coverage don’t counter the costs and in the cities we’d surely see commercial forces 

drive infrastructure investment, particularly if Telstra operated as a vertically separated 

entity. 

Despite this conclusion, nobody ever doubts the need for better broadband in regional 

Australia. Yet the Vertigan Review seems to indicate they’re not prepared to pay for it. At 

least, not right now. 
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A look at the future 

For all the confused negotiations and policy direction changes, Australia needs high-speed 

broadband as a matter of urgency. In fact it’s likely to be vital for the future of the nation.  

Almost half of all jobs today will be replaced by machines within the next 20 yearsi. That’s 

the prediction of Michael Osborne, a University of Oxford Associate Professor and an expert 

at robotics research. He admits many jobs, like mental health counsellors and primary 

school teachers, will be exempt, but others, like telemarketers, tax preparers, even those in 

the legal profession, are ripe for replacement (Osborne 2014). 

Yet this displacement of jobs wasn’t considered in the NBN’s cost benefit analysis. The 

‘willingness to pay’ approach assumes the social benefits you receive from fast broadband – 

such as reduced travel time as you work from home – will mean you will value the benefits 

more and, therefore, be convinced that you should pay more. 

But does this approach take account of the jobs of tomorrow? A coal miner might place little 

importance on broadband today, but when he loses his job and there are no other 

opportunities except online, he might take a different view. 

When I put this to Henry Ergas, Professor of Infrastructure Economics at the University of 

Wollongong, and one of the authors of the cost benefit analysis, he suggested many things 

will change at an individual level over 20 years, but overall incomes will rise. With that rise 

in income, so will the willingness to pay more for broadband services. 

That might be so, but what if technological change will be as rapid as the likes of Michael 

Osborne would have us believe? Then the needs of individual sections of society – those 

displaced by the change – could become more important than any increase in aggregate 

income.  

Had the NBN’s cost-benefit analysis been taken at face value, there would be no benefit from 

rolling out to regional Australia. Without faster broadband, people with displaced careers 

would have no adequate digital infrastructure to turn to. 

The argument could be extended to the question of speed. Nobody needs very fast speeds 

now because they predominantly use broadband to watch TV and browse websites. What if, 

in 20 years, jobs present an entirely different infrastructure requirement? Our willingness to 

pay would be much higher, because our careers depended on high speeds, but sadly we were 

asked the question back in 2014, when speed was less important. 
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A better way 

The problem is, we don’t know what the future holds and what technology will be needed. 

It’s certainly dangerous having governments make decisions on these things. OPEL’s Wimax 

proposal is a case in point. They could have invested in a technology that was quickly 

superseded by 4G. 

So, what is the best approach going forward? After seven years interviewing people in the 

industry, often on the vagaries of the NBN, the most sound advice came from Peter 

Cochrane, a 38-year veteran of British Telecom, on my Crosstalk podcast two years ago 

(Dobbie 2013b). Cochrane argued that fibre is the future, but telcos shouldn’t take it all the 

way. “They’re continuing with this old idea that they have to get into the home and install 

stuff,” he said. 

Instead, the alternative is that NBN builds fibre down the street, provides as many access 

points as possible, and that’s it. It’s left to the market - the retailers and the homeowners – to 

decide what happens next. The homeowners commission or carry out the work, by whatever 

means, at a time that makes sense to them. The analogy is that governments build roads, 

they don’t build your driveway. 

This approach seems future proof, as much as anything can be. Those who want fibre to the 

home immediately can pay to connect, with the NBN ensuring the cost is minimised by 

offering as many access points as is feasible. The coal miner who loses his job and sees a 

future online, connects once he has come to this realisation. 

Sure, it’s an approach that would see a far slower uptake and would compromise NBN 

revenues, but it would be preparing us for the future and would cost less than funding FTTN, 

an interim technology that many countries have already surpassed. 

It also suits the government’s free market rationale as competition develops from companies 

offering connectivity to the home. In fact, it would create competition at one of the most 

expensive and diverse elements in the whole delivery chain. Government subsidies could be 

provided for households where connected costs exceeded a certain level. 

In the meantime, we’d still need our copper connections. That would satisfy many who don’t 

see the need for the NBN right now. And it would mean a further renegotiation with Telstra 

to hand it all back to them. Presumably the same arrangement would stand, that Telstra 

would be paid as copper is switched off, but the copper network would only be switched off 

once everyone had moved to the NBN. That could take decades. Meanwhile, Telstra could 

continue to be the provider of last resort, using the money it receives from the Universal 

Services Obligation to maintain its old network.  
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There are numerous benefits in this approach. The build costs would be significantly reduced 

as the NBN focuses largely on rolling fibre down the street, not worrying about the 

complexity of access. The legacy agreement between NBN and Telstra could still stand, but 

cash paid out would be spread over a far longer timeframe, giving NBN more chance to 

effectively balance revenue and expenditure.  

The only drawback is ubiquity. Not everyone will be on the NBN, but, unless you make it 

free, that will never happen anyway. As I have argued, the high cost is the biggest challenge 

to ubiquitous access, particularly as those seeking lower prices move to wireless. 

Is it too late for a move like this to happen? Probably. But it’s surely worth some discussion, 

particularly as so much political change is happening right now. I don’t think the fibre 

purists would be too upset at the idea of paying to connect to the NBN.  After all, it’s no 

different from paying to connect to the Foxtel network, or paying Telstra to add an extra line 

to your home. To me it seems a simple and effective way of building high speed broadband 

and sharing the cost with those who derive the benefit. What’s not to like? 

Conclusions 

What is clear is that Australia is spending a lot of money to bring us in line with where many 

other countries are today, or were a few years ago. It is expensive to build and that means 

high prices for consumers. In the meantime it has inhibited competition and investment. 

Despite all these issues, the current government made only marginal changes to the 

approach taken by Labor. Sure, they introduced a different technological approach, but the 

aspirations of the NBN – low cost, ubiquitous, uniform pricing – seem to have been lost in 

the complexity of the project.  

The Labor government also made the fatal assumption that everybody wanted it. Instead, 

society has been deeply divided, making the whole project a political hot potato. So much so, 

these days it seems the less it’s talked about the better. 

The reality is that the government took on too much with this project. There needs to be a 

change in direction, one which recognises that people will join the NBN party at different 

stages in their lives. When they do, they’ll be prepared to pay towards it. The government’s 

role should be to make that move affordable, by ensuring homes are close to a fibre access 

point. Who delivers that connection can be open to competition. Change to that approach, 

and accept that some costs will be budgeted expenditure, not investments, and many of the 

issues of the NBN go-away. And Australia will have fibre to the home, for those who want it.  
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Abstract: A remarkable paper from 1961 demonstrates that the Post Master General’s 

Department was at the forefront of technological developments concerning radio 

communications by artificial satellites before the launch of Telstar. 

 

Introduction 

It is widely acknowledged that Arthur C. Clark’s paper on Extra-Terrestrial Relays published 

in Wireless World in October 1945 (Clark 1945) conveyed his most prescient prediction – that 

geostationary satellites could provide global communications.  It should be remembered that 

only German V2 rockets existed at the time and Clark’s proposal also necessitated the future 

development of rockets sufficiently powerful to deploy such satellites. 

The historic paper (O'Grady & Craig 1961) was written only 16 years later and demonstrates a 

thorough understanding by the Post Master General’s Department (PMG), of the engineering 

principles of satellite communications. This paper preceded the launch of Telstar by NASA in 

July 1962 and Early Bird in April 1965, which later became Intelsat 1. 

The paper is by F P O’Grady, then Deputy Director General of the PMG and E R Craig, 

Divisional Engineer at the PMG Research Laboratories. The introduction provides a broad 

overview of the communication technologies available in 1961, which is fascinating in itself. 

But the detailed analysis of satellite technology is what surprises the reader. Many pages are 

provided of path loss formulas, system parameters, orbital conditions, antenna ratings and 

even low earth orbit designs for television. 

The PMG was clearly well versed in the possibilities of satellite communications for Australia 

before the launch of Telstar. 

It is timely for the Journal to publish this article in the year in which NBN™ (NBN Co) plans 

to launch two new generation Ka band satellites, each to provide an aggregate of 80 Gbps of 

bandwidth to remotely located subscribers in Australia, rationed at a wholesale rate of 25 

Mbps per subscriber (Locke 2015). 
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